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ABSTRACT 

 

  Panchuk B. O. Detection of Network Attacks Using Artificial Intelligence 

Algorithms 3 Qualification scientific work presented as a manuscript. 

  Dissertation for the degree of Doctor of Philosophy in specialty 122 Computer 

Science. 3 V.M. Glushkov Institute of Cybernetics of the National Academy of Sciences 

of Ukraine, Kyiv, 2025. 

 

In this study, an important scientific and applied problem has been addressed 4 

the creation of a system for malicious traffic samples detection with enhanced resilience 

against deliberate evasion attempts and formally verified robustness metrics. 

The aim of this work is to assess, verify, and improve the robustness of systems 

based on artificial intelligence for detecting malicious network traffic, botnet attacks in 

particular, against adversarial influence while considering the semantics of potential 

attacker actions. 

In order to achieve the goal, several tasks were established within this study: 

● To analyze existing approaches for malicious network activity detection using 

artificial intelligence, review public botnet traffic datasets, and implement a 

method for representing the network data in a format suitable for AI processing; 
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● To develop a malicious traffic detection system based on network flows using AI 

techniques, and to experimentally identify the models with the highest performance 

metrics on available datasets; 

● To implement a method for generating artificial adversarial examples of network 

flows and use them to augment the training dataset to enhance the system9s 

robustness against possible evasion attempts; 

● To formalize the criterion of local robustness to input data perturbations of a traffic 

classifier by imposing constraints on the parameters of a neural network, and 

develop a method for verifying the satisfiability of these constraints using an SMT 

solver. 

 

  In the first chapter of the dissertation provides a review of various techniques 

proposed by other researchers in the field of network data analysis and threat detection 

using AI. It systematizes existing knowledge, compares current approaches, and discusses 

their historical and practical context, highlighting strengths and weaknesses. 

  The second chapter describes describes a generalized approach to building full-

fledged botnet detection systems using AI. The method of network flow reconstruction is 

considered as the primary technique for extracting numerical features, alongside various 

AI classifier types aimed at achieving optimal detection quality. Several preprocessing 

techniques are discussed and applied to further improve results. Suggestions for 

enhancing feature extraction methods are also provided. Based on these studies, a 

program for real-time flow reconstruction and detection of botnet and other malicious 

traffic was implemented. During its development, multiple network classification models 

were trained using different software-generated traffic. Two public botnet datasets were 

used for training and evaluation. To boost classifier performance, a separate extended 

dataset was created by combining the data with additional samples of newer malware 

types not present in the original datasets. For each classifier, false positive rates and 

sensitivity to various malware types were assessed, and optimal output thresholds were 

selected based on the results. 
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  The third chapter presents a method for evaluating the robustness of botnet 

detection systems based on neural networks in terms of their vulnerability to adversarial 

attacks, and for increasing their resilience by augmenting training sets with synthetic data. 

An adversarial example generation method was implemented using an adapted version of 

the Fast Gradient Sign Method (FGSM) for network data. This method proved being 

effective not only for botnet detection but for other types of network threats as well. The 

benefits of the approach are the computational efficiency and the credibility of the 

generated network flow samples. 

  The fourth chapter introduces a method for formal verification of neural network 

properties using a Satisfiability Modulo Theories (SMT) solver. A method for 

simplification of the computational graph of a neural network over specified input regions 

is proposed, which allowed to significantly accelerate the verification algorithm. The 

described method is applicable to arbitrary fully connected deep neural networks with 

piecewise-linear activation functions. To demonstrate its utility, the verification method 

was applied to a neural network traffic analyzer tasked with botnet activity detection, 

showing classifier robustness to adversarial attacks involving variation in packet sizes 

and inter-packet intervals. The obtained results contribute significantly to the application 

of AI in cybersecurity, where interpretability and predictability of threat detection 

systems are critically important. 

 Several important results were obtained during the course of this research: 

1. The method of artificial example generation and dataset augmentation was further 

developed by adapting the fast gradient sign method to the feature space of network 

flows, aiming to assess and improve system robustness against adversarial attacks 

while accounting for possible attacker actions. 

2. A new universal method for formal verification of deep neural networks with 

piecewise-linear activation functions was developed. It is based on representing the 

network9s computational graph as a simplified SMT formula built incrementally 

by solving local SMT tasks for activation functions and verifying whether they can 

be identically replaced with linear functions. 
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3. A formalization of the local robustness criterion for network traffic classifiers was 

proposed and verified through automatic proof (or refutation) of the imposed model 

constraints using an SMT solver. This allowed for a reliable assessment of the 

detection system's robustness to potential perturbations in the input data. 

  The practical significance of this lies in solving a relevant research and applied 

problem4designing a botnet traffic detection system with enhanced resistance to 

deliberate evasion and formally proven robustness criteria. 

  During the research, classifiers based on machine learning and neural networks 

were trained using various network datasets. A combined, expanded training dataset was 

created, resulting in an increase in detection recall for TCP-based malware traffic from 

46% to 80.7%, without increasing false positive rate. Notably, the resulting models are 

capable of detecting malware such as TrickBot, Emotet, and Wannacry with recall rates 

above 80%. Moreover, training with artificially augmented data reduced the neural 

network9s vulnerability to adversarial attacks from 8.5% to 2% under conditions of up to 

30% variation in packet sizes relative to original values in the test set. 

  Based on the findings, a prototype of a multipurpose network traffic analyzer was 

developed, and the program was deployed as a threat detection system at Radics LLC, 

which specializes in hardware and software development for nuclear power plants. 

 

  Keywords: cybersecurity, artificial intelligence, intrusion detection systems, 

network, network flows, machine learning, botnets, data augmentation, data prediction, 

adversarial attacks, adversarial training, formal verification, robustness, reliability, 

optimization, system quality, system quality criteria, software quality requirements, 

software quality assessment, classification, augmentation, neural networks, loss function, 

threshold value, internet solutions, network infrastructure, heterogeneous data 
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?>@V2=O;ь=0 E0@0:B5@8AB8:0 B0 AD>@<>20=V 28A=>2:8 I>4> 5D5:B82=>ABV 

70AB>AC20==O B0:>W <5B>48:8 4;O 28O2;5==O <5@56528E 703@>7. 

[2] 3 74>1C20G5< 70?@>?>=>20=> B0 @50;V7>20=> ?V4EV4 ?> >FV=FV ABV9:>ABV 4> 

7<030;ь=8E 0B0: A8AB5< 28O2;5==O <5@56528E 703@>7 =0 >A=>2V =59@><5@56. 

�4>1C20G5< >?8A0=> <5B>4 ?V428I5==O ABV9:>ABV B0:8E A8AB5< H;OE>< HBCG=>W 

35=5@0FVW =02G0;ь=8E 40=8E B0 5:A?5@8<5=B0;ь=> ?>:070=> 9>3> 5D5:B82=VABь 2 

:>=B5:ABV <>6;828E A?@>1 CE8;5==O 2V4 28O2;5==O. 

[3] 3 74>1C20G5< D>@<0;V7>20=V :@8B5@VW =04V9=>ABV A8AB5<8 28O2;5==O 

<5@56528E 703@>7 =0 >A=>2V ?>B>:V2. �4>1C20G5< 1C;> 70?@>?>=>20=> <5B>4 

D>@<0;ь=>W 25@8DV:0FVW ?>2=>729O7=8E =59@><5@56 V ?@>45<>=AB@>20=> 

<>6;82VABь 9>3> 70AB>AC20==O 4;O ?5@52V@:8 AD>@<>20=8E :@8B5@VW2 ABV9:>ABV 

:;0A8DV:0B>@V2 <5@56528E 40=8E. 

[4] 3 74>1C20G5< @>7@>1;5=0 <5B>4>;>3VO ?> ?5@52V@FV :@8B5@VW2 ABV9:>ABV 

=59@><5@56-:;0A8DV:0B>@V2 <5@5652>3> B@0DV:C 4> 7<030;ь=8E 0B0:, V ?@>2545=> 

@O4 5:A?5@8<5=BV2 ?> ?V428I5==N WE =04V9=>ABV. %?V202B>@>< ". �9F<K96Eь><@ 

AD>@<>20=V D>@<0;ь=V :@8B5@VW B0 >?8A0=0 <5B>48:0 ?V428I5==O =04V9=>ABV 

=59@><5@56 =0 >A=>2V =59@>A8<2>;ь=>3> ?V4E>4C. 

[5] 3 74>1C20G5< 5:A?5@8<5=B0;ь=> ?>:070=0 <>6;82VABь ?V428I5==O 

5D5:B82=>ABV 28O2;5==O B@0DV:C 1>B=5BV2 H;OE>< >@30=V70FVW VAB>@8G=8E 

<5@56528E 40=8E C G0A>2V @O48 V WE ?>40;ьH>W :;0A8DV:0FVW @5:C@5=B=8<8 B0 

73>@B:>28<8 =59@><5@560<8. 

�?@>10FVO @57C;ьB0BV2 48A5@B0FVW. $57C;ьB0B8 4>A;V465==O ?@575=BC20;8AO 
=0 =0C:>2V9 :>=D5@5=FVW 13th International Scientific and Practical Programming 

Conference - UkrPROG'2022. 
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:>=D5@5=FVW. 
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$"���� 1.  �&"�� ��/���!!/  �$�����) �&�� &� ���$"�� 
�"&!�&�� 

1.1.  �ABC? 

1.1.1.  5@5652V 703@>78 B0 A8AB5<8 ?@>B84VW 
' A5@54>28IV 7030;ь=> @>7?>2AN465=>W V=B53@0FVW A8AB5< 2 <5@56C І=B5@=5B 

<5@5652V 0B0:8 AB0;8 728G09=8< O28I5<. �28G09=V 70A>18 70E8ABC, O:->B @5B5;ь=> 

=0;0HB>20=V ?@028;0 1@0=4<0C5@0 B0 0=B82V@CA=V ?@>3@0<8 =0 >A=>2V A83=0BC@, E>G 

V :>@8A=V, >4=0: =5 >E>?;NNBь 25Aь ?@>ABV@ <>6;828E 0B0:. �57;VG 0B0: 

?@>2>4OBьAO G5@57 7030;ь=>-2V4><V 2V4:@8BV ?>@B8 V <0A:CNBьAO ?V4 728G09=C 

<5@5652C 0:B82=VABь. &0:C 0:B82=VABь =5<>6;82> 28O28B8, 28:>@8AB>2CNG8 ;8H5 

AB0B8G=> >@Vє=B>20=V <5E0=V7<8 157?5:8, B0:V O: 1@0=4<0C5@8 B0 <5B>48 

A?V2AB02;5==O A83=0BC@. %8AB5<8 28O2;5==O 2B>@3=5=ь (IDS, Intrusion Detection 

Systems) 4 F5 48=0<VG=0 ;V=VO 70E8ABC, O:0 ?@87=0G5=0 4;O 28O2;5==O H:V4;82>W 

4VO;ь=>ABV ?@>3@0< ?V4 G0A WE 28:>=0==O. ' @0<:0E Fь>3> 4>A;V465==O @>73;O=CB> 

A?>A>18 AB2>@5==O B0 <5B>48 ?>:@0I5==O 5D5:B82=>ABV B0 ABV9:>ABV A8AB5< 

28O2;5==O <5@56528E 703@>7 =0 >A=>2V 0;3>@8B<V2 HBCG=>3> V=B5;5:BC. ->1 :@0I5 

7@>7C<VB8 ?5@52038 28:>@8AB0==O ,І 2 40=V9 >1;0ABV, 20@B> @>73;O=CB8 V=HV 

?>H8@5=V 0;ьB5@=0B828. 

�@25 �510@ C 2009 @>FV [1] 402 >3;O4 @V7=8E B8?V2 IDS B0 WE B0:A>=><VN, 

@>74V;82H8 WE 70 A?>A>10<8 28O2;5==O =0 107V 7=0=ь V =0 107V ?>254V=:8. 

%8AB5<8 7 28O2;5==O< =0 107V 7=0=ь (B0:>6 2V4><V O: «70A=>20=V =0 

?@028;0E») 22060NBьAO :;0A8G=8< ?V4E>4><. �>=8 28:>@8AB>2CNBь =01V@ 

70740;53V4ь 287=0G5=8E ?@028;, AB2>@5=8E ;N48=>N-5:A?5@B><, I> >?8ACNBь 

2V4><V <>45;V 0B0: V ?>@V2=NNBь WE V7 70DV:A>20=8<8 ?>4VO<8. #>4VW <>6CBь <0B8 

@V7=V ?@54AB02;5==O: @O4:8 6C@=0;V2 @>1>B8 70AB>AC=:C («;>38»), 0C48BC A8AB5<8, 

728G09=V <5@5652V ?0:5B8 B0 V=HV. #@8:;04>< B0:>3> ?@028;0 <>65 1CB8 «EF4?BEO 

5V?ьL9 AV:  N A9684?<I ECDB5 CV8>?NK9AAO ; IP-48D9E< X». #VA;O A?@0FN20==O 

O:>3>Aь 7 ?@028; A8AB5<0 35=5@Cє A?>2VI5==O V ?>B5=FV9=> 28:>=Cє 02B><0B8G=C 

2V4?>2V4ь (=0?@8:;04, 1;>:Cє H:V4;82C IP-04@5AC). ' B0:>3> ?V4E>4C є :V;ь:0 
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=54>;V:V2. #>-?5@H5, 4;O AB2>@5==O ?@028; V ?>40;ьH>3> >=>2;5==O WE A?8A:C 

?>B@V1=0 ;N48=0-5:A?5@B. #>-4@C35, ?>1C4>20 :><?;5:A=8E ?@028; <>65 1CB8 

=04728G09=> A:;04=>N, >A:V;ь:8 <>45;V 0B0:8 =5 702648 <>6=0 ;53:> >?8A0B8. 

�;>2<8A=8:8 G0AB> =02<8A=> @>7BO3CNBь 2B@CG0==O 2 G0AV, =04A8;0NG8 H:V4;82V 

?0:5B8 =5@53C;O@=>, 0 G0AB> 2?5@5<VH:C 7 4>1@>O:VA=8<8 40=8<8. �@5HBV @5HB, O: 

28?;820є 7 =0728, A8AB5<8, I> 107CNBьAO =0 7=0==OE, 28<030NBь A?5FV0;ь=8E 

?>?5@54=VE 2V4><>AB59 ?@> 0B0:C 4;O WW 28O2;5==O. 

%8AB5<8, 70A=>20=V =0 ?>254V=FV, =0B><VABь, є 1V;ьH 3=CG:8<8, >A:V;ь:8 

?@87=0G5=V 4;O «282G5==O» ?>254V=:8 :>@8ABC20G0 B0 AB2>@5==O B0:-720=>3> 

«?@>DV;N =>@<0;ь=>W 0:B82=>ABV». �V4?>2V4=>, ?>4VW, I> 281820NBьAO 7 

«=>@<0;ь=>3>» H01;>=C 0:B82=>ABV (0=><0;VW), :;0A8DV:CNBьAO O: 2B>@3=5==O. !0 

60;ь, =572060NG8 =0 28IC 3=CG:VABь, A:;04=VABь Fь>3> ?V4E>4C ?>;O30є C 

A:;04=>ABV A0<>3> ?@>F5AC 287=0G5==O «=>@<0;ь=>W ?>254V=:8». �28G09=V 

:>@8ABC20GV <>6CBь 7 G0A>< 7<V=N20B8 H01;>=8 A2>єW 728G09=>W ?>254V=:8, V 206:> 

287=0G8B8, 2 O:V9 <V@V FO 7<V=0 ?@89=OB=0, ?5@H =V6 22060B8 WW 0=><0;VєN. 

1.1.2. �0AB>AC20==O ,� 4;O 28O2;5==O 2B>@3=5=ь 
%8AB5<8, :5@>20=V HBCG=8< V=B5;5:B><, є 0;ьB5@=0B82>N, O:0 283;O40є 

=091V;ьH ?5@A?5:B82=>, 2@0E>2CNG8 H284:89 @>728B>: ,І 70 >AB0==є 45AOB8;VBBO. 

#5@52030 HBCG=>3> V=B5;5:BC ?>;O30є 2 B><C, I> 2V= <VAB8Bь A8;ь=V AB>@>=8 O: 

A8AB5< 70A=>20=8E =0 7=0==OE, B0: V A8AB5< =0 107V 282G5==O ?>254V=:8, ?@8 Fь><C 

?>B@51Cє 7=0G=> <5=H5 7CA8;ь 2V4 V=65=5@0-@>7@>1=8:0 4;O >?8AC B0 

=0;0HBC20==O.  >45;O< ,І =5 ?>B@V1=V ;N48-5:A?5@B8, >A:V;ь:8 2>=8 A0<V 

282G0NBь ?@028;0 B0 ?@>DV;V 7 VA=CNG8E 40=8E. !0?@8:;04, 45@520 @VH5=ь B0 

=59@>==V <5@56V <>6CBь 2 E>4V B@5=C20==O 282>48B8 7=0G=> A:;04=VHV =01>@8 

?@028; C ?>@V2=O==V 7 A8AB5<0<8 28O2;5==O =0 107V 7=0=ь.  >45;V <0H8==>3> 

=02G0==O «7 CG8B5;5<» 282G0NBь =>@<0;ь=89 ?@>DV;ь 0:B82=>ABV :>@8ABC20G0 

>4=>G0A=> 7 282G5==O< H01;>=V2 A0<8E 0B0:, 0 <>45;V «157 CG8B5;O» <>6CBь 

A0<>ABV9=> =02G8B8AO 2V4@V7=OB8 0=><0;ь=89 B@0DV:, I> @>18Bь WE 4>A:>=0;VH8<8 

70 A8AB5<8 28O2;5==O =0 107V ?>254V=:8. 



28 
 
"4=0:, A8AB5<8, :5@>20=V ,І, <0NBь 420 >A=>2=8E =54>;V:8: ?>-?5@H5, 

282545=V =8<8 ?@028;0 G0AB> =5 ?V440NBьAO V=B5@?@5B0FVW ;N48=>N; ?>-4@C35, 

?>B@V15= 4>AB0B=V9 =01V@ =02G0;ь=8E 40=8E 3 C 28?04:C 6 =02G0==O <>45;59 «7 

CG8B5;5<» (supervised learning) =01V@ 40=8E <0є 1CB8 I5 9 @>7<VG5=8< (B>1B>, B0< 

<0NBь <VAB8B8AO =5 ;8H5 2EV4=V 40=V, 0 9 2V@=89 >GV:C20=89 28EV4=89 @57C;ьB0B). 

�>A;V465==O ?>:070;8, I> O:VABь IDS =0 >A=>2V HBCG=>3> V=B5;5:BC 7=0G=> 

70;568Bь 2V4 <5B>4C 284V;5==O >7=0:, 0 B0:>6 2V4 281>@C 107>2>W 0@EVB5:BC@8 

:;0A8DV:0B>@0. ' @>1>BV ?V4 @540:FVєN �;ь-%0:V10 )0=0 #0B0=0 C 2014 @>FV [2] 

:>@>B:> >?8A0=V O: ?5@52038, B0: V =54>;V:8 28:>@8AB0==O @V7=8E <5B>4V2 ,І 4;O 

28O2;5==O. &0< 7304CNBьAO: 3;81>:V =59@>==V <5@56V (DNN), A0<>>@30=V70FV9=V 

:0@B8 �>E>=5=0, <>45;V  0@:>20, 109єAV2Aь:V A8AB5<8 B0 <0H8=8 >?>@=8E 25:B>@V2 

(SVM). �8:>@8AB0==O 1V;ьH A:;04=8E 0@EVB5:BC@ =59@><5@56 >?8A0=> 2 @>1>BV 

Arnaldo B0 V=. 2017 [3] 45 >:@V< 28?04:>28E ;VAV2 (RF) B0 728G09=8E <5@56 V7 ?@O<8< 

729O7:>< (FFNN) 240;> 70AB>A>20=V B0:>6 73>@B:>2V (CNN) B0 @5:C@5=B=V =59@>==V 

<5@56V (RNN) 4;O 0=0;V7C 40=8E, ?@54AB02;5=8E C 283;O4V G0A>28E @O4V2. �57;VG 

V=H8E @>1VB B0:>6 45<>=AB@CNBь ?5@A?5:B828 70AB>AC20==O <0H8==>3> =02G0==O 

B0 =59@>==8E <5@56 2 40=V9 >1;0ABV. 

1.1.3. #@54<5B=0 >1;0ABь B0 @0<:8 FVєW @>1>B8 

� @0<:0E Fь>3> 4>A;V465==O 3>;>2=0 C2030 7>A5@546CєBьAO =0 28O2;5==V A0<5 

B@0DV:C 1>B=5BV2. �>B=5B8 є >4=8<8 7 =091V;ьH @C9=V2=8E 703@>7 :V15@157?5:8, V WE 

:V;ь:VABь I>@>:C 0:B82=> 7@>AB0є. !0 2V4<V=C 2V4 V=H8E 0B0:, 1>B=5B8 AB2>@NNBьAO 

B0:, I>1 70;8H0B8AO ?@8E>20=8<8 ?@>BO3>< B@820;>3> ?5@V>4C G0AC 3 G8< 4>2H5 

V=D5:FVO 70;8H0єBьAO =528O2;5=>N, B8< 1V;ьH5 H:>48 70240єBьAO C 283;O4V 28B>:C 

40=8E, 7;>2<8A=>3> A?>AB5@565==O B0 <8<>2V;ь=>W CG0ABV 70@065=>W <0H8=8 2 

V=H8E <5@56528E 0B0:8. %0<5 B><C 702G0A=5 28O2;5==O ?@>3@0< 1>BV2 є :@8B8G=> 

206;828< 4;O 1C4ь-O:>W A8AB5<8 V=D>@<0FV9=>W 157?5:8. 

%;V4 707=0G8B8, I>, E>G0 D>:CA 4>A;V465==O V 7@>1;5=89 =0 1>B=5B0E, >4=0: 

A?5FV0;V70FVO 7030;ь=>W AE5<8 ?@>2>48BьAO ;8H5 =0 5B0?0E 284V;5==O G8A;>28E 

E0@0:B5@8AB8: 7 <5@5652>3> B@0DV:C, 0 B0:>6 281>@C =01>@V2 40=8E, I> 
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28:>@8AB>2CєBьAO 4;O =02G0==O <>45;59 ,І. �030;ь=C 6 A8AB5<C 28O2;5==O <>6=0 

70AB>AC20B8 V 4;O V=H8E 284V2 <5@56528E 0B0:, 0 2V4<V==VABь ;8H 1C45 C =02G0;ь=V9 

281V@FV B0 >1@0=V9 <=>68=V <5@56528E E0@0:B5@8AB8:. �5O:V <5B>48, O:V 

70AB>A>2CNBь 4;O 28O2;5==O <5@56528E 0B0: V=H>3> @>4C <>6CBь 1CB8 28:>@8AB0=V 

4;O 28O2;5==O 1>B=5BV2 V =02?0:8. 

1.2. "3;O4 >1;0ABV, VA=CNG8E <5B>4V2 B0 A?>@V4=5=8E 4>A;V465=ь 

1.2.1. �;0A8DV:0FVO <5@5652>3> B@0DV:C 7 <5B>N 28O2;5==O 703@>7 
$0==V 4>A;V465==O ?> :;0A8DV:0FVW A?>AB5@56C20=>3> <5@5652>3> B@0DV:C 

?@>2>48;8AO I5 =0 ?>G0B:C 2000-E @>:V2 [4], 7 <5B>N >B@8<0==O =5>1EV4=>W 

V=D>@<0FVW 4;O =0;0HBC20==O <5@56V B0 ?>:@0I5==O O:>ABV >1A;C3>2C20==O. %5@54 

?@>2545=8E 4>A;V465=ь 1C;8 A?@>18 :;0A8DV:C20B8 <5@5652V 40=V H;OE>< 0=0;V7C 

:>@8A=>3> =020=B065==O ?0:5BV2, >4=0: H284:5 @>7?>2AN465==O TLS (Transport 

Layer Security) H8D@C20==O G0AB> 72>48;> =0=V25Fь B0:89 ?V4EV4. %0<5 B><C 70<VABь 

3;81>:>3> 0=0;V7C ?0:5BV2, 4>A;V4=8:8 2A5 G0ABVH5 AE8;O;8Aь 4> 0=0;V7C 1V;ьH 

28A>:>@V2=52>W, C7030;ь=5=>W V=D>@<0FVW ?@> ?>B>:8 40=8E [5], 28:>@8AB>2CNG8 

<5@5652C AB0B8AB8:C, 0 B0:>6 =5 70H8D@>20=C V=D>@<0FVN 4>ABC?=C V7 703>;>2:V2 

?0:5BV2 <5@5652>3> B0 B@0=A?>@B=>3> @V2=V2. �;0A8DV:0FVO G0AB> ?@>2>48;0Aь =0 

>A=>2V A83=0BC@ - =01>@V2 70740;53V4ь 2V4><8E ?@028;, 01> AB0B8AB8G=8E <>45;59, 

O:V O:><>30 B>G=VH5 >?8AC20;8 18 H01;>=8 ?>254V=:8 40=8E, I> A?>AB5@V30NBьAO 

[6][7]. 

 )>G0 <5B>48 HBCG=>3> V=B5;5:BC B>4V V =5 1C;8 =0ABV;ь:8 H8@>:> 

@>7?>2AN465=8<8 O: 70@07, 2 BV @>:8 2A5 6 1C;8 A?@>18 70AB>AC20==O ?V4E>4V2 

<0H8==>3> =02G0==O B0 284>1CB:C 40=8E (data mining), 4;O :;0A8DV:0FVW 

<5@5652>3> B@0DV:C, 7>:@5<0 B5E=V:0<8 �09єAV2Aь:>3> 0=0;V7C. [8].  

 �57?>A5@54=ь> C AD5@V :V15@157?5:8, >4=0:, ,І 2 BV G0A8 70AB>A>2C202AO 

=5G0AB>, V >1<56C202AO 7040G0<8 =0 7@07>: 0=0;V7C ?>HB>28E ?>2V4><;5=ь =0 

?@54<5B A?0<C. �;O 7040GV ?@>B84VW <5@56528< 0B0:0< 7451V;ьH>3> 

28:>@8AB>2C20;8Aь A8AB5<8 28O2;5==O 2B>@3=5=ь =0 >A=>2V A83=0BC@, ?@028; B0 

7=0E>465==O 0=><0;V9 157 28:>@8AB0==O ,І. /: ?@8:;048 <>6=0 73040B8 B0:V 
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A8AB5<8 O: "Bro" (ACG0A=0 =0720 "Zeek" [9]) @>7@>1;5=C 2 1995, 0 B0:>6 Snort [10] 

AB2>@5=C 2 1998. "1842V H8@>:> 28:>@8AB>2CNBьAO 4> Aь>3>4=V, 0 Snort D0:B8G=> 

AB0;0 V=4CAB@V0;ь=8< AB0=40@B>< 2 >1;0ABV NIDS (Network Intrusion Detection 

Systems).  

� B5E=VG=8< ?@>3@5A>< 2 V=D>@<0B8FV B0 2A5 1V;ьH8< @>7?>2AN465==O< 

V=B5@=5BC, V=D>@<0FV9=V 703@>78 B0:>6 @>A;8 B0 @>72820;8AO.  5@5652V 0B0:8 

AB020;8 2A5 1V;ьH A:;04=8<8 V =524>27V AB0;> 7@>7C<V;>, I> :>=25=FV9=V <5B>48 

28O2;5==O =5 740B=V 2 ?>2=V9 <V@V ?@>B8AB>OB8 W<. "4=VєN V7 B0:8E =>28E =0 B>9 G0A 

703@>7 AB0;8 1>B=5B8 (1>B-<5@56V). "A>1;82VABN 1>B=5BV2 AB0;> B5, I> WE ?>254V=:0, 

0 2V4?>2V4=> V <5@565289 B@0DV:, O:89 2>=8 AB2>@NNBь, G0AB> 1C;8 4C65 AE>6V =0 

?>254V=:C 728G09=8E :>@8ABC20GV2 G8 ?@>3@0<. �>=F5?FVO 1>B5=BV2 28=8:;0 I5 2 

:V=FV 80-E @>:V2 7V AB2>@5==O< ?@>B>:>;C ІRC (Internet Relay Chat), O:89 =09?5@HV 

<5@568 1>BV2 28:>@8AB>2C20;8 4;O :><C=V:0FVW. /: V A;V4Cє 7 =0728, IRC ?>G0B:>2> 

1C2 ?@87=0G5=89 4;O 2545==O @>7<>2 <V6 ;N4ь<8: 157;VG :>@8ABC20GV2 

?V49є4=CNBьAO 4> є48=>3> IRC-A5@25@C, 45 ?V4?8ACNBьAO =0 IRC-:0=0;8, :C48 

<>6CBь ?8A0B8 A2>W ?>2V4><;5==O V 10G8B8 ?>2V4><;5==O 2AVE V=H8E ?V4?8A0=8E =0 

:0=0; :>@8ABC20GV2. $>7@>1=8:8 1>B=5BV2 28:>@8AB>2C20;8 >?8A0=89 DC=:FV>=0; 

4;O :>>@48=0FVW <5@56 1>BV2. !0 :>6=><C 2V440;5=><C :><?'NB5@V 70?CA:0;0AO 

?@>3@0<0, O:0 ?V4?8AC20;0Aь =0 :0=0;8 ?@820B=>3> (0 V=:>;8 9 ?C1;VG=>3>) IRC-

A5@25@C, 72V4:8 >B@8<C20;8 V=AB@C:FVW 2V4 2;0A=8:0 1>B=5BC, G8 ?5@54020;0 9><C 

V=D>@<0FVN 7 ?V4:>=B@>;ь=>W <0H8=8. IRC-1>B8 O: ?@028;> <0NBь I>=09<5=H5 2 

:0=0;8: >48= :><0=4=89, 0 4@C389 :0=0; AB0BCAC 1>BV2. �>;8 1>B ?V49є4=CєBьAO 4> 

<5@56V, 2V= >?>2VI0є G5@57 :0=0; AB0BCAC "F5=B@ :><0=4 B0 :>=B@>;N" (%&C - 

Command and Control), ?@> 4>ABC?=VABь =>2>W 28:>=02G>W >48=8FV. � ?>40;ьH><C, 

1>B G0A 2V4 G0AC >=>2;Nє A2V9 AB0BCA, B0:8< G8=>< F5=B@0;ь=89 :>=B@>;ь=89 2C7>; 

B@8<0єBьAO 2 :C@AV 2AVE 0:B82=8E 1>BV2 V <>65 =04A8;0B8 W< A?V;ь=V G8 V=482V4C0;ь=V 

:><0=48 G5@57 :><0=4=89 :0=0;. І45O @>7?>4V;C @>;59 =0 "28:>=02GV 2C7;8" (1>B8) 

B0 "F5=B@ :><0=4 B0 :>=B@>;N" 715@V3;0AO V 4> Aь>3>4=V, E>G0 AB@C:BC@0 %&C 7=0G=> 

CA:;04=8;0Aь G5@57 28:>@8AB0==O :;0AB5@V2 A5@25@V2 B0 45F5=B@0;V7>20=>3> 

:5@C20==O. 
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!0 2V4<V=C 2V4 Aь>3>45==O, ?5@HV 1>B=5B8 =5 1C;8 H:V4;828<8, 0 

28:>@8AB>2C20;8Aь 7451V;ьH>3> 4;O B>3>, I>1 B@8<0B8 A5@25@8 "709=OB8<8" 4;O 

70?>1V30==O 2V4:;NG5==N, 0 B0:>6 4;O 2V440;5=>3> 02B><0B87>20=>3> 70?CA:C 

70240=ь.  

!09?5@H8< 28O2;5=8< 7;>O:VA=8< 1>B=5B>< 22060єBьAO Pretty Park [11], 

<0A>20=5 70@065==O O:8< <0;> <VAF5 2 1999 B0 2000 @>:0E. *59 1>B=5B 

@>7?>2AN46C202AO O: ?>HB>289 E@>10:, 0 4;O :>>@48=0FVW B0 282>4C V=D>@<0FVW 7 

A8AB5<8-65@B28 28:>@8AB>2C202 IRC-:0=0;8. IRC 1>B=5B8 V 40;V =018@0;8 

?>?C;O@=VABь V 2 A5@548=V ?>G0B:C 2000-E @>:V2 AB0;8 7=0G=>N ?@>1;5<>N. !0 

<><5=B 2007 @>:C, 5:A?5@B8 >FV=N20;8, I> 2V4 16 4> 25% :><?'NB5@V2, ?V49є4=0=8E 

4> <5@56V, 265 1C;8 G0AB8=>N O:>3>Aь 1>B=5BC [12]. 

' 28?04:C 1V;ьH :;0A8G=8E <5@56528E 703@>7, =0 7@07>: DoS (Denial of 

Service), G0AB> 265 є 70740;53V4ь 2V4><V AF5=0@VW 0B0:8. �V4?>2V4=> <>6=0 

?5@5410G8B8 >GV:C20=C AB@C:BC@C <5@5652>3> B@0DV:C B0 D>@<0;V7C20B8 =01V@ 

?@028; 4;O 28O2;5==O B0:8E 28?04:V2. %0<5 B0:89 ?V4EV4 7451V;ьH>3> 

28:>@8AB>2C202AO 2 :;0A8G=8E NIDS (Network Intrusion Detection Systems). ' 

28?04:C 1>B=5BV2 >4=0:, O: 28O28;>Aь, 7040G0 2V4@V7=5==O 70H8D@>20=>W 

:><C=V:0FVW 1>BV2 2V4 ;53VB8<=>3> :>@8ABC20Fь:>3> IRC B@0DV:C є 7>2AV< 

=5B@82V0;ь=>N.  5B>48 ,І є V450;ь=8< :0=4840B>< 4;O @VH5==O 7040G 

:;0A8DV:0FVW, 2 O:8E A:;04=> D>@<0;V7C20B8 0;3>@8B<8 G8 :>=:@5B=V ?@028;0, 70 

C<>28, O:I> є 4>AB0B=O :V;ь:VABь 40=8E. %0<5 B><C, 4>A;V465==O 70AB>AC20==O, 

7>:@5<0, <0H8==>3> =02G0==O AB0;> =0ABC?=8< ;>3VG=8< :@>:><. 

)>G0 1>B=5B8 V є =091V;ьH =03;O4=8< ?@8:;04><, G><C 70AB>AC20==O ,І 2 FV9 

>1;0ABV AB0;> ?5@A?5:B82=8<, >4=0: ?>B5=FV0; B0:>3> ?V4E>4C 72VA=> =5 >1<5682AO 

;8H5 1>B=5B0<8. �3>4><, 1C;> ?@>2545=> G8<0;> 4>A;V465=ь ?> 28O2;5==N 9 

V=H8E @V7=><0=VB=8E <5@56528E 0B0:. 

1.2.2. �AB>@VO @0==VE 4>A;V465=ь ?> 28O2;5==N 1>B=5BV2 7 28:>@8AB0==O< 
HBCG=>3> V=B5;5:BC. 
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"4=VєN V7 =09?5@H8E @>1VB ?> 70AB>AC20==N <0H8==>3> =02G0==O 4;O 0=0;V7C 

<5@5652>3> B@0DV:C =0 ?@54<5B 28O2;5==O 1>B=5BV2 є AB0BBO Lividas B0 V=. 2006 @>:C 

[13]. *O @>1>B0 є 4>A8Bь DC=40<5=B0;ь=>N 2 FV9 >1;0ABV, 0465 02B>@8 7VB:=C;8AO 7 

1030Bь<0 ?@>1;5<0<8, 7 O:8<8 ?@>4>268;8 AB8:0B8AO WE =0ABC?=8:8 420 

45AOB8;VBBO ?>B><C. #>-?5@H5, 4;O <0H8==>3> =02G0==O =5>1EV4=0 4>AB0B=O 

:V;ь:VABь =02G0;ь=8E B0 B5ABC20;ь=8E 40=8E. &0: O: =0 B>9 G0A 7>2AV< =5 1C;> 

2V4:@8B8E =02G0;ь=8E =01>@V2, 02B>@8 1C;8 7<CH5=V D>@<C20B8 281V@:C 

A0<>ABV9=>. ' @>;V 728G09=8E (4>1@>O:VA=8E) 40=8E 1C;8 28:>@8AB0=89 

0=>=V<V7>20=89 <5@565289 B@0DV: 7V1@0=89 7 C=V25@A8B5BAь:>3> :0<?CAC, 7=0G=89 

2V4A>B>: O:>3> A:;0402AO 7 IRC B@0DV:C. �0=V @>7<VG0;8Aь =0 >A=>2V ?>@BV2 70 

70<>2GC20==O< (6667 B0 6697), O:V 28:>@8AB>2CєBьAO 70 70<>2GC20==O< 4;O 40=>3> 

?@>B>:>;C. �;O 35=5@0FVW B5AB>2>W 281V@:8 02B>@8 2 ;01>@0B>@=8E 70?CAB8;8 

7=5H:>465=C 25@AVN @50;ь=>3> 1>B=5BC Kaiten. � @>1>BV D>:CA @>18BьAO A0<5 =0 

1>B=5B0E =0 107V IRC, 2V4?>2V4=> A?@>10 28O2;5==O @>18BьAO 4;O B@0DV:C A0<5 Fь>3> 

?@>B>:>;C. &0:>6 22060єBьAO, I> CAV ?0:5B8 70H8D@>20=>, 0 4;O ?V4:;NG5==O 

1>B=5B 28:>@8AB>2Cє 4>2V;ь=89 ?>@B. �V4?>2V4=>, 7040G0 28O2;5==O @>74V;5=0 =0 2 

AB04VW. !0 ?5@HV9 AB04VW, :;0A8DV:0B>@ =0<030єBьAO 2V4@V7=8B8 ?>B>:8 IRC 2V4 

B@0DV:C V=H8E ?@>B>:>;V2. !0 4@C3V9 AB04VW A8AB5<0 =0<030єBьAO 284V;8B8 BV IRC 

?>B>:8, O:V є G0AB8=>N :><C=V:0FVW 1>BV2 7 V=H8<8 >?5@0FV9=8<8 :><?>=5=B0<8 

1>B=5BC. �;O 28>:@5<;5==O IRC ?>B>:V2 02B>@8 70AB>A>2CNBь B@8 <>45;V 

:;0A8DV:0FVW, 0 A0<5 =0W2=89 �0єA, �0єAV2Aь:V <5@56V B0 45@52> ?@89=OBBO @VH5=ь 

J48. $>73;O=CB89 2 @>1>BV [13] =01V@ >7=0: ?>B>:V2 2:;NG0є >7=0:, O:V 73>4>< 

7CAB@VG0B8<CBьAO V 2 V=H8E @>1>B0E ?> :;0A8DV:0FVW <5@56528E ?>B>:V2, 0 A0<5 

B@820;VABь ?>B>:C, A5@54=N :V;ь:VABь ?0:5BV2 B0 1VBV2, A5@54=є 7=0G5==O B0 

48A?5@AVN 109BV2 =0 ?0:5B, 48A?5@AVN 4>268=8 <V6?0:5B=8E V=B5@20;V2, :V;ь:VABь 

?0:5BV2 7 :5@CNG8< 1VB>< PSH, 0 B0:>6 3VAB>3@0<C @>7<V@V2 ?0:5BV2. &0:>6 2 @>1>BV 

@>1;OBьAO 5:A?5@8<5=B8 7 1V;ьH @>7C<=8< 281>@>< >7=0:, 7>:@5<0 H;OE>< >FV=:8 

206;82>ABV >7=0:8 =0 >A=>2V WW 28A>B8 2 45@52V ?@89=OBBO @VH5=ь. *V:02> 70C2068B8, 

I> 2840;82H8 ;8H5 >4=C >7=0:C, O:0 2V4>1@060;0 @>7<V@ TCP 2V:=0, 02B>@0< 

240;>AO 7<5=H8B8 2V4A>B>: E81=>-=530B82=8E @57C;ьB0BV2 (FNR) 7 68.4% 4> 7.9%. 



33 
 

*5 є =03;O4=8< ?@8:;04>< B>3>, O: @V7=8FO <V6 C<>20<8 F8@:C;OFVW B@0DV:C 2 

@V7=8E A5@54>28I0E <>65 725AB8 =0=V25Fь :>@5:B=VABь @>1>B8 :;0A8DV:0B>@0, 

>A>1;82> O:I> <>45;ь =040є ?5@5203C >7=0:0<, O:V ?>2=VABN 70;560Bь 2V4 C<>2 

<5@5652>3> A5@54>28I0. � 73040=V9 @>1>BV =0?@8:;04, 40=V =02G0;ь=>3> 

A5@54>28I0 718@0;8Aь ?5@5206=> 7 <0H8=8 =0 >A=>2V Windows, B>4V O: 2 B5AB>2><C 

A5@54>28IV 1C2 Linux, I> A?@8G8=O;> 2V4E8;5==O 2 7=0G5==OE 73040=>3> ?0@0<5B@0 

V =530B82=> 2?;820;> =0 <>45;ь. #VA;O CA?VH=>3> 28O2;5==O IRC B@0DV:C 2 ?5@HV9 

AB04VW, 2 4@C3V9 AB04VW =5>1EV4=> 157?>A5@54=O 2V4@V7=8B8 1>B=5B8 2V4 =>@<0;ь=>3> 

B@0DV:C, >4=0:, F59 :@>: 02B>@8 70;8H8;8 4> @>73;O4C C A2>W9 =0ABC?=V9 @>1>BV. 

$>1>B0 Strayer et al. 2007 [14] є ;>3VG=8< ?@>4>265==O< @>1>B8 [13]. � =V9 

@>72820єBьAO V45O 28O2;5==O :><C=V:0FV9=8E ?>B>:V2 IRC 1>B=5BV2 H;OE>< 

:;0A8DV:0FVW <5@5652>3> B@0DV:C. /: 265 707=0G0;>Aь, 28O2;5==O 1>B=5BC 

@>74V;5=> =0 2 AB04VW. *V;;N ?5@H>W AB04VW є <0:A8<0;ь=> A:>@>B8B8 >1'є< B@0DV:C, 

O:89 =5>1EV4=> 0=0;V7C20B8. !0 FV9 AB04VW 70 4>?><>3>N <0H8==>3> =02G0==O 

284V;O;8AO BV <5@5652V ?>B>:8, O:V 9<>2V@=VH5 70 2A5 28:>@8AB>2CNBь ?@>B>:>; 

IRC. &0:>6 70AB>A>2C20;8Aь @V7=><0=VB=V ;>3VG=>->1ґ@C=B>20=V DV;ьB@8 =0 7@07>: 

2V4AVN20==O ?>B>:V2 157 240;>3> 2AB0=>2;5==O TCP 7'є4=0==O, ?>B>:V2 2 O:8E 

74V9A=N20;>Aь 7020=B065==O 25;8:8E >1'є<V2 40=8E V B0: 40;V. &0:8< G8=><, 02B>@8 

A:>@>B8;8 ?>G0B:>2C 281V@:C 2 37 @07V2. !0 4@C3V9 AB04VW, =04 70;8H:>< <=>68=8 

?>B>:V2 ?@>2>48BьAO ?>HC: ":>@5;NNG8E ?0@". �2B>@8 28AC20NBь 3V?>B57C, I> 

O:I> 2 <5@56V, 70 O:>N 74V9A=NєBьAO A?>AB5@565==O, =0O2=V :V;ь:0 <0H8= 

70@065=8E 1>B=5B><, B> ;>:0;V7>20=89 C G0AV B@0DV: ?>@>46C20=89 F8<8 

<0H8=0<8 1C45 :>@5;N20B8. �>@5;OFVN 287=0G0єBьAO G5@57 <V@C ?>4V1=>ABV 42>E 

?>B>:V2, O:0 2 A2>N G5@3C >1@0E>2CєBьAO O: =>@<>20=0 @V7=8FO C 2V4AB0=V <V6 42><0 

B>G:0<8 2 n-28<V@=><C ?@>AB>@V >7=0: ?>B>:V2. "7=0:8 ?@8 Fь><C ?@54AB02;5=V O: 

25:B>@8 ?5@H>3> B0 4@C3>3> <><5=BV2 28?04:>2>W 25;8G8=8 =0 >A=>2V @>7?>4V;V2 

7=0G5=ь E0@0:B5@8AB8: ?>B>:V2, O:V 265 7304C20;8Aь C <8=C;89 @>1>BV. �;O 

5D5:B82=>W >1@>1:8 ?0:5BV2 C @568<V @50;ь=>3> G0AC ?@8 >FV=FV <><5=BV2 02B>@8 

?@>?>=CNBь 28:>@8AB>2C20B8 72065=5 ?;020NG5 A5@54=є B0 72065=C 48A?5@AVN - 

B>1B> 7 :>6=8< =>28< ?0:5B>< WE 7=0G5==O >=>2;ONBьAO 2@0E>2CNG8 <8=C;5. /: V 
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>GV:C20;>Aь, 2 @57C;ьB0BV 1C;> 28O2;5=0 :>@5;OFVO (AE>6VABь <><5=BV2 @>7?>4V;V2) 

?>B>:V2 2AVE 1>BV2 C ;>:0;ь=V9 =59@><5@56V, I> є ?>:07>28< @57C;ьB0B><.  5B>4 

70?@>?>=>20=89 2 >?8A0=V @>1>BV >4=0: <0є :V;ь:0 ACBBє28E A;01:>AB59 B0 

=54>;V:V2. #>-?5@H5, B0:89 ?V4EV4 <>65 ?@0FN20B8, ;8H5 C 28?04:C O:I> 2 

A?>AB5@56C20=V9 <5@56V є :V;ь:0 70@065=8E <0H8= >4=>G0A=> V >1842V >B@8<CNBь 

B0 28:>=CNBь >4=0:>2V :><0=48 2V4 F5=B@C :><0=4C20==O B0 :>=B@>;N. !0?@8:;04, 

1C;> ?@>45<>=AB@>20=>, I> A8AB5<V =5 240;>AO 28O28B8 1>B, O:89 7=0E>48BьAO 70 

<560<8 ;>:0;ь=>W <5@56V, 0465 9>3> B@0DV: ACBBє2> 2V4@V7=OєBьAO. #>-4@C35, 40=89 

?V4EV4 є ACB> 52@8AB8G=8<, V 70A=>2CєBьAO =0 ?@8?CI5==V, I> A5@54 <=>68=8 CAVE 

?>B>:V2 :>@5;N20B8 1C4CBь ;8H5 ?>B>:8 1>B=5BC. *5 >G5284=> =5 702648 є 2V@=8<, 

0465 =0 ?@8:;04 2 A8AB5<V, 45 ?@8ACB=V, A:06V<, ?@>:AV-A5@25@8, O:V @5?;V:CNBь 

70?8B8, 01> 6 2V440;5=V 70AB>AC=:C =0;0HB>20=V =0 A8=E@>==C @>1>BC (=0?@8:;04, 

7040GV, I> 28:>=CNBьAO 70 G0A>28< @>7?>@O4:><), >GV:C20=> B0:>6 1C4CBь 

7'O2;OB8AO :>@5;NNGV <5@5652V ?>B>:8 ;>:0;V7>20=V 2 G0AV.  &8< =5 <5=H5, @>1>B8 

[13] B0 [14] AB0;8 30@=8< DC=40<5=B>< 4;O ?>40;ьH8E 4>A;V465=ь C >1;0ABV, 0465 

2>=8 240;> >1E>4OBь ?@>1;5<C =5AB0GV =02G0;ь=8E B0 B5AB>28E 40=8E, 0 B0:>6 

70AB>A>2CNBь :>=F5?FVN "<5@5652>3> ?>B>:C" 4;O 0=0;V7C B@0DV:C, ?@8 Fь><C 

28A2VB;NNG8 ;>3V:C B0 ?@>1;5<8 281>@C E0@0:B5@8AB8G=8E >7=0: :>@8A=8E 4;O 

28O2;5==O 1>B=5BV2. 

1.2.3. %CG0A=V 4>A;V465==O ?> 28O2;5==N 1>B=5BV2 <>45;O<8 ,�. 
!0@07V 265 =0?8A0=> G8<0;> @>1VB >3;O4>2>3> E0@0:B5@C, =0 B5<C ACG0A=8E 

AB@0B53V9 B0 ?V4E>4V2 4> 28O2;5==O 1>B=5BV2 <>45;O<8 HBCG=>3> V=B5;5:BC, O:V 

70?@>?>=>20=V @V7=8<8 4>A;V4=8:0<8. !0?@8:;04, 2 @>1>B0E [15] B0 [16] =52545=> 

B0:A>=><VN B0 ?>@V2=O==O @V7=8E A?>@V4=5=8E 4>A;V465=ь 2 40=V9 >1;0ABV. �2B>@8 

@>74V;ONBь <5B>48 0=0;V7C B@0DV:C 7;>2<8A=>3> #� 70 =0?@O<:0<8 O:->B: <5B>48 

=0 >A=>2V AB0B8AB8G=>3> 0=0;V7C, <5B>48 :><?;5:A=>3> 0=0;V7C <5@56528E 3@0DV2, 

<5B>48 =0 >A=>2V @>9>2>3> V=B5;5:BC B0 WE :><1V=0FVW. #@8 Fь><C 2 ?5@5206=V9 

1V;ьH>ABV 7 =8E B0:>6 28:>@8AB>2CNBьAO :;0A8DV:0B>@8 <0H8==>3> =02G0==O, O:-

>B <0H8=8 >?>@=8E 25:B>@V2, 0;3>@8B<8 :;0AB5@870FVW B0 =02G0==O 7 ?V4:@V?;5==O<. 
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"4=8< 7 =091V;ьH 287=0G=8E 4>A;V465=ь є @>1>B0 Zhao et al. 2013 [17], 45 

02B>@8 @>72820NBь V45N 28O2;5==O 1>B=5BV2 =0 >A=>2V 0=0;V7C ?>B>:V2 <5@5652>3> 

B@0DV:C <>45;O<8 HBCG=>3> V=B5;5:BC. � 1V;ьH>ABV ?>?5@54=VE @>1VB H:V4;82V 

?>B>:8 284V;O;8Aь =0 >A=>2V <V6?>B>:>28E :>@5;OFVW B0 :;0AB5@870FVW 

270є<>?>2'O70=8E ?>4V9. � FV9 @>1>BV, >4=0:, :;0A8DV:0B>@ ,І 28:>@8AB>2CєBьAO 

157?>A5@54=ь> 4;O 287=0G5==O :V=F52>3> :;0AC ?>B>:C: H:V4;8289 G8 728G09=89. 

&0:>6 7<V=NєBьAO 107>20 >48=8FO :;0A8DV:0FVW =0 1V;ьH 0B><0@=C. �> Fь>3> ?@8 

0=0;V7V B@0DV:C 70728G09 @>73;O40;8AO 2AO AC:C?=VABь ?0:5BV2, I> F8@:C;N20;8 <V6 

?0@>N 2V440;5=8E IP 04@5A B0 ?>@BV2 70 25Aь G0A A?>AB5@565==O. � FV9 @>1>BV ?>B>:8 

@>74V;ONBьAO =0 >1<565=V G0A>2V V=B5@20;8 V @V7=><0=VB=V AB0B8AB8:8 >7=0: 

>1G8A;NNBьAO 2 <560E :>6=>3> V=B5@20;C. (0:B8G=> F5 4>72>;Oє 71V;ьH8B8 

"@>7?>4V;ь=C 740B=VABь" 45B0;V70FVW A?>AB5@565=ь, 0465 =0 @V7=8E V=B5@20;0E 

?>254V=:0 B@0DV:C ?>B>:C <>65 ACBBє2> 7<V=N20B8Aь. �@>1;5=> A?>AB5@565==O, I> 

1>B=5B8 7V AE>68< <5E0=V7<>< :><C=V:0FVW 45<>=AB@CNBь AE>6V H01;>=8 

<5@5652>3> B@0DV:C. !0?@8:;04, ?@8 2AB0=>2;5=V ?>G0B:>2>3> 7'є4=0==O 7 F5=B@>< 

:><0=4 B0 :>=B@>;N, @>7<V@8 ?5@H>W 3@C?8 ?0:5BV2 B0 <V6?0:5B=V V=B5@20;8 <>6CBь 

1CB8 ACBBє2> AE>6V O: 2 <560E >4=>3> 1>B=5BC B0: V @V7=8E. І=D>@<0FVO B0:>3> @>4C 

@5;520=B=0 =0 25Aь G0A A?>AB5@565==O 70 ?>B>:><, 0 B><C ?@8 :;0A8DV:0FVW 

=0ABC?=8E V=B5@20;V2 02B>@8 ?@>?>=CNBь 4>4020B8 9 BV >7=0:8, O:V >1@0E>20=V 4;O 

?5@H>3>. І7 28:>@8AB0=8E 02B>@0<8 >7=0: ?>B>:V2 20@B> 2V47=0G8B8 52@8AB8G=>-

>1C<>2;5=V O:->B: @>7<V@ ?5@H>3> ?0:5BC, :V;ь:VABь ?5@52AB0=>2;5==O TCP 

7'є4=0==O, B0 2V4=>H5==O :V;ь:>ABV ?>B>:V2 7 40=>W IP 04@5A8 4> :V;ь:>ABV 2AVE 

?>B>:V2 70 3>48=C.  ' O:>ABV :;0A8DV:0B>@0 28:>@8AB>2CєBьAO 45@52> ?@89=OBBO 

@VH5=ь. ' @>;V =02G0;ь=>W 281V@:8 28:>@8AB>2CєBьAO >1'є4=0==O :V;ь:>E =01>@V2 

40=8E, 7>:@5<0 D@0=FC7ь:89 @>74V; «The Honeypot Project» [18] 2 O:><C ?@8ACB=V9 

B@0DV: 2 1>B=5BV2: Storm B0 Waledac. "18420 1>B=5B8 28:>@8AB>2CNBь HTTP B@0DV: 

4;O :><C=V:0FVW B0 >?5@0FV9. �2B>@0< 240;>AO 4>AO3=CB8 B>G=>ABV 28O2;5==O 98.3%, 

B>4V O: ?>78B82=>-=530B82=V @57C;ьB0B8 A:;0;8 ;8H5 0.01%. &0:>6 2 @>1>BV 

4>A;V46CєBьAO <>6;82VABь 28O2;5==O =>2VB=VE 1>B=5BV2. �2B>@8 ?>:070;8, I> B0:0 

A8AB5<0 <>65 28O2;OB8 7 4C65 28A>:>N B>G=VABN 45O:V 1>B=5B8, O:V B0:>6 
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28:>@8AB>2CNBь ?@>B>:>; HTTP, 0 A0<5 Weasel B0 BlackEnergy, =02VBь O:I> <>45;ь 

=5 1C;0 7=09><0 7 =8<8 ?@8 =02G0==V. �>4=>G0A, >4=0:, 02B>@8 ?><VG0NBь, I> ?@8 

4>4020==V C B5AB>289 =01V@ =>@<0;ь=>3> (=5H:V4;82>3>) B@0DV:C O:89 7 O:8E>Aь 

?@8G8= =0304Cє H:V4;8289, 2V4A>B>: ?>78B82=>-=530B82=8E @57C;ьB0BV2 

:0B0AB@>DVG=> 7@>AB0є. /: ?@028;>, FO ?@>1;5<0 04@5ACєBьAO G5@57 4>4020==O 2 

=02G0;ь=C 281V@:C 728G09=>3> B@0DV:C ?5@5E>?;5=>3> 157?>A5@54=ь> 7 >B>G5==O C 

O:><C 2 ?>40;ьH><C 1C45 DC=:FV>=C20B8 A8AB5<0 28O2;5==O, I> >4=0: =530B82=> 

?>7=0G0єBьAO =0 ?>@B0B82=>ABV B0:>3> @VH5==O. 

"A>1;82> 7=0G=89 2=5A>: C @>728B>: <5B>4>;>3VW 28O2;5==O 1>B=5BV2 

?@82=>A8Bь @>1>B0 Beigi et al. 2014 [19]. �2B>@8 ?>AB028;8 70 FV;ь 28>:@5<8B8 

C=V25@A0;ь=89 =01V@ >7=0: <5@56528E ?>B>:V2 O:89 18 ?V4E>482 4;O 28O2;5==O 

1V;ьH H8@>:>3> A?5:B@C <>6;828E 1>B=5BV2, 0 =5 ;8H5 4;O :V;ь:>E 5:75<?;O@V2 V7 

=02G0;ь=>W 281V@:8. �;O Fь>3>, 02B>@8 7V1@0;8 B0 A8AB5<0B87C20;8 @V7=V >7=0:8 

<5@56528E ?>B>:V2, O:V 28:>@8AB>2C20;8Aь 4> Fь>3> 2 @V7=8E @>1>B0E ?> 28O2;5==N 

1>B=5BV2. 16 ?>G0B:>2> >1@0=8E >7=0: 1C;> @>74V;5=> =0 4 :0B53>@VW: 

1. E0@0:B5@8AB8:8 @>7<V@V2 ?0:5BV2 (2 109B0E), O:->B AC<0@=0 :V;ь:VABь 

109B, A5@54=O 25;8G8=0 :>@8A=>3> =020=B065==O V B0: 40;V. 

2. AB0B8AB8:8 ?0:5BV2 C ?>B>FV: =0?@8:;04, 2V4=>H5==O :V;ь:>ABV 2EV4=8E 

4> 28EV4=8E ?0:5BV2, :V;ь:VABь B0 2V4A>B>: <0;8E ?0:5BV2 B0 ?0:5BV2 157 :>@8A=>3> 

=020=B065==O. 

3. G0A>2V E0@0:B5@8AB8:8, B0:V O: :V;ь:VABь ?0:5BV2 B0 109BV2 70 A5:C=4C, 

AB0B8AB8:8 <V6?0:5B=8E V=B5@20;V2 V B><C ?>4V1=5. 

4. ?>254V=:>2V >7=0:8, O:->B :V;ь:VABь A?@>1 ?>2B>@=>3> 2AB0=>2;5==O 

79є4=0==O G8 @>7<V@ ?5@H>3> ?0:5BC 2 ?>B>FV. 

#VA;O Fь>3> 02B>@8 70AB>AC20;8 <5B>4 VB5@0B82=>3> ?>:@0I5==O B>G=>ABV 

:;0A8DV:0B>@0 G5@57 ?>ABC?>25 28;CG5==O >7=0:. !0 :>6=><C :@>FV, ?@818@0;0Aь 

B0 3@C?0 >7=0:, 28;CG5==O O:>W A?@8O;> ?@8@>ABC B>G=>ABV :;0A8DV:0FVW, 0 40;V 70 

B8< A0<8< ?@8=F8?><, >4=0 7 28;CG5=8E >7=0: 3@C?8 ?>25@B0єBьAO =0704 C =01V@. � 

@57C;ьB0BV, 02B>@8 ?>:070;8, I> :><1V=0FVO 7 4 >7=0:, 0 A0<5 "B@820;VABь ?>B>:C", 

"A5@54=V9 @>7<V@ :>@8A=>3> =020=B065==O", "2V4=>H5==O 2EV4=8E 4> 28EV4=8E 
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?0:5BV2" B0 ":V;ь:VABь 1VB =0 A5:C=4C", 40NBь =09:@0I89 @57C;ьB0B, O:89 A:;02 75% 

B>G=>ABV :;0A8DV:0FVW. ' @>;V :;0A8DV:0B>@0 28:>@8AB>2C20;>AO 45@52> ?@89=OBBO 

@VH5=ь =0 >A=>2V 0;3>@8B<C C4.5. �0@B> 70C2068B8, I> ?>:07=8: B>G=VABь 

>B@8<0=89 C @>1>BV Beigi et al. 2014 [19] 283;O40є 7=0G=> =86G8< 70 ?>:07=8:8 

B>G=>ABV =02545=V 02B>@0<8 C ?>?5@54=VE @>1>B0E. *5 ?>OA=NєBьAO B8<, I> =0 

2V4<V=C 2V4 ?>?5@54=ь> 73040=8E @>1VB [13][14][17], C O:8E <>45;ь =02G0;0AO B0 

B5ABC20;0AO AC?@>B8 1-2 B8?V2 1>B=5BV2, 2 40=V9 @>1>BV <>45;ь =02G0;0AO =0 =01>@V 

40=8E 7V A;V40<8 0:B82=>ABV 7 @V7=8E 1>B=5BV2, 0 B5AB>20 281V@:0 <VAB8;0 06 16. �;O 

>B@8<0==O B0:>W @5?@575=B0B82=>W 281V@:8, 02B>@8 A:><1V=C20;8 40=V 7 :V;ь:>E 

4>ABC?=8E =01>@V2, 70 4>?><>3>N <5B>4C =0:;040==O. $57C;ьBCNG89 =01V@ 40=8E 

AB02 2V4><89 O: ISCX Botnet 2014 [20] V C ?>40;ьH><C 28:>@8AB>2C202AO V=H8<8 

02B>@0<8 I5 2 1030Bь>E @>1>B0E =0 40=C B5<0B8:C. 

!0ABC?=>N @>1>B>N, O: 7=0G=> 2?;8=C;0 =0 @>728B>: 40=>3> =0?@O<:C є 

?@0FO Arnaldo et al. 2017 [3], I> 265 1C;0 73040=0. �2B>@8 AB02;OBь 70 <5BC 

AB2>@5==O A8AB5<8 28O2;5==O 0:B82=>ABV 1>B=5BV2 H;OE>< ?@54AB02;5==O ?>B>:V2 

O: G0A>28E @O4V2. � @>1>BV ?@>2>4OBьAO 420 >:@5<8E 5:A?5@8<5=B8: 0=0;V7 

?>A;V4>2=>AB59 70?8AV2 2 6C@=0;V ?>4V9 A8AB5<8 B0 0=0;V7 ?>A;V4>2=>AB59 ?>B>:V2 

<5@5652>3> B@0DV:C. �;O 5:A?5@8<5=BC 7 <5@56528<8 ?>B>:0<8, 02B>@8 

28:>@8AB0;8 28I573040=89 2V4:@8B89 =01V@ 40=8E ISCX Botnet 2014[20], 7 O:>3> 

284V;8;8 23 >7=0:8 70 4>?><>3>N (=0 Aь>3>4=V 265 70AB0@V;>W) 25@AVW V=AB@C<5=BC 

FlowMeter[21]. �0=0 @>1>B0 @>72820є <5B>4 0=0;V7C <5@56528E ?>B>:V2, H;OE>< WE 

>@30=V70FVW C 2?>@O4:>20=V 70 G0A>< A5@VW V 45<>=AB@CNG8 A?>AV1 V=B5@?@5B0FVW >7=0: 

B0:8E G0A>28E @O4V2 :;0A8DV:0B>@0<8 @V7=8E 0@EVB5:BC@, O:->B 28?04:>289 ;VA, 

?>2=>72'O7=0 3;81>:0, @5:C@5=B=0 G8 73>@B:>20 =59@><5@560. ' 28?04:C ?5@H8E 

42>E, 02B>@8 ?@>?>=CNBь :>=:0B5=0FVN >7=0: DV:A>20=>W :V;ь:>ABV ?>B>:V2 @O4C 2 

є48=89 25:B>@ >7=0:. #VA;O G>3> 70AB>A>2CNBьAO <5B>48 7<5=H5==O @>7<V@=>ABV, 

7>:@5<0 <5B>4 3>;>2=8E :><?>=5=B (PCA - principal component analysis). ' 28?04:C 

73>@B:>28E =59@><5@56, 2 @>1>BV 28:>@8AB>2CNBьAO B5<?>@0;ь=V (>4=>28<V@=V) 

73>@B:8. � 70;56=>ABV 2V4 4>268=8 @O4C, ?>:07=8:8 AUROC :;0A8DV:0B>@V2 
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=02545=8E 4;O ISCX Botnet 2014 20@VNNBьAO 2V4 0.449 4> 0.808 (4;O @O4C 4>268=>N 

2 28 ?>B>:V2). 

!0 >A=>2V >?8A0=8E DC=40<5=B0;ь=8E 4>A;V465=ь ?>G02 D>@<C20B8AO 1V;ьH 

CAB0;5=89 ?V4EV4 4> ?>1C4>28 A8AB5< 28O2;5==O 1>B=5BV2 =0 >A=>2V <5B>4V 

<5@56528E ?>B>:V2 B0 <>45;59 HBCG=>3> V=B5;5:BC. �>:@5<0 9>3> 20@V0FVW 

7CAB@VG0NBьAO C AE>68E @>1>B0E [22][23][24][25], O:V 45<>=AB@CNBь 70AB>AC20==O 

AB0=40@B=8E <>45;59 <0H8==>3> =02G0==O, B0:8E O: 45@52> ?@89=OBBO @VH5=ь, 

<0H8=8 >?>@=8E 25:B>@V2 B0 ;>3VAB8G=>W @53@5AVW, 4;O :;0A8DV:0FVW >:@5<8E 

<5@56528E ?>B>:V2 284V;5=8E 7 4>1@5 2V4><8E 2V4:@8B8E =01>@V2 B@0DV:C 1>B=5BV2. 

$>1>B0 [81] є FV:020 B8<, I> @>18Bь D>:CA =0 ?@>4C:B82=>ABV 28:>@8AB0==O B0:>3> 

?V4E>4C 2 A8AB5<0E @50;ь=>3> G0AC. 

� @>1>BV Pektaş et al. 2018 [26] 02B>@8 70AB>A>2C20;8 <5B>48 3;81>:>3> 

=02G0==O 4;O :;0A8DV:0FVW AB0B8AB8G=8E E0@0:B5@8AB8: :><C=V:0FV9 2V440;5=8E 

?@>F5AV2. %E5<8 B0:8E :><C=V:0FV9 1C;8 7<>45;ь>20=V G5@57 <5@5652V 3@0D8, =0 

>A=>2V G>3> ?V4@0E>2C20;8Aь AB0B8AB8:8 ?>B>:V2 ?@>B>:>;V2 UDP, TCP B0 ICMP <V6 

@V7=8<8 E>AB0<8. �2B>@8 AB25@46CNBь, I> >FV=N20=0 B>G=VABь 28O2;5==O B@0DV:C 

1>B=5BV2 A:;040є <0965 99% 4;O =01>@V2 ISOT[27] B0 %TU-13[18]. 

":@5<>W B0 >A>1;82>W C2038 ?>B@51Cє ?8B0==O 70E8ABC A8AB5< «І=B5@=5BC 

$5G59» (IoT, Internet Of Things), O:V =01C;8 AB@V<:>3> @>7?>2AN465==O 70 >AB0==є 

45AOB8;VBBO V AD>@<C20;8 >:@5<C B5E=>;>3VG=C ?0@0483<C [28]. %8AB5<8 IoT 3 

?@54AB02;ONBь 7 A515 @>7?>4V;5=V :><?;5:A8 40BG8:V2 B0 V=H8E 2C7ь:> 

A?5FV0;V7>20=8E 0?0@0B=8E 70A>1V2 BVA=> ?>29O70=V G5@57 <5@56C І=B5@=5B. �>=8 

4>72>;ONBь V=B53@C20B8 @V7=V 2V440;5=V ?@8AB@>W, ?V428IC20B8 5D5:B82=VABь 

C?@02;V==O @>7?>4V;5=8<8 @5AC@A0<8 2 @50;ь=><C G0AV B0 AB2>@N20B8 

V=B5;5:BC0;ь=V @VH5==O 2 @V7=8E AD5@0E, B0:8E O: @>7C<=V 1C48=:8, <VAB0, 

?@><8A;>2VABь V >E>@>=0 74>@>29O. *V;:>< >GV:C20=>, I> B0:V A8AB5<8 ?>ABV9=> 

AB0NBь FV;;N @V7=><0=VB=8E :V15@0B0:. !091V;ьH 2V4><8< ?@8:;04>< AB02 A?0;0E 

<0A>2>3> 70@065==O IoT-?@8AB@>W2 1>B=5B>< Mirai 2 2016 [29] 20@V0FVW O:>3> H8@>:> 

@>7?>2AN465=V 4> Aь>3>4=V. �;O ?>1C4>28 A8AB5< 28O2;5==O 2B>@3=5=ь 4;O 

V=B5@=5BC @5G59 =5>1EV4=> 2@0E>2C20B8 A?5F8DV:C @>1>B8 ?@8AB@>W2 40=>W >1;0ABV. 
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!0?@8:;04, ?@>B>:>;8 :><C=V:0FVW, B0:V O: 6LoWPAN (IPv6 over Low power 

Wireless Personal Area Networks) B0 RPL (Routing Protocol for Low-Power and Lossy 

Networks), AB2>@5=V 4;O 5=5@3>5D5:B82=>W ?5@540GV 40=8E ?> 1574@>B>28E :0=0;0E 

729O7:C V H8@>:> 28:>@8AB>2CNBьAO A8AB5<0<8 IoT є 2@07;828< 4> 0B0: IPv6 

<0@H@CB870FVW [30]. �@V< B>3> IoT ?@8AB@>W, <0NBь >1<565=89 >1G8A;N20;ь=89 

@5AC@A, I> =5 4>72>;Oє 70?CA:0B8 =0 =8E @5AC@A>є<:V ?@>3@0<8 157?5:8.  

� @>1>B0E [31] B0 [32] 1C;> ?@>2545=> >3;O4 B0 ?>@V2=O==O VA=CNG8E ?V4E>4V2 

?>1C4>28 IDS 4;O IoT, 2 B><C G8A;V 2 =8E @>73;O=CB> ?@8:;048 E0@0:B5@=8E 0B0: B0 

70AB>AC20==O <>45;59 <0H8==>3> =02G0==O 4;O WE 28O2;5==O. �V;ьH 3;81>:5 

4>A;V465==O ?@>2545=> 2 @>1>BV [33], 45 02B>@8 ?@>?>=CNBь 28:>@8AB>2C20B8 

?0@0483<C «:>@4>==8E >1G8A;5=ь» (edge A>mputing), 0 B0:>6 @5:C@5=B=V B0 

73>@B:>2V =59@><5@56V. � @>1>BV Sriram et al. [34] 02B>@8 ?>:070;8, I> <>6;82> 

28:>@8AB>2C20B8 265 @0=VH5 703040=89 ?V4EV4 0=0;V7C <5@56528E ?>B>:V2 4;O 

28O2;5==O 1>B=5BV2 2 A5@54>28IV IoT <5B>40<8 <0H8==>3> =02G0==O.  � @>1>BV [35] 

45<>=AB@CєBьAO <>6;82VABь «V=:@5<5=B0;ь=>3> =02G0==O» <>45;59 :;0A8DV:0FVW 

B@0DV:C IoT 7 28:>@8AB0==O< 45@52 ?@89=OBBO @VH5=ь, 0 B0:>6 0;3>@8B<C 2V41>@C 

>7=0: 70 4>?><>3>N :@8B5@VN (VH5@. � @>1>BV [36] 28:>@8AB>2CєBьAO 0;3>@8B< 

@>7C<=>3> 2V41>@C >7=0: 70 4>?><>3>N «>?B8<V7CNG>3> 0;3>@8B<C 751@8» (Zebra 

Optimization Algorithm [37]) 2 :><1V=0FVW 7 42>:0=0;ь=>N 3@0D>2>N <5@565N (Dual-

channel Graph Attention Network) 4;O 282G5==O >A>1;82>AB59 :><C=V:0FVW ?@8AB@>W2 

V=B5@=5BC @5G59 B0 28O2;5==O 0=><0;V9, B0:8E O: 1>B=5B8. 

�;O =02G0==O <>45;59 ,І A8AB5< 28O2;5==O <5@56528E 703@>7 =5>1EV4=V 

=01>@8 40=8E 7 ?@8:;040<8 2V4?>2V4=>3> 7;>2<8A=>3> B@0DV:C. "4=8< 7V A?>A>1V2 

>B@8<0==O <5@56528E 40=8E B0:>3> @>4C є «?0AB:8» (honeypots), O:V 28:>=CNBь 

@>;ь ?@8<0=:8 4;O 7;>2<8A=>3> #� 7 FV;;N 282G5==O >A>1;82>AB59 9>3> @>1>B8 

4;O <>6;82>ABV @>7@>1:8 <5B>4V2 ?@>B84VW. � @>1>B0E [38] B0 [39] 73040=89 <5B>4 

28:>@8AB>2C202AO C :>=B5:ABV @>7@>1:8 A8AB5< 157?5:8 IoT =0 107V <0H8==>3> 

=02G0==O.  

!0@07V 4>A;V4=8:0<8 265 AD>@<>20=> :V;ь:0 2V4:@8B8E =02G0;ь=8E B0 

>FV=N20;ь=8E 281V@>: A?5F8DVG=8E 4;O AD5@8 V=B5@=5BC @5G59. �>:@5<0 IoT-23 [40] 
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B@0DV: O:>3> 1C2 ?5@5E>?;5=89 2 @0<:0E Stratosphere Laboratory '=V25@A8B5BC +5EVW, 

B0 CIC IoT-DIAD 2024 [41] >B@8<0=89 �0=04Aь:8< І=AB8BCB>< �V15@157?5:8. � 

=01>@0E <5@56528E 40=8E G0AB> 7CAB@VG0єBьAO ?@>1;5<0 =0O2=>ABV «HC<V2», 3  

=5ACBBє28E 40=8E, A?5F8DVG=8E 4;O :>=:@5B=>W <5@56V, O:V =530B82=> 2?;820NBь =0 

?@>F5A =02G0==O <>45;59 ,І. � @>1>BV [42] 02B>@8 2V4DV;ьB@>2CNBь B0:V HC<8 

H;OE>< 70AB>AC20==O B0:8E 0;3>@8B<V2 O: RENN (Repeated Edited Nearest Neighbor) 

4;O >1@>1:8 ?@8:;04V2 B@0DV:C IoT 1>B=5BV2.  � @>1>BV [43] ?@>?>=CєBьAO 

0;ьB5@=0B82=89 ?V4EV4, 45 D>:CA @>18BьAO =0 28O2;5==V 4><5==8E V<5= :5@CNG8E 

F5=B@V2 1>B=5BV2 =0 >A=>2V 7@07:V2 B@0DV:C ?5@5E>?;5=8E 2 @50;ь=><C <5@5652><C 

A5@54>28IV. 

� ?V4AC<:C 70C2068<>, I> 28O2;5==O 1>B=5BV2 B0 V=H8E 703@>7 2 A5@54>28IV 

V=B5@=5BC @5G59 є 4>A8Bь =>28<8 =0?@O<:>< V 40=0 30;C7ь ?>B@51Cє ?>40;ьH8E 

4>A;V465=ь. 

1.2.4. $>728B>: <5B>4V2 :;0A8DV:0FVW ?>B>:V2 

� @>728B:>< B5E=>;>3V9 >1@>1:8 <5@56528E 40=8E 7@>AB0;0 9 :V;ь:VABь @V7=8E 

20@V0=BV2 =01>@V2 G8A;>28E E0@0:B5@8AB8:, => >A=>2V O:8E ?@>2>48BьAO 0=0;V7 

?>B>:V2. �V4?>2V4=>, 79O28;0Aь =5>1EV4=VABь C <5B>40E 7<5=H5==O >19є<V2 40=8E B0 

A:>@>G5==V @>7<V@=>ABV ?@>AB>@C >7=0: 7 O:8<8 ?@0FNNBь :;0A8DV:0B>@8 ?@8 

Fь><C 157 2B@0B8 WE O:>ABV. 

� @>1>BV Ullah Khan B0 V=. 2019 [44] ?@>?>=CєBьAO B5E=V:0 1030B>@V2=52>3> 

28O2;5==O P2P (peer-to-peer) 1>B=5BV2. �2B>@8 ?@>?>=CNBь >:@5<> @>74V;OB8 P2P B0 

=5 P2P B@0DV:. #@8 Fь><C 7 >AB0==ь>3> 284V;OєBьAO ;8H5 :>=B@>;NNGV TCP ?0:5B8, 

I> 2V4?>2V40NBь 70 2AB0=>2;5==O B0 7025@H5==O 79є4=0==O, I> 4>?><030є ACBBє2> 

7=878B8 >19є< 40=8E, O:V ?V4;O30NBь 0=0;V7C. � @>1>BV 70AB>A>2CєBьAO DV;ьB@0FVO 

?0:5BV2 =0 >A=>2V 4>1@5 2V4><8E <5@56528E ?>@BV2 B0 DNS 70?8BV2. &0:>6 C @>1>BV 

?@>?>=CєBьAO 72C6C20B8 =01V@ >7=0: :;0A8DV:0FVW, O:V <5=H ACBBє2> 2?;820NBь =0 

<>6;82VABь 28O2;5==O B@0DV:C 1>B=5BV2. 

Farhan B0 V=. 2019 [45] 7@>18;8 A?@>1C ?V428I8B8 5D5:B82=VABь AB0=40@B=>3> 

<5B>4C :;0A8DV:0FVW >:@5<8E <5@56528E ?>B>:V2 H;OE>< 70AB>AC20==O @V7=8E 
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<5B>4V2 @>7C<=>3> 281>@C >7=0: ?>B>:V2 284V;5=8E 7 =01>@C 40=8E ISCX Botnet 

2014[20]. � @>1>BV ?>@V2=NNBьAO ?>:07=8:8 B>G=>ABV @V7=8E 0;3>@8B<V2 <0H8==>3> 

=02G0==O ?@8 281>@V =09:@0I8E 5, 10 B0 15 >7=0: V7 80 ?>G0B:>28E. �V41V@ >7=0: 

74V9A=NєBьAO 70 4>?><>3>N <5B>4C 48A?5@AV9=>3> 0=0;V7C, <5B>4C <V=V<V70FVW 

<V6>7=0:>2>W 270є<=>W V=D>@<0FVW B0 <5B>4C 3>;>2=8E :><?>=5=B (PCA). &0:>6, 

?@>2>48BьAO ?>@V2=O==O 7 =01>@>< >7=0: @5:><5=4>20=8E =091V;ьH>N :V;ь:VABN 

;VB5@0BC@=8E 465@5;. �;O :>6=>3> =01>@C >7=0: 02B>@8 ?V4@0EC20;8 ?>:07=8:8 

B>G=>ABV 4;O @V7=8E 0;3>@8B<V2 :;0A8DV:0FVW, 0 A0<5: <5B>4 k-=091;86G8E ACAV4V2 

(KNN), ;>3VAB8G=0 @53@5AVO, 45@52> ?@89=OBBO @VH5=ь, 28?04:>289 ;VA, =0W2=89 

�0єAV2Aь:89 :;0A8DV:0B>@ B0 <0H8=0 >?>@=8E 25:B>@V2. �2B>@0< 240;>AO 4>AO3B8 

81% B>G=>ABV =0 B5AB>2><C =01>@V 40=8E 4;O 28?04:>28E ;VAV2 ?@8 >1@0==V 15 >7=0: 

=0 107V :@8B5@VN 270є<=>W V=D>@<0FVW. !0 60;ь, 02B>@8 =5 =02>4OBь V=H8E 

?>:07=8:V2 O:>ABV (O:->B F1 G8 AUROC). 

-5 >4=C A?@>1C 70AB>AC20==O 0;3>@8B<V2 @>7C<=>3> 281>@C >7=0: 

<5@5652>3> B@0DV:C C :>=B5:ABV 28O2;5==O 0B0: HBCG=8< V=B5;5:B>< @>1;OBь 2 

AB0BBV 2023 @. +8G:0@ь>2 B0 V=. [46]. �2B>@8 70AB>A>2CNBь =5GVB:V ;>3V:8, 4;O 

@0=6C20==O 7=0GCI>ABV >7=0: B0 281>@C =091V;ьH ACBBє28E =0 >A=>2V F-AB0B8AB8:8 

2 @0<:0E 48A?5@AV9=>3> 0=0;V7C, <5B>4C A?V;ь=>W V=D>@<0FVW, B0 MDI  (mean decrease 

in impurity). �=0;V7 ?@>2>48BьAO =0 =01>@0E 40=8E KDDCup99, NSL-KDD, UNSW-

NB15 B0 IDS 2018, 0 C @>;V :;0A8DV:0B>@V2 28:>@8AB>2CNBьAO @V7=V <>45;V 

<0H8==>3> =02G0==O, 0 B0:>6 WE 0=A0<1;ь, 7>:@5<0 7 281>@>< 2V4?>2V4V =0 >A=>2V 

3>;>AC20==O. �2B>@8 AB25@46CNBь I> =02VBь ?@8 107>2><C =09H8@H><C =01>@V 

>7=0:, 28?04:>2V ;VA8 4>AO30NBь <0:A8<0;ь=>W B>G=>ABV (<0965 100%) =0 73040=8E 

=01>@0E. #@8 A:>@>G5==O =01>@C >7=0: =0 >A=>2V 707=0G5=8E :@8B5@VW2 1V;ьH5 =V6 

242VGV B>G=VABь 1V;ьH>ABV <>45;59 D0:B8G=> =5 ?040є. #@8 Fь><C є48=0 ACBBє20 

?5@52030 2V4 <5=H>W <=>68=8 >7=0: ?>:070=0 ;8H5 C 28IV9 H284:>ABV =02G0==O, B0 

H284:>ABV 28A=>2C20==O (E>G0 >AB0==O, 02B>@0<8 =5 28<V@N20;0Aь). �@V< B>3>, 2 

@>1>BV AB25@46CєBьAO, I> 0=A0<1;ь <>45;59 =02G0єBьAO 7=0G=> H284H5 =V6 >:@5<V 

107>2V <>45;V, I> є 4C65 =5728G=8<. !0 60;ь 2 @>1>BV 4;O @V7=8E =01>@V2 40=8E 
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28:>@8AB>2C20;8Aь ACBBє2> @V7=V =01>@8 >7=0:, B><C 206:> 284V;8B8 O:89Aь B@5=4, 

I> 1C2 18 A?V;ь=89 4;O 2AVE @>73;O=CB8E =01>@V2. 

� @>1>BV Patil et. al 2022 [47] 02B>@8 A:><1V=C20;8 265 2V4><V <5B>48 

28O2;5==O <5@56528E 0B0:0 70 4>?><>3>N <0H8==>3> =02G0==O 7 B5E=V:>N B0:-

720=>3> "?>OA=N20;ь=>3> HBCG=>3> V=B5;5:BC" (XAI - explainable artificial 

intelligence) [48], 7 <5B>N 7@>18B8 @57C;ьB0B8 @>1>B8 :;0A8DV:0B>@0 1V;ьH 

?@840B=8<8 4;O V=B5@?@5B0FVW ;N48=>N. � @>1>BV 4;O =02G0==O B0 B5ABC20==O 

28:>@8AB>2C202AO =01V@ 40=8E CIC-IDS-2017, 0 FV;;N 28O2;5==O 1C;8 DDoS 

(distributed denial of service) 0B0:8.  5@565289 B@0DV: ?@54AB02;O2AO C 283;O4V 

<5@56528E ?>B>:V2 7 78 G8A;>28<8 >7=0:0<8. � @>1>BV ?@>2>48;>Aь ?>?5@54=є 

28;CG5==O 28A>:>-:>@5;NNG8E >7=0:, 0 B0:>6 >7=0: 2 O:8E <VABOBьAO 0=><0;VW. � 

@57C;ьB0BV 1C;> 284V;5=> 10 =091V;ьH 7=0GCI8E >7=0:, >4=0: :>=:@5B=89 0;3>@8B< 

281>@C >7=0: =5 CB>G=NєBьAO. &0:>6 1C;0 70AB>A>20=0 AB0=40@B870FVO 40=8E.  �;O 

710;0=AC20==O =02G0;ь=>W 281V@:8 02B>@8 28:>@8AB0;8 0;3>@8B< SMOTE (Synthetic 

Minority Oversampling Technique). � E>4V @>1>B8, 02B>@0<8 1C;> 28:>@8AB0=> 

:;0A8DV:0B>@8 B@ь>E 0@EVB5:BC@: 45@52> ?@89=OBBO @VH5=ь, 28?04:>289 ;VA B0 

<0H8=0 >?>@=8E 25:B>@V2 (SVM - Support Vector Machines). �AV 3 0@EVB5:BC@8 

?>:070;8 AE>6C 5D5:B82=VABь (B>G=VABь ~95.5-96%), >4=0: C SVM ACBBє2> <5=H89 

F1-@0EC=>: (0.8 AC?@>B8 0.88). �>40B:>2> 70AB>A>2CєBьAO B5E=V:0 0=A0<1;N F8E 

B@ь>E :;0A8DV:0B>@V2 V7 3>;>AC20==O<, I> >4=0: =5 ?@8=5A;> ACBBє2>3> ?V428I5==O 

B>G=>ABV. !0 60;ь 2 @>1>BV =5 2:070=> G8 =02545=V ?>:07=8:8 AB>ACNBьAO =02G0;ь=>W 

G8 B5AB>2>W 281V@:8. �;O 0=0;V7C @57C;ьB0BV2 @>1>B8 >B@8<0=8E <>45;59 1C2 

70AB>A>20=89 0;3>@8B< ?>OA=N20;ь=>3> ,І ?V4 =072>N LIME (Local Interpretable 

Model-agnostic Explanations).  *5 4>72>;8;> 0=0;V7C20B8 25;8G8=C 2?;82C @V7=8E 

>7=0: =0 @VH5==O :;0A8DV:0B>@0 4;O :>=:@5B=>3> ?@8:;04C 7 =01>@C 40=8E. 

� @>1>BV [49] B0:>6 ?@>2>48BьAO 4>A;V465==O< ?> AB2>@5==N <>45;59 

0=0;V7C <5@56528E 40=8E 7 1V;ьH ?@>7>@>N 4;O :>@8ABC20G0 ?>254V=:>N. �2B>@8 

28:>@8AB>2CNBь :;0A8DV:0B>@8 73>@B:>28E =59@>==8E <5@56 C :><1V=0FVW 7 

<5B>40<8 ?>OA=N20;ь=>3> HBCG=>3> V=B5;5:BC 4;O <>6;82>ABV :@0I>W 

V=B5@?@5B0FVW >B@8<0=8E @57C;ьB0BV2. 
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� @>1>BV Balise et al. 2020 [50] 1C;> 70?@>?>=>20=> A?>AV1 28O2;5==O 1>B=5BV2 

H;OE>< >1G8A;5==O A83=0BC@8 <5@5652>W ?>254V=:8 >:@5<8E E>ABV2, I> є 45I> 

2V4<V==8< 2V4 :;0A8DV:0FVW "A83=0BC@" >:@5<8E <5@56528E ?>B>:V2. "%83=0BC@0" 2 

40=V9 @>1>BV ?@54AB02;OєBьAO G0AB>B0<8 @>7?>4V;C ?5:5BV2 70 45O:8<8 0B@81CB0<8. 

' O:>ABV B0:8E 0B@81CBV2 15@CBьAO 2 B><C G8A;V V E0@0:B5@8AB8:8 <5@56528E 

?0:5BV2, O:V 2 V=H8E @>1>B0E 70728G09 =02<8A=> >?CA:0NBьAO ?@8 :;0A8DV:0FVW, 0 

A0<5: IP 04@5A0 ?@87=0G5==O, ?>@B 465@5;0 B0 ?>@B ?@87=0G5==O. &0:89 EV4 

>1C<>2;5=89 45O:8<8 A?>AB5@565==O<8 ?@> >A>1;82>ABV @>1>B8 1>B=5BV2. �>:@5<0, 

2 @>1>BV AB25@46CєBьAO, I> 1>B=5B8 28:>@8AB>2CNBьAO <5=H 728G=V 4V0?07>=8 

5D5<5@=8E ?>@BV2 ?@8 AB2>@5==V =>28E 7'є4=0=ь. &0:>6 B@0DV: 1>BV2 G0AB> <VAB8Bь 

1V;ьH H8@>:89 =01V@ ?>@BV2 ?@87=0G5==O =5E0@0:B5@=8E 4;O 728G09=8E 

70AB>AC=:V2, I> <>6=0 ?>OA=8B8 @53C;O@=8< A:0=C20==O< ?>@BV2 B0 ?@>F5A>< 

?>HC:C 2@07;82>AB59 4;O ?>40;ьH>3> @>7?>2AN465==O. &0:>6 4;O 45O:8E 1>B=5BV2 

є E0@0:B5@=8< 28:>@8AB0==O ?>@BV2 70 70<>2GC20==O< B0:8E ?@>B>:>;V2 O: Telnet 

4;O :><C=V:0FVW 7 C&C B0 SMTP 4;O @>7A8;:8 A?0<C. �@V< B>3>, 02B>@8 

AB25@46CNBь, I> B>4V O: 4;O 74>@>28E E>ABV2 є 1V;ьH 728G=8< >1<V=N20B8Aь 

40=8<8 7 E>AB0<8 7 BVєW A0<>W ?V4<5@56V, B> 1>B8 G0ABVH5 :><C=V:CNBь V7 <0H8=0<8 

70 WW <560<8. �7O2H8 4> C2038 40=V 52@8AB8:8, 02B>@8 7@>18;8 ?@8?CI5==O, I> 

>1G8A;82H8 9<>2V@=VABь @>7?>4V;C :V;ь:>ABV ?0:5BV2 70 F8<8 B0 45O:8<8 V=H8<8 

0B@81CB0<8 <>6=0 >B@8<0B8 A83=0BC@C E>AB0 4>AB0B=N 4;O 2V4@V7=5==O 1>B0 2V4 

728G09=>3> =570@065=>3> E>AB0. � @>;V =02G0;ь=>W B0 B5AB>2>W 281V@:8 02B>@8 

28:>@8AB0;8 2V4:@8B89 =01V@ 40=8E %TU-13 [18]. �;O AB2>@5==O <>45;V 

:;0A8DV:0FVW 2 BV9 @>1>BV 70AB>A>2CєBьAO 2 ?V4E>48. � ?5@H><C 28:>@8AB>2CєBьAO 

:;0AB5@870FVO 70 3@C?0<8 E>ABV2 7 <0@:C20==O< 2Aь>3> :;0AB5@C O: "1>B=5B8", O:I> 

?@8=09<=V 1 V7 E>ABV2 C :;0AB5@V 70@065=89 1>B><. ' O:>ABV 0;3>@8B<C :;0AB5@870FVW 

70AB>A>2C202AO  DBSCAN (Density-Based Spatial Clustering of Applications with 

Noise), O:89 :>@8A=89 C 28?04:0E, :>;8 :V;ь:VABь :;0AB5@V2 70740;53V4ь =52V4><0. 

/:VABь B0:>3> ?V4E>4C 4C65 A8;ь=> 70;568Bь 2V4 ?0@0<5B@C <0:A8<0;ь=> 

4>72>;5=>W 2V4AB0=V (@04VCAC >:>;C) <V6 B>G:0<8 >4=>3> :;0AB5@C. �;O >1G8A;5==O 

>7=0: ?>B>:V2 E>ABV2 28:>@8AB>2CєBьAO :20=BC20==O 7=0G5=ь 0B@81CBV2 ?0:5BV2 
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=04VA;0=8E C ?52=8E 4V0?07>=0E IP-04@5A G8 <5@56528E ?>@BV2 7 :>=:@5B=>3> E>AB0. 

�20=BC20==O 74V9A=NєBьAO G5@57 ?>1C4>2C 3VAB>3@0<8 G0AB>B @>7?>4V;C 7 ":>H0<8" 

(V=B5@20;0<8) O: DV:A>20=>W B0: V 040?B82=>W 4>268=8. !09:@0I8E @57C;ьB0BV2 

02B>@0< 240;>AO 4>AO3B8 28:>@8AB>2CNG8 512 :>HV2 040?B82=>3> @>7<V@C V 

>B@8<02H8 7=0G5==O 2;CG=>ABV 74% ?@8 GCB;82>ABV 100% B0 @0EC=:C F1 = 80%. #@8 

71V;ьH5==V @04VCAC >:>;C, B>G=VABь 7@>AB0є 4> 100%, >4=0: 2;CG=VABь ?040є 4> 85%. 

/: 0;ьB5@=0B82C 4;O ?>@V2=O==O 02B>@8 B0:>6 70AB>AC20;8 45O:V :;0A8DV:0B>@8 ,І, 

7>:@5<0 <0H8=C >?>@=8E 25:B>@V2 (SVM), 28?04:>289 ;VA B0 1030B>@V2=5289 

?5@F5?B@>=. !09:@0IV @57C;ьB0B8 >B@8<0=V 4;O :;0A8DV:0B>@0 SVM, 4;O O:>3> 

2;CG=VABь, GCB;82VABь B0 F1 @0EC=>: >4=>G0A=> 4>AO3;8 7=0G5==O 2 93%. 

-5 >4=8< 4>A;V465==O< 2 >1;0ABV 28O2;5==O 1>B=5BV2, 45 4;O :;0A8DV:0FVW 

B@0DV:C 28:>@8AB>2C20;8Aь 0;3>@8B<8 :;0AB5@870FVW є @>1>B0 Kirubavathi et al. 2021 

[51]. �2B>@8 ?@>2>4OBь ?>@V2=O==O O:>ABV 0;3>@8B<V2 K-Means, X-Means, 0 B0:>6 

?V4E>4C =0 >A=>2V « >45;V AC<VHV �0CA0» (Gaussian Mixture Model, GMM). 

�;0AB5@870FVO 74V9A=N20;0Aь =0 107V AB0B8AB8: :V;ь:>ABV ?0:5BV2 B0 109BV2 2 TCP B0 

UPD ?>B>:0E, 0 B0:>6 WE B@820;>ABV. � @57C;ьB0BV 1C;0 ?>:070=0 5D5:B82=VABь 

:;0AB5@870FVW A;V4V2 B@0DV:C 1>BV2, 7>:@5<0 4;O Zeus [52], B0 SpyEye [53]. 

&0:>6, C2038 70A;C3>2Cє 4>A;V465==O Lopes et al. 2022 [54], 45 02B>@8 

28:>@8AB>2CNBь >15@=5=V AB0B8AB8:8 ?>B>:V2 4;O 28O2;5==O 0=><0;V9 A5@54 

?>B>:V2 728G09=>3> B@0DV:C. 

�8A=>2:8 4> $>74V;C 1. 
�0 @57C;ьB0B0<8 ?@>2545=>3> >3;O4C B0 0=0;V7C ;VB5@0BC@=8E 465@5; 

?>:070=>, I> 4>A;V465==O ?> 28O2;5==N <5@56528E 703@>7 254CBьAO 7 G0AV2 ?>G0B:C 

@>7@>AB0==O <5@56V V=B5@=5B. %?@>18 70AB>AC20==O <5B>4V2 HBCG=>3> V=B5;5:BC 2 

FV9 >1;0ABV AB0;> 2V4?>2V44N =0 AB@V<:5 7@>AB0==O V=B5=A82=>ABV B0 20@V0B82=>ABV 

<5@56528E 0B0:, 0 B0:>6 =0 71V;ьH5==O A:;04=>ABV 7;>2<8A=8E ?@>3@0<=8E, I> WE 

?@>2>4OBь. �8:>@8AB0==O <5B>4V2 ,І 4>FV;ь=5 4;O 28O2;5==O 1V;ьH 28B>=G5=8E B0 
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70AB>A>2CNBьAO 420 @V7=V ?V4E>48 4> 03@530FVW: 

 �;0A8DV:0FVO >:@5<8E <5@56528E ?>B>:V2, 45 :>65= >:@5<89 ?>BV: 3 F5 

03@530B 3@C?8 ?0:5BV2, O:V F8@:C;N20;8 <V6 42><0 2V440;5=8<8 ?@>F5A0<8 

=0 42>E @V7=8E E>AB0E. 

 �;0A8DV:0FVO 3@C? <5@56528E ?>B>:V2, 2?>@O4:>20=8E 70 G0A><, 45 :>6=0 

3@C?0 ?>B>:V2 ?@54AB02;Oє VAB>@VN :><C=V:0FVW ?@>F5AV2 >4=>3> E>AB0 7 

V=H8<8 70 ?52=89 ?@><V6>: G0AC. 

� 70;56=>ABV 2V4 281>@C >48=8FV :;0A8DV:0FVW 1C45 7<V=N20B8AO 9 A?>AV1 

V=B5@?@5B0FVW @57C;ьB0BV2 48A:@8<V=0FVW. � ?5@H><C 28?04:C, ?@8 :;0A8DV:0FVW 

>:@5<8E <5@56528E ?>B>:V2, A8AB5<0 @>74V;Oє ?>B>:8 =0 :;0A8 «728G09=V» 01> 

«H:V4;82V». /:I> ?>BV: «H:V4;8289», F5 7=0G8Bь, I> >48= 01> >18420 V7 ?0@8 

?@>F5AV2, <V6 O:8<8 2V41C20;0Aь :><C=V:0FVO ?@54AB02;5=0 F8< ?>B>:>< 2V@>3V4=> 

є H:V4;828< ?@>3@0<=8< 70157?5G5==O<. 

� 4@C3><C 28?04:C, ?V4 G0A :;0A8DV:0FVW 3@C? ?>B>:V2, AC19є:B :;0A8DV:0FVW 

287=0G0єBьAO V45=B8DV:0FV9=>N >7=0:>N ?>B>:V2, 70 O:>N 74V9A=NєBьAO 3@C?C20==O 

(=0?@8:;04 <5@565289 ?>@B G8 IP 04@5A0). �8A:@8<V=0B>@ @>74V;Oє 3@C?8 =0 420 

:;0A8, 0 3@C? 7 ;8H5 728G09=8< B@0DV:><, B0 3@C?8 7 =0O2=8< H:V4;8289 B@0DV:. 

%;V4 707=0G8B8, I> 2 Fь><C 28?04:C ?5@52V@OєBьAO A0<5 =0O2=VABь H:V4;82>3> 

B@0DV:C, 2V4?>2V4=> =0;56=VABь 4> 4@C3>3> :;0AC =5 7=0G8Bь, I> 2AV ?>B>:8 C 3@C?V 
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3 H:V4;82V. #@8?CAB8<>, I> 3@C?C20==O ?>B>:V2  74V9A=N20;>Aь 70 IP 04@5A>N 

E>AB0, B>1B> 2 3@C?V ?@8ACB=V 2AV <5@5652V ?>B>:8, 2 O:8E 40=89 E>AB 1@02 CG0ABь 70 

?52=89 ?@><V6>: G0AC. &>4V 4;O :>6=>W IP 04@5A8 7 ;>:0;ь=>W <5@56V (LAN/VLAN) 

A8AB5<0 28O2;5==O 7<>65 2V4?>2VAB8 =0 70?8B0==O: «G8 1C2 40=89 E>AB 70@065=89 

7;>O:VA=8< ?@>3@0<=8< 70157?5G5==O<?» 01> 6 ?@8=09<=V «G8 1C;0 70@5єAB@>20=0 

A?@>10 70@078B8 40=89 E>AB?» � V=H>3> 1>:C, 4;O 2AVE 3@C? V7 IP 04@5A0<8 7 

7>2=VH=ь>W <5@56V (WAN), A8AB5<0 2V4?>2V40B8<5 =0 70?8B0==O «G8 GC6>@V4=89 

E>AB =0<0302AO 2G8=8B8 =5A0=:FV>=>20=V 4VW ?> 2V4=>H5==N 4> E>ABV2 ;>:0;ь=>W 

<5@56V?». � >1>E 28?04:0E, V=D>@<0FVO >B@8<0=0 2V4 A8AB5<8 28O2;5==O є :>@8A=0 

V <>65 1CB8 28:>@8AB0=0 4;O ?>40;ьH8E <V@ ?@>B84VW. 

2.4.   5@5652V ?>B>:8 B0 0;3>@8B< WE 284V;5==O 

�>=F5?FVO «<5@5652>3> ?>B>:C» 4>2>;V @>7?>2AN465=0 2 AD5@V <5@5652>3> 

04<V=VAB@C20==O B0 <>=VB>@8=3C. "4=0:, :>=:@5B=0 V=B5@?@5B0FVO Fь>3> ?>=OBBO 

<>65 ACBBє2> 2V4@V7=OB8AO 2 @V7=8E @>1>B0E =0 B5<C 28O2;5==O <5@56528E 703@>7, 

B><C 2 Fь><C @>74V;V 1C45 ?>OA=5=>, I> A0<5 <0єBьAO =0 C207V ?V4 40=8< B5@<V=>< 

B0 1C45 ?@>2545=0 D>@<0;V70FVO 0;3>@8B<C 284V;5==O G8A;>28E >7=0: <5@56528E 

?>B>:V2.  

ІA=CNBь @V7=V A?>A>18 284V;5==O <5@56528E ?>B>:V2, @V7=>W A:;04=>ABV B0 

O:>ABV @57C;ьB0BC. � >A=>2V :>=F5?FVW ?>B>:C ;568Bь V45O <>6;82>ABV >19є4=0B8 

>:@5<V ?0:5B8 B@0DV:C, 2 :>=B5:ABC0;ь=> 270є<>?>29O70=V 3@C?8.  5@565289 ?>BV: 

?>28=5= >19є4=C20B8 C A>1V 2AV ?0:5B8, O:8<8 >1<V=N20;8Aь 420 2V440;5=V ?@>F5A8 

(«:V=F52V B>G:8») 70 ?52=89 G0A>289 V=B5@20; V <0є A;C3C20B8 28A>:>@V2=528< 

2V4>1@065==O< A50=AC :><C=V:0FVW <V6 F8<8 ?@>F5A0<8. #@8:;04>< <>65 1CB8 

?>2=0 ?>A;V4>2=VABь ?0:5BV2, >1<V= O:8<8 2V41C20єBьAO 2 <560E >4=>3> TCP-

7'є4=0==O. #>B>:8 <>6CBь 1CB8 >4=>=0?@02;5=8<8 01> 42>=0?@02;5=8<8, 70;56=> 

2V4 ?@>F54C@8 284V;5==O B0 28<>3. /: 28?;820є 7 =0728, >4=>=0?@02;5=89 O2;Oє 

A>1>N =01V@ ?>29O70=8E ?0:5BV2, I> 9H;8 2 A?V;ь=><C =0?@O<:C 2V4 >4=VєW :V=F52>W 

B>G:8 4> V=H>W, B>4V O: 42>=0?@02;5=89 2:;NG0є ?0:5B8, I> 94CBь 2 >1>E 
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=0?@O<:0E. � FV9 @>1>BV 284V;ONBьAO A0<5 42>=0?@02;5=V ?>B>:8, 0465 

:;0A8DV:0B>@C =5>1EV4=0 ?>2=0 V=D>@<0FVO ?@> 25Aь A50=A :><C=V:0FVW. 

�>65= <5@565289 ?>BV: ?@54AB02;OєBьAO 42><0 =01>@0<8 0B@81CBV2. #5@H89 

=01V@ 3 F5 «V45=B8DV:0FV9=89 :>@B56», O:8< ?>B>:8 C=V:0;ь=> 2V4@V7=ONBьAO >4=5 

2V4 >4=>3>. �@C389 =01V@ 0B@81CBV2 3 F5 G8A;>2V E0@0:B5@8AB8:8 (>7=0:8) ?>B>:C.  

� ?>40;ьH><C, A0<5 FV 0B@81CB8 ?5@540NBьAO O: 25:B>@ >7=0: <>45;V-

48A:@8<V=0B>@C 4;O :;0A8DV:0FVW. 

 

$8A. 2.1. #@54AB02;5==O <5@5652>3> ?>B>:C 

#@>F5A >19є4=0==O 3@C? ?0:5BV2 2 <5@5652V ?>B>:8 B0 >1G8A;5==O WE G8A;>28E 

>7=0: 1C45<> =07820B8 «@5:>=AB@C:FVєN <5@56528E ?>B>:V2». � =0ABC?=8E 

@>74V;0E 45B0;ь=> >?8H5<> ?@>F5A @5:>=AB@C:FVW ?>B>:C B0 D>@<C20==O :>6=>3> 7 

=01>@C 9>3> 0B@81CBV2. 

2.4.1. �;3>@8B< @5:>=AB@C:FVW <5@56528E ?>B>:V2 
/: 265 707=0G0;>Aь, ?V4 «@5:>=AB@C:FVєN <5@56528E ?>B>:V2» <0єBьAO =0 C207V 

28>:@5<;5==O V7 2Aь>3> >19є<C <5@5652>3> B@0DV:C 3@C? ?0:5BV2, O:V 18 

?@54AB02;O;8 FV;ь=89 A50=A :><C=V:0FVW <V6 42><0 2V440;5=8<8 ?@>F5A0<8. �;O 

V45=B8DV:0FVW B0:>3> A50=AC :><C=V:0FVW =5>1EV4=> 6 0B@81CBV2, O:V =07820B8<5<> 

«V45=B8DV:0FV9=8< :>@B565<» ?>B>:C: 

<IP-48D9E4 8:9D9?4, IP-48D9E4 CGA>FG CD<;A4K9AAO, 

#BDF 8:9D9?4, #BDF CGA>FG CD<;A4K9AAO, 
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#DBFB>B? (&D4AECBDF), Ч4E CBK4F>G> 

/: V 28?;820є 7 =0728, FO 3@C?0 0B@81CBV2 702648 є C=V:0;ь=>N V 

28:>@8AB>2CєBьAO 4;O V45=B8DV:0FVW V=482V4C0;ь=8E <5@56528E ?>B>:V2. 

$5:>=AB@C:FVO ?>B>:V2 74V9A=NєBьAO ?> <V@V =04E>465==O =>28E ?0:5BV2. �;3>@8B< 

@5:>=AB@C:FVW <>6=0 @>74V;8B8 =0 3 >A=>2=V ?@>F5A8: 1) @5єAB@0FVO =>28E 0:B82=8E 

?>B>:V2 2) A?V2AB02;5==O ?0:5B0 7 >4=8< V7 ?>B>G=>-0:B82=8E ?>B>:V2 3) <0@:C20==O 

?>B>:V2, O:V 4>AO3;8 >4=VєW 7 C<>2 B5@<V=0FVW, O: 7025@H5=V, B0 WE 2840;5==O 7V A?8A:C 

0:B82=8E ?>B>:V2. �;3>@8B< ?>ABV9=> 2V4AB56Cє A?8A>: 265 0:B82=8E ?>B>:V2 V 4;O 

:>6=>3> =>2>3> ?0:5BC ?5@52V@Oє G8 є ?>BV: ?>29O70=89 7 =8<. �;O Fь>3>, 0;3>@8B< 

284V;Oє V7 703>;>2:V2 <5@5652>3> B0 B@0=A?>@B=>3> @V2=V2 ?0:5BC IP-04@5A8 B0 ?>@B8 

465@5;0 V ?@87=0G5==O, 0 B0:>6 B8? ?@>B>:>;C, ?VA;O G>3> 2 A?8A:C 0:B82=8E HC:0є 

?>BV:, V45=B8DV:0FV9=89 :>@B56 O:>3> <VAB8Bь 40=V 0B@81CB8. /:I> 2V4?>2V4=VABь 

1C;> 7=0945=>, B> ?0:5B 2V4=>A8BьAO 4> 40=>3> ?>B>:C. /:I> 6 =5 7=0945=> 6>4=8E 

0:B82=8E ?>B>:V2, 7 O:8<8 <>6=0 ?>29O70B8 40=89 ?0:5B, B> AB2>@NєBьAO =>289 

?>BV:, O:89 4>40єBьAO 4> A?8A:C 0:B82=8E. �=0G5==O ?>;V2 V45=B8DV:0FV9=>3> 

:>@B560 =>2>3> ?>B>:C 15@5BьAO 7 2V4?>2V4=8E 703>;>2:V2 ?>G0B:>2>3> ?0:5BC. «+0A 

?>G0B:C» >B@8<CєBьAO 2 ?@>F5AV ?5@5E>?;5==O B@0DV:C V 2V4?>2V40є G0A>2V9 <VBFV 

(timestamp) ?@8A2>є=V9 ?>G0B:>2><C ?0:5BC 2 <><5=B 9>3> 70E>?;5==O. #@>F5A 

A?V2AB02;5==O ?0:5BV2 7 0:B82=8<8 ?>B>:0<8 B0 ?>@>465==O =>28E ?>B>:V2 C @07V 

=5>1EV4=>ABV ?>2B>@NєBьAO 4;O :>6=>3> =0ABC?=>3> ?0:5B0, I> 0=0;V7CєBьAO. 

�C4ь-O:89 A50=A :><C=V:0FVW є >1<565=89 C G0AV. �V4?>2V4=>, :>65= ?>BV: <0є 

2;0A=V C<>28 725@H5==O, ?@8 4>AO3=5==V O:8E 0;3>@8B< @5:>=AB@C:FVW 2840;Oє 9>3> 

7V A?8A:C 0:B82=8E ?>B>:V2. '=V25@A0;ь=8<8 C<>20<8 7025@H5==O, I> 0:BC0;ь=V 

4;O ?>B>:V2 1C4ь-O:>3> ?@>B>:>;C є «B09<-0CB ?@>AB>N» B0 «B09<-0CB 0:B82=>ABV»: 

● «&09<-0CB 0:B82=>ABV ?>B>:C» 3 F5 <0:A8<0;ь=89 V=B5@20; G0AC, 2?@>4>26 

O:>3> ?>BV: 22060єBьAO 0:B82=8<. /:I> ?>B>G=89 G0A 68BBO ?>B>:C 

?5@528ICє F5 7=0G5==O, 2V= ?>7=0G0єBьAO O: 7025@H5=89 V AB2>@NєBьAO 

=>289 ?>BV:. %8BC0FVO ?5@528I5==O 4>72>;5=>3> G0AC 0:B82=>ABV 

AE5<0B8G=> ?>:070=0 =0 $8A. 2.2.  
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● «&09<-0CB ?@>AB>N ?>B>:C» 3 F5 <0:A8<0;ь=89 ?@><V6>: G0AC, 

4>72>;5=89 <V6 42><0 ?>A;V4>2=8<8 ?0:5B0<8 2 >4=><C ?>B>FV. /:I> 

4>72>;5=89 G0A ?@>AB>N <8=C2, 0;5 =>289 ?0:5B 2 ?>B>FV =5 70@5єAB@>20=>, 

B> ?>BV: 22060єBьAO 7025@H5=8< V 2840;OєBьAO 7V A?8A:C 0:B82=8E ?>B>:V2. 

!0 $8A. 2.3 ?@>45<>=AB@>20=> 28?04>:, :>;8 4>72>;5=89 G0A ?@>AB>N 1C2 

28G5@?0=89. 

�;3>@8B< @5:>=AB@C:FVW ?5@V>48G=> ?5@52V@Oє A?8A>: 0:B82=8E ?>B>:V2 =0 

=0O2=VABь 2E>465=ь, G0A 68BBO O:8E 70:V=G82AO 70 >4=8< V7 73040=8E B09<-0CBV2 V 

2840;Oє WE 7V A?8A:C. 

 

$8A. 2.2. �025@H5==O ?>B>:C 70 B09<-0CB>< 0:B82=>ABV 

 

 

$8A. 2.3. �025@H5==O ?>B>:C 70 B09<-0CB>< ?@>AB>N 

�;O UDP B0 ICMP ?>B>:V2 B09<-0CB8 0:B82=>ABV B0 ?@>AB>N - F5 є48=V 

C<>20<8 B5@<V=0FVW, >A:V;ь:8 V=H8E <5E0=V7<V2 7025@H5==O 7'є4=0==O 2>=8 =5 

<0NBь. TCP-?>B>:8, >4=0:, >:@V< C=V25@A0;ь=8E <0NBь B0:>6 9 V=HV C<>28 

7025@H5==O, @53;0<5=B>20=V A0<8< ?@>B>:>;>< (482. $8A. 2.4). &0:8E C<>2 є 42V: 
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− #5@H>N 9 =09?>H8@5=VH>N є C<>20 «22VG;82>3> 7025@H5==O 7'є4=0==O», 
O:0 287=0G0єBьAO ?>A;V4>2=VABь 1VB>28E ?@0?>@FV2 FIN-ACK-FIN-ACK. 

/:I> 7CAB@VG0єBьAO ?0:5B 7 ?@0?>@F5< FIN, B> @5:>=AB@C:B>@ >GV:Cє =0 

=0ABC?=V ?0:5B8 7 ?@0?>@FO<8 ACK-FIN-ACK, ?VA;O G>3> ?>7=0G0є ?>BV: O: 

7025@H5=89. 

− І=H89 28?04>: 7025@H5==O ?>B>:C TCP 3 :>;8 7CAB@VG0єBьAO ?@0?>@5Fь 
RST, I> >7=0G0є, I> 7'є4=0==O 1C;> 3@C1> ?5@5@20=> >4=8< V7 CG0A=8:V2. 

 

$8A. 2.4. 68BBє289 F8:; TCP-7'є4=0==O B0 2V4?>2V4=V 1VB>2V ?@0?>@FV 

� @57C;ьB0BV >?8A0=>3> ?@>F5AC @5:>=AB@C:FVW, 2AN <=>68=C ?0:5BV2 1C;> 

@>718B> =0 ;>3VG=> 729O70=V 3@C?8, :>6=0 7 O:8E ?@54AB02;Oє >48= ?>BV:. � 

?>40;ьH><C, ?V4 «0=0;V7>< ?>B>:C» <0B8<5BьAO =0 C207V, 0=0;V7 2V4?>2V4=>W 

284V;5=>W 3@C?8 ?0:5BV2, O:V 9>3> ?@54AB02;ONBь. 

�0@B> 70C2068B8, I> ?@>F5A @5:>=AB@C:FVW <>65 ?@0FN20B8 O: @568<V 

>=;09= B0: V >D;09=. � ?5@H><C 28?04:C, @5:>=AB@C:B>@ >B@8<Cє ?0:5B8 2V4 

«A=VD5@0» (?@>3@0<=>3> 70157?5G5==O, I> ?5@5E>?;Nє B@0DV:) 2 @568<V 

@50;ь=>3> G0AC ?> <V@V =04E>465==O =>28E ?0:5BV2. !0 ?@0:B8FV, 2 FV9 @>1>BV F5 

1C;> @50;V7>20=> V=B53@0FVєN ?5@5E>?;N20G0 2 A0< @5:>=AB@C:B>@. � 4@C3><C 

28?04:C, ?5@5410G0єBьAO, I> 0=0;V7CNBьAO VAB>@8G=V 40=V, O:->B «40<?8» B@0DV:C 

715@565=V C D>@<0BV PCAP V @5:>=AB@C:B>@ 2V4:@820є D09; B0 G8B0є ?0:5B8 

?>A;V4>2=> >48= 70 >4=8<. � >1>E 28?04:0E >?8A0=89 28I5 0;3>@8B< 

@5:>=AB@C:FVW ?>B>:C =5 7<V=NєBьAO.  

2.4.2. "1G8A;5==O >7=0: <5@56528E ?>B>:V2 
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#VA;O 284V;5==O >:@5<>3> ?>B>:C 7V 2AVєW <=>68=8 ?0:5BV2 =0ABC?=8< :@>:>< 

є ?@54AB02;5==O 9>3> C D>@<V ?@840B=V9 4;O >1@>1:8 <>45;;N :;0A8DV:0FVW. *59 

?@>F5A B0:>6 2V4><89 O: «2:;045==O» 40=8E (0=3;. <embedding=) V є 206;828< 

5B0?>< 2 >1@>1FV 40=8E <5B>40<8 ,І. *V;ь ?@>F5AC 2:;040==O 3 ?@825AB8 

35B5@>35==V 40=V 4> ?52=>W <0B5<0B8G=>-AB0=40@B87>20=>W D>@<8, O:C <>45;ь ,І 

>GV:Cє >B@8<0B8 =0 2E>4V. � Fь><C 28?04:C ?@>F5A 2:;045==O 72>48BьAO 4> 

>1G8A;5==O 25:B>@C G8A;>28E >7=0:, O:89 18 2 ?>2=V9 <V@V E0@0:B5@87C202 H01;>= 

?>254V=:8 :>=:@5B=>3> <5@5652>3> ?>B>:C. � Fь><C @>74V;V =02545=> ?5@5;V: 

>7=0:, 28:>@8AB0=8E 2 FV9 @>1>BV, ?@>2545=> WE A8AB5<0B870FVN B0 >?8A0=> <5E0=V7< 

WE >1G8A;5==O. 

�0C2065==O: �;O C=8:=5==O ?>2B>@5=ь ?@8 ?5@5@0EC20==V =072 >7=0: 
22545<> =>B0FVN ?5@5;V:V2 G5@57 @>74V;ь=8: «/», I> 1C45 >7=0G0B8 2AV <>6;82V 

:><1V=0FVW ?5@5@0E>20=8E 7=0G5=ь B0 107>2>W =0728. !0?@8:;04, ?V4 «A/B 1/2 

107>20_=0720» @>7C<VB8<5<> 4 >7=0:8, 0 A0<5 «� 1 107>20_=0720», «� 2 

107>20_=0720», «B 1 107>20_=0720» B0 «B 2 107>20_=0720». 

/: 265 70C206C20;>Aь ?@8 ?@>2545==V 0=0;V7C @>1VB V=H8E 02B>@V2, VA=Cє 

157;VG 284V2 :>@8A=8E >7=0:, O:V <>6=0 284V;8B8 7 ?>B>:V2 B@0DV:C. �;O :@0I>W 

A8AB5<0B870FVW, >7=0:8 @>74V;5=> =0 2 >A=>2=V :;0A8: :0B53>@V0;ь=V B0 :V;ь:VA=V. 

�V;ь:VA=V 2 A2>N G5@3C @>74V;5=> =0 03@53>20=V B0 AB0B8AB8G=V. $>73;O=5<> :>65= 7 

F8E :;0AV2 1V;ьH 45B0;ь=>. 

#V4 «:0B53>@V0;ь=8<8» >7=0:0<8 <0NBьAO =0 C207V BV, A?5:B@ O:8E є 

>1<565=89 70740;53V4ь 2V4><8<8 =01>@0<8 <>6;828E 7=0G5=ь, V O:V @>71820NBь 

40=V =0 ?52=V ?V4:;0A8. #@8:;04>< >7=0:8 B0:>3> B8?C є «B8? B@0=A?>@B=>3> 

?@>B>:>;C». � 40=V9 @>1>BV 4;O FVєW 7<V==>W 4>?CA:0NBьAO ;8H5 B@8 7=0G5==O: 

«TCP», «UDP» B0 «ICMP, O:V >B@8<CNBьAO 7 ?>;O «Protocol» 703>;>2:C IPv4 ?0:5BC, 

73V4=> 7 RFC 791. �> Fь>3> :;0AC >7=0: B0:>6 =0;560Bь V 1V=0@=V 0B@81CB8, 

=0?@8:;04, «=0O2=VABь DNS @57>;NFVW», ?@> I> 0=0;V70B>@ <>65 4V7=0B8AO 

?5@52V@82H8 :>@8A=5 =020=B065==O UPD ?0:5BC B0 A?@>1C202H8 28>:@5<8B8 7 

=ь>3> A5:FVW «Header» B0 «Question», D>@<0B O:8E 7045:;0@>20=89 2 AB0=40@BV RFC 

1035. І=H8< ?@8:;04>< :0B53>@V0;ь=>3> 0B@81CBC <>65 1CB8 «B8? 7025@H5==O 
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79є4=0==O». *59 0B@81CB ?@54AB02;Oє 70 O:>N A0<5 C<>2>N 7025@H82AO ?>BV:, I> 

1C;> >?8A0=> 2 ?>?5@54=ь><C ?V4@>74V;V. ICMP B0 UDP ?>B>:8 <>6CBь =0;560B8 

>4=V9 7 42>E :0B53>@V9: 7025@H5=V «70 B09<-0CB>< 0:B82=>ABV» 01> «70 B09<-0CB>< 

?@>AB>N». �;O TCP ?>B>:V2 4>40єBьAO I5 2 :0B53>@VW: 7025@H5=V «22VG;82>» 

(?>A;V4>2=VABN ?@0?>@FV2 FIN-ACK), G8 «3@C1>» (?@0?>@F5< RST). &0:>6 4> 

:0B53>@V0;ь=8E >7=0: 1C45<> 2V4=>A8B8 9 IP-04@5A8 B0 ?>@B8. )>G0 A?5:B@ 

<>6;828E 7=0G5=ь F8E 0B@81CBV2 7=0G=> H8@H89 70 2AV ?>?5@54=V, >4=0:, 2>=8 

@>71820NBь ?>B>:8 =0 :;0A8 =0;56=>ABV 4> ?52=>3> E>AB0 G8 >:@5<>3> ?@>F5AC, 0 

B><C ?> ACBV 2>=8 B0:>6 є :0B53>@V0;ь=8<8. �@V< B>3>, <=>68=0 4>?CAB8<8E 

7=0G5=ь F8E >7=0: є >1<565=0, 0 A0<V 7=0G5==O 1C4CBь @53C;O@=> ?>2B>@N20B8Aь 

?@8 B@820;><C A?>AB5@565==V 70 <5@565N. � ?V4AC<:C 2 40=V9 @>1>BV 1C;> 284V;5=> 

6 :0B53>@V0;ь=8E >7=0: 4;O :>6=>3> ?>B>:C: «IP-48D9E4 8:9D9?4», «IP-48D9E4 

CGA>FG CD<;A4K9AAO», «#BDF 8:9D9?4», «#BDF CGA>FG CD<;A4K9AAO», 

«&D4AECBDFA<= CDBFB>B?» F4 «'@B64 ;469DL9AAO» CBFB>G. %;V4 70C2068B8, I> 

1V;ьHVABь 7 F8E >7=0: 2 ?>40;ьH><C 1C45 28:>@8AB0=0 4;O 4>40B:>2>3> 3@C?C20==O 

B0 03@530FVW ?>B>:V2. 

&5?5@ @>73;O=5<> :V;ь:VA=V >7=0:8 ?>B>:V2. /: 707=0G0;>Aь, <0є A5=A WE 

@>74V;8B8 =0 03@53>20=V B0 AB0B8AB8G=V. �3@53>20=V >7=0:8 >?8ACNBь 7030;ь=V 

2;0AB82>ABV ?>B>:C, B0:V O: 7030;ь=0 :V;ь:VABь 28=8:=5==O ?52=8E ?>4V9 G8 7030;ь=0 

AC<0 7=0G5=ь ?52=8E E0@0:B5@8AB8: ?0:5BV2. �3@53>20=V >7=0:8 70728G09 <0NBь 

:C<C;OB82=C ?@8@>4C, 2V4?>2V4=> 7@CG=> WE >1G8A;N20B8 V=:@5<5=B0;ь=>. #@8 

@>73;O4V =>2>3> ?0:5BC 7=0G5==O V=:@5<5=B0;ь=>W >7=0:8 7@>AB0є H;OE>< 

4>4020==O< ?52=>W G8A;>2>W E0@0:B5@8AB8:8, I> >?8ACє 40=89 ?0:5B, 4> A?V;ь=>W 

AC<8, O:0 >?8AC20B8<5 25Aь ?>BV: 2 FV;><C. �> B0:>3> @>4C <>6=0 2V4=5AB8 =0ABC?=V 

7 >7=0:, 28:>@8AB0=V 2 40=V9 @>1>BV: 

  «Fwd/Bwd Total Header Length» - AC<0@=0 4>268=0 703>;>2:V2 2 109B0E. 

�=0G5==O 4>268=8 703>;>2:V2 >1G8A;NєBьAO O: AC<0 7=0G5=ь ?>;O «IHL» 

(Header Length) 703>;>2:C IPv4, O:5 7045:;0@>20=0 2 RFC 791, B0 ?>;O «Data 

Offset» 703>;>2:C TCP, I> 287=0G0єBьAO 2 RFC 9293. �3040=V ?>;O >?8ACNBь 
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4>268=8 703>;>2:V2 2 32-1VB=8E A;>20E, B><C 4;O :>=25@AVW 2 109B8 @57C;ьB0B 

<=>68BьAO =0 4. 

 «Fwd/Bwd Total Packet Length» - AC<0@=0 4>268=0 :>@8A=>3> =020=B065==O 

?0:5BC, 28<V@O=0 2 109B0E. �=0G5==O :>@8A=>3> =020=B065==O ?0:5B 

28@0E>2CєBьAO B0:: «Payload Length» = «Total Length» (IPv4) – («Header 

Length» (IPv4) - «Data Offset» (TCP)) * 4, 45 Total Length - ?>;5 IPv4 703>;>2:C. 

 «Fwd/Bwd Total Inter-Arrival Time» - AC<0@=5 7=0G5==O G0AC <V6?0:5B=8E 

V=B5@20;V2. #V4 «G0A>< ?V6?0:5B=>3> V=B5@20;C» <0єBьAO =0 C207V 45;ьB0 <V6 

G0A>< >B@8<0==O ?>B>G=>3> ?0:5BC B0 G0A>< >B@8<0==O ?>?5@54=ь>3> ?0:5BC 

2 Fь><C ?>B>FV. +0A >B@8<0==O 287=0G0єBьAO ?>;5< «Timestamp» («+0A>20 

<VB:0»), O:5 70?>2=Nє A=VD5@ ?V4 G0A ?5@5E>?;5==O ?0:5BC. 

 «Flow Duration» - B@820;VABь ?>B>:C 2 <V:@>A5:C=40E.   >65 :C<C;OB82=> 

>=>2;N20B8Aь 7 :>6=8< =>28< ?0:5B><, >4=0: D0:B8G=>, є 7=0G5==O< @V7=8FV 

G0A>28E <VB>: ?5@H>3> B0 >AB0==ь>3> ?0:5BC. 

�0C2065==O: !>B0FVO «Fwd/Bwd» («�?5@54/!0704») 2V4>1@060є 

42>=0?@02;5=5 2V4A;V4:>2C20==O. "7=0:8, O:V >1G8A;5=V =0 >A=>2V ?0:5BV2, I> 9H;8 

2V4 465@5;0 4> ?C=:BC ?@87=0G5==O ?>7=0G0NBьAO G5@57 «Fwd» (0=3;. forward, B>1B> 

«2?5@54»), 0 BV I> >1G8A;5=V 7 ?0:5BV2 C 72>@>B=><C =0?@O<:C ?>7=0G0NBьAO O: 

«Bwd» (a=3;. backward, B>1B> «=0704»). #@8 Fь><C =0?@O<>: ?>B>:C 7040єBьAO 

=0?@O<:>< ?5@H>3> ?0:5BC 2 =ь><C. 

":@5<8< 28?04:>< 2V4AB56C20==O :C<C;OB82=>W AC<8 є <5E0=V7< ;VG8;ь=8:0, 

O:89 V=:@5<5=BCєBьAO =0 >48=8FN O:I> ?0:5B, I> @>73;O40єBьAO, 2>;>4Vє ?52=8<8 

0B@81CB0<8. �VG8;ь=8: <>6=0 70AB>AC20B8, =0?@8:;04, 4;O >1@0EC=:C >7=0: 

«:V;ь:VABь TCP ?@0?>@FV2 ?52=>3> B8?C» C ?>B>FV.  

� FV9 @>1>BV 28:>@8AB0=> 18 >7=0: =0 >A=>2V ;VG8;ь=8:0, 0 A0<5: 

 «Total Fwd/Bwd Packets» - AC<0@=0 :V;ь:VABь ?0:5BV2 =04VA;0=8E 2 :>6=><C 7 

=0?@O<:V2.  

 «Fwd/Bwd SYN/FIN/ACK/RST/CWR/PSH/URG/ECE flags count» - :V;ь:VABь 

?0:5BV2 C ?>B>FV, 2 O:8E ?>;5 «Flags»  TCP 703>;>2:C <VAB8Bь ?@0?>@5Fь 
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2V4?>2V4=>3> B8?C. $>73;O40єBьAO :>65= 7 8 ?@0?>@FV2 ?@>B>:>;C TCP, 0 A0<5 

SYN, FIN, ACK, RST, CWR, PSH, URG, ECE. *V >7=0:8 ?@8ACB=V ;8H5 2 TCP 

?>B>:0E. 

І7 107>28E 03@53>20=8E >7=0:, >B@8<0=8E =0 >A=>2V 0:C<C;OFVW 

?>A;V4>2=>ABV 7=0G5=ь E0@0:B5@8AB8: ?0:5BV2, B0:>6 <>6=0 >B@8<0B8 9 1V;ьH 

A:;04=V, «:><?>78B=V» >7=0:8, O:V >1G8A;NNBьAO =0 >A=>2V :V;ь:>E 107>28E, V ?@8 

Fь><C <0NBь ?52=C ;>3VG=C V=B5@?@5B0FVN, :>@8A=C 4;O 0=0;V7C <5@56528E 

40=8E. � 1030Bь>E @>1>B0E =0 FN B5<C, 02B>@8 70AB>A>2CNBь :><?>78B=V >7=0:8, 

B><C 1C;> ?@89=OB> @VH5==O A?@>1C20B8 70AB>AC20B8 WE V 2 FV9 @>1>BV 4;O 

?>@V2=O==O @57C;ьB0BV2. !86G5 =02545=> ?5@5;V: B0:8E >7=0:: 

 Bytes/second 3 A5@54=O :V;ь:VABь 109BV2 ?5@540=8E 70 A5:C=4C (2?@>4>26 2AVєW 

B@820;>ABV ?>B>:C). "1G8A;NєBьAO O: (Fwd+Bwd Packet Length Total + 

Fwd+Bwd Header Length)  / Flow Duration. 

 Packets/second 3 A5@54=O :V;ь:VABь ?0:5BV2 70 A5:C=4C. "1G8A;NєBьAO O: Total 

Fwd+Bwd Packets / Flow Duration. 

 Fwd/Bwd Bytes/Packet 3 A5@54=V9 @>7<V@ ?0:5BC 2 ?>B>FV. �V4=>H5==O AC<8 

@>7<V@V2 ?0:5BV2 WE :V;ь:>ABV. 

 Subflow Fwd/Bwd Avg Packets – A5@54=O :V;ь:VABь ?0:5BV2 C ?V4-?>B>:0E. #V4 

«?V4-?>B>:><» <0єBьAO =0 C207V 3@C?8 ?0:5BV2 2 <560E >4=>3> ?>B>:C, 2 O:8E 

V=B5@20;8 <V6 >:@5<8<8 ?0:5B0<8 =5 ?5@528ICNBь ?52=5 7=0G5==O (2 =0H><C 

28?04:C 3 1 A5:C=40). 

 Subflow Fwd/Bwd Avg Bytes – A5@54=O :V;ь:VABь 109B C ?V4-?>B>:0E. 

%;V4 70C2068B8, I> =5 2AV 7 ?5@5@0E>20=8E >7=0: є :>@8A=8<8 2 :>=B5:ABV 

7040GV :;0A8DV:0FVW <>45;O<8 ,І, >A>1;82> C 28?04:C 28:>@8AB0==O =59@>==8E 

<5@56.  >20 945 ?@> BV >7=0:8, O:V <0NBь ?@O<C :>@5;OFVN 7 V=H8<8 107>28<8 

>7=0:0<8, >A>1;82> O:I> WE ;53:> <>6=0 28@0EC20B8. &0:, =0?@8:;04, :><?>78B=0 

>7=0:0 «Packets/second» D0:B8G=> ?@O<> 70;568Bь 2V4 107>28E «Total Fwd/Bwd 

Packets» B0 «Flow Duration», O:V B0:>6 ?@8ACB=V 2 E0@0:B5@8AB8G=><C 25:B>@V 

?>B>:C.  >45;ь :;0A8DV:0FVW H284:> ?><VG0є B0:V ?@O<V 70;56=>ABV, V FV >7=0:8 
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AB0NBь =04;8H:>28<8. &8< =5 <5=H5, :><?>78B=V >7=0:8 <>6CBь 1CB8 :>@8A=8<8 

C 28?04:C O:I> G0AB8=0 (01> 2AV) 107>2V >7=0:8, 2V4 O:8E 2>=8 70;560Bь, 2V4ACB=V 2 

=01>@V. &0:89 ?V4EV4 4>?><030є 7<5=H8B8 @>7<V@=VABь 2EV4=>3> ?@>AB>@C <>45;V 

FV=>N 45O:>W 2B@0B8 45B0;V70FVW. &0:>6 A;V4 1@0B8 4> C2038, I> 4;O >1@0EC=:C 

B0:>3> @>4C >7=0:, @5:>=AB@C:B>@C ?>B>:V2 D0:B8G=> =5>1EV4=> 7@>18B8 4>40B:>2C 

>1G8A;N20;ь=C @>1>BC, I> 2 A8BC0FVOE, :>;8 @5AC@A A8AB5<8 >1<565=89, <>65 

=530B82=> 2?;8=CB8 =0 ?@>4C:B82=VABь. 

"AB0==V9 V, <>6;82>, =091V;ьH 7=0GCI89 :;0A G8A;>28E >7=0: ?>B>:V2 3 F5 

AB0B8AB8G=V 25;8G8=8, O:V >?8ACNBь @>7?>4V; 7=0G5=ь E0@0:B5@8AB8: ?>B>:C. � FV9 

@>1>BV 28:>@8AB>2C20;8Aь 4 =091V;ьH @>7?>2AN465=V AB0B8AB8:8, 0 A0<5 

<V=V<0;ь=5 (min) B0 <0:A8<0;ь=5 (max), B0 A5@54=є (mean) 7=0G5==O, 0 B0:>6 

AB0=40@B=5 2V4E8;5==O (std). !86G5 =02545=89 ?5@5;V: 45O:8E 7 >7=0: B0:>3> @>4C, 

O:V 28:>@8AB>2C20;8AO 2 40=V9 @>1>BV: 

1. Fwd/Bwd Inter-Arrival Time Min/Max/Mean/Std – AB0B8AB8:8 @>7?>4V;C 

4>268= <V6-?0:5B=8E V=B5@20;V2 ?>B>:C (?> :>6=><C 7 =0?@O<:V2). 

2. Fwd/Bwd Packet Length Min/Max/Mean/Std – AB0B8AB8:8 4>268= :>@8A=>3> 

=020=B065==O ?0:5BV2 C ?>B>FV. 

3. Flow Active Duration Min/Max/Mean/Std – AB0B8AB8:8 @>7?>4V;V2 V=B5@20;V2 

0:B82=>ABV ?>B>:C. #V4 «V=B5@20;>< 0:B82=>ABV» <0єBьAO =0 C207V G0A>289 

?@><V6>:, 45 ?@>30;8=0 <V6 42><0 ?>A;V4>2=8<8 ?0:5B0<8 =5 ?5@528ICє 

?52=C G0A>2C :>=AB0=BC. � FV9 @>1>BV 40=0 :>=AB0=B0 4>@V2=Nє 5 A5:C=40<. 

4. Fwd/Bwd Initial Window Bytes 3 @>7<V@ ?>G0B:>2>3> 2V:=0 TCP ?0:5BC, O:89 

7040єBьAO ?@8 @C:>AB8A:0==V (2 ?0:5B0E 7 ?@0?>@F5< SYN). 

5. Fwd/Bwd Actual Data Packets 3 :V;ь:VABь ?0:5BV2 7 ?@8=09<=V 1 109B>< 

:>@8A=>3> =020=B065==O. 

6. Fwd/Bwd Segment Size Min/Max 3 25;8G8=0 TCP A53<5=BC ?0:5BC (4>268=0 

TCP 703>;>2:C + 4>268=0 :>@8A=>3> =020=B065==O).  

� ?V4AC<:C, 2 @57C;ьB0BV ?@>F5AC @5:>=AB@C:FVW ?>B>:V2 B0 >1G8A;5==O WE 

>7=0:, 70<VABь 157;VGV ?0:5BV2 A8AB5<0 >B@8<Cє =01V@ G8A;>28E 25:B>@V2, :>65= 7 
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O:8E C=VDV:>20=> >?8ACє 7025@H5=89 0:B :><C=V:0FVW <V6 42><0 2V440;5=8<8 

?@>F5A0<8. �>6=><C B0:><C E0@0:B5@8AB8G=><C 25:B>@C B0:>6 ?>AB02;5=89 C 

2V4?>2V4=VABь V <0A82 :0B53>@V0;ь=8E 0B@81CBV2, =0 >A=>2V O:8E 74V9A=NєBьAO 

V45=B8DV:0FVO ?>B>:C, DV;ьB@0FVO B0 3@C?C20==O. � ?>40;ьH><C, ?V4 B5@<V=>< 

«<5@565289 ?>BV:» 157 4>40B:>28E CB>G=5=ь 1C45 <0B8AO =0 C207V =5 ?>G0B:>20 

3@C?0 ?0:5BV2, 0 25:B>@ >7=0:, O:89 9>3> E0@0:B5@87Cє. 

$8A. 2.5 45<>=AB@Cє ?@8:;04 >1G8A;5==O >7=0: 7 =01>@C ?0:5BV2, I> 

?@54AB02;ONBь ?>BV:. 

 

$8A. 2.5.  5@565289 ?>BV: B0 9>3> >7=0:8. 

2.5.  �=AB@C<5=B8 284V;5==O ?>B>:V2 B0 D>@<0B8 WE ?@54AB02;5==O 

!0 ?@0:B8FV, I>1 ?>1C4C20B8 ;V=VN 0=0;V7C <5@56528E ?>B>:V2 4;O 28O2;5==O 

2B@CG0==O, 206;82> 281@0B8 D>@<0B 4;O ?@54AB02;5==O G8A;>28E E0@0:B5@8AB8: 

?>B>:C B0 >1@0B8 2V4?>2V4=89 V=AB@C<5=B 4;O 284V;5==O F8E 7=0G5==O. �V;ьHVABь 

=01>@V2 <5@56528E 40=8E =040NBьAO C 283;O4V PCAP-D09;V2  (Wireshark-AC<VA=89 

=01V@ 70E>?;5=8E ?0:5BV2). �V4?>2V4=> 4;O WE 0=0;V7C B0:>6 ?>B@V15= V=AB@C<5=B 
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?5@5B2>@5==O ?0:5BV2 V7 F8E D09;V2 C ?>B>:8 D>@<0BC ?@89=OB=><C 4;O ?>40;ьH>3> 

0=0;V7C <>45;O<8 ,І. 

"4=8<8 7 =091V;ьH 2V4><8E B5E=>;>3V9/?@>B>:>;V2 284V;5==O B0 

?@54AB02;5==O <5@56528E ?>B>:V2 є NetFlow B0 IPFIX (IP Flow Information eXport). 

NetFlow 4 F5 B5E=>;>3VO, @>7@>1;5=0 B0 70?0B5=B>20=0 :><?0=VєN Cisco C 1996 

@>FV B0 21C4>20=0 2 1V;ьHVABь <0@H@CB870B>@V2 :><?0=VW. #5@H0 @50;V70FVO (V1) 

>1<56C20;0Aь B@0DV:>< IPv4 V <VAB8;0 ;8H5 :V;ь:0 ?>;V2 4;O >?8AC ?>B>:C. 

#V7=VH5, ?VA;O :V;ь:>E 2=CB@VH=VE VB5@0FV9, 1C;0 28?CI5=0 25@AVO V5, O:0 70@07 є 

=091V;ьH 26820=>N @07>< V7 V9. V5 <0є 18 AB0B8G=8E ?>;V2 2:;NG0NG8 703>;>2:8, 

I> E0@0:B5@87CNBь ?>BV:. "AB0B>G=>N 25@AVєN NetFlow є V9, 2 O:V9 1C;0 @>7H8@5=0 

:V;ь:VABь AB0B8G=8E ?>;V2 4> 79 (104 4;O ?@8AB@>W2 Cisco) V 1C;> 4>40=> ?V4B@8<:C 

H01;>=V2, I> 4>72>;Oє =0;0HB>2C20B8 D>@<0B 7V1@0=>W V=D>@<0FVW ?@> ?>B>:8 

2V4?>2V4=> 4> ?>B@51: 45O:V ?>;O <>6=0 4>40B8, 0 V=HV <>6=0 28:;NG8B8. 

ІA=CNBь 42V >A=>2=V ?@>1;5<8 7 NetFlow 2 :>=B5:ABV IDS: 1) 2V= є 

70?0B5=B>20=8< 2) 7 A0<>3> ?>G0B:C 2V= =5 @>7@>1;O2AO O: V=AB@C<5=B <>=VB>@8=3C 

B@0DV:C 4;O 28O2;5==O 2B>@3=5=ь, 0 A:>@VH5 4;O A?>AB5@565==O 70 A?>6820==O< 

<5@56528E @5AC@AV2 B0 0=0;V7C ?@>4C:B82=>ABV 01> 6 ?@>AB> 4;O :5@C20==O 

<5@565N. 

IPFIX (2V= 65 NetFlow V10, E>G0 >:@V< AC<VA=>W D>@<8 ?@54AB02;5==O, =5 <0є 

=VG>3> A?V;ь=>3> 7 >@83V=0;ь=8< Cisco NetFlow) 4 F5 AB0=40@B87>20=89 

?@>B>:>;/B5E=>;>3VO 4;O 70E>?;5==O <5@56528E ?>B>:V2. !0 <><5=B =0?8A0==O FVєW 

@>1>B8, 73V4=> 7 4>:C<5=B0FVєN IANA (Internet Assigned Numbers Authority) [55] 

IPFIX <0є 529 V=D>@<0FV9=8E 5;5<5=BV2, 7 O:8E 127 2V4?>2V40NBь NetFlow 25@AVW 9 

4;O 72>@>B=>W AC<VA=>ABV. /: V NetFlow V9, IPFIX 107CєBьAO =0 H01;>=0E, B><C 7V 

73040=8E 529 :>@8ABC20G <>65 A0< >1@0B8 <=>68=C ?>;V2 4;O 70E>?;5==O B0 

2V4?@02:8. #> 0=0;>3VW 7 V9, 40=0 B5E=>;>3VO ?V4B@8<Cє IPv6, 1030B>04@5A=C 

?5@540GC B0 MPLS (Multiprotocol Label Switching). IPFIX =5 70;568Bь 2V4 28@>1=8:0 

V 2V4?>2V40є AB0=40@B0< RFC 7011. "4=VєN 7 >A=>2=8E 2V4<V==>AB59 IPFIX 2V4 

NetFlow є B5, I> IPFIX B0:>6 ?V4B@8<Cє 0=0;V7 ?@>B>:>;C ?@8:;04=>3> @V2=O (L7) 

(=0?@8:;04, HTTP B0 IRC), I> є 4C65 :>@8A=8< 4;O 28O2;5==O 703@>7. !0 ?@8:;04, 
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70 A;>20<8  0@:0 �@5<0, 2018 [56] IPFIX є :@0I8< D>@<0B>< 4;O 28O2;5==O 

<5@56528E 2B>@3=5=ь. 

"4=0:, ?VA;O ?@>2545==O 0=0;V7C 0B@81CBV2 ?>B>:V2 707=0G5=8E 2 AB0=40@BV 

IPFIX 2 :>=B5:ABV Fь>3> 48A5@B0FV9=>3> 4>A;V465==O, AB0;> 7@>7C<V;>, I> F59 

?V4EV4 <>65 1CB8 =5 4>AB0B=ь> 3=CG:8< 4;O 7040GV 28O2;5==O A:;04=8E <5@56528E 

703@>7 =0 7@07>: 1>B=5BV2. /: 265 7304C20;>Aь, E>G0 IPFIX V <VAB8Bь 25;8:89 =01V@ 

0B@81CBV2, >4=0: 2 ?5@HC G5@3C FO B5E=>;>3VO 1C;0 A?@>5:B>20=0 A0<5 4;O 

<5@5652>3> 04<V=VAB@C20==O B0 ?@>DV;N20==O, 0 =5 4;O :V15@157?5:8. �2VA=> IPFIX 

2A5-6 <VAB8Bь 45O:V 0B@81CB8 :>@8A=V 4;O 28O2;5==O 703@>7, =0 7@07>: «G0AC ?>G0B:C 

B0 7025@H5==O» ?>B>:C, «:V;ь:VABь ?0:5BV2» C ?>B>FV B0 «:V;ь:VABь 109BV2». 

�>4=>G0A, 2 =ь><C 2V4ACB=V 1V;ьH A:;04=V AB0B8AB8:8, =0 7@07>: AB0=40@B=>3> 

2V4E8;5==O @>7<V@V2 ?0:5BV2 G8 V=D>@<0FVO ?> @>7?>4V;C 7=0G5=ь 70 :20=B8;O<8, O:V 

=04728G09=> :>@8A=V 4;O @>7?V7=020==O <5@56528E 0B0:. �@V< B>3>, A5@54 

AB0=40@B=8E ?>;V2 IPFIX ?>2=VABN 2V4ACB=O V=D>@<0FVO ?@> <V6?0:5B=V V=B5@20;8. 

І=D>@<0FVO ?@> @>7<V@ TCP 2V:>= ?@8ACB=O ;8H5 4;O ?>G0B:>28E ?0:5BV2 V =5 

2V4>1@060є <>6;82VABь ?5@5C73>465==O WE @>7<V@V2. &0:>6 IPFIX =5 =040є 

A?5F8DVG=>W V=D>@<0FVW =0 7@07>: «:V;ь:>ABV ?0:5BV2 ?@8=09<=V 7 >4=8< 109B>< 

:>@8A=>3> =020=B065==O», O:0 є :>@8A=>N 4;O 28O2;5==O 45O:8E <5@56528E 0B0:. 

IPFIX є 2V4:@8B>N B5E=>;>3VєN, B><C VA=Cє :V;ь:0 V=AB@C<5=BV2, 740B=8E 

284V;OB8 ?>B>:8 2 B0:><C D>@<0BV. �>:@5<0, 20@B> 73040B8 ipfixprobe [57] B0 nfdump 

[58], 28EV4=89 :>4 O:8E 7=0E>48BьAO C 2V4:@8B><C 4>ABC?V 01> nProbe, O:89 є 

?@>?@VєB0@=>N @>7@>1:>N. �5O:V 7 73040=8E V=AB@C<5=BV2 4>72>;ONBь 

@>7H8@N20B8 107>289 =01V@ 0B@81CBV2, >4=0: 4;O Fь>3> =5>1EV4=0 @>7@>1:0 2;0A=8E 

?;03V=V2 C73>465=8E 7 ;>3V:>N @>1>B8 2V4?>2V4=>3> V=AB@C<5=BC, I> =0:;040є @O4 

6>@AB:8E >1<565=ь, 0 B0:>6 945 2@>7@V7 7 V45єN 28:>@8AB0==O 265 3>B>2>W 

AB0=40@B87>20=>W B5E=>;>3VW. 

� ?V4AC<:C, E>G0 NetFlow B0 IPFIX 70157?5GCNBьAO O:VA=5 B0 H8@>:5 

?@54AB02;5==O ?>B>:V2, >4=0: ?>B5=FV0; 4;O WE 28:>@8AB0==O 2 AD5@V :V15@157?5:8 

70;8H0єBьAO >1<565=8<. 
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#VA;O 0=0;V7C A?>@V4=5=8E @>1VB V=H8E 4>A;V4=8:V2 2 >1;0ABV, AB0є ?><VB=>, 

I> 2 1030Bь>E 7 =8E 4;O 284V;5==O ?>B>:V2 7 FV;;N :;0A8DV:0FVW <5@5652>3> B@0DV:C 

<>45;O<8 ,І 28:>@8AB>2CєBьAO CICFlowMeter V4.0 [21]. CICFlowMeter 4 F5 

V=AB@C<5=B 7 2V4:@8B8< 28EV4=8< :>4><, @>7@>1;5=89 �0=04Aь:8< І=AB8BCB>< 

�V15@157?5:8. �V= <>65 @5:>=AB@CN20B8 ?>B>:8 7 =01>@V2 ?0:5BV2 2 ?@54AB02;5=8E 

C D>@<V D09;V2 PCAP. �8EV4=V ?>B>:8 ?@54AB02;ONBьAO C D>@<0BV CSV V :>65= 

284V;5=89 ?>BV: <VAB8Bь 83 V=D>@<0FV9=8E ?>;O. �?5@H5 CICFlowMeter 1C2 

AB2>@5=89 4;O >1@>1:8 =01>@C 40=8E ISCX Botnet 2014 [20], =0 >A=>2V O:>3> 1C;> 

?@>2545=> G8<0;> 4>A;V465=ь 2 AD5@V 28O2;5==O 1>B=5BV2 HBCG=8< V=B5;5:B><. 

#>?C;O@=VABь A5@54 4>A;V4=8:V2 F59 V=AB@C<5=B 74>1C2 A0<5 G5@57 B5, I> 

>@83V=0;ь=V 02B>@8 ?@>5:BC20;8 9>3> ?5@H 70 2A5 7 <5B>N 0=0;V7C <5@56528E 40=8E 

=0 ?@54<5B 28O2;5==O 703@>7, 0 B><C 2V= <VAB8Bь =01V@ 0B@81CBV2 ?>B>:V2, =091V;ьH 

?@840B=8E 4;O Fь>3> 70240==O. !0 60;ь, F59 V=AB@C<5=B A?5FV0;V7CєBьAO ;8H5 =0 

>1@>1FV 40<?V2 265 7V1@0=8E <5@56528E 40=8E V =5 ?V4E>48Bь 4;O >1@>1:8 B@0DV:C 

>=;09=, I> =5>1EV4=> 4;O A8AB5< 28O2;5==O 703@>7 C @50;ь=><C G0AV. 

�2060NG8 =0 2A5 A:070=5, 2 @0<:0E FVєW @>1>B8 1C2 @>7@>1;5=89 2;0A=89 

V=AB@C<5=B 284V;5==O ?>B>:V2 7 <5@56528E 40=8E, 740B=89 DC=:FV>=C20B8 O: 2 

@568<V >D;09= B0: V >=;09=. !01V@ 0B@81CBV2 ?>B>:V2, O:89 2V= 284V;Oє, є AE>68< 

=0 2V4?>2V4=89 =01V@ 7 CICFlowMeter, 0;5 242VGV <5=H89 7 <V@:C20=ь 5D5:B82=>ABV. 

&0:>6, 2 5:A?5@8<5=B0;ь=V9 G0AB8=V Fь>3> 4>A;V465==O CICFlowMeter 

28:>@8AB>2CєBьAO 4;O >B@8<0==O 107>28E 5B0;>==8E 7=0G5=ь O:>ABV :;0A8DV:0FVW 

<5@56528E 40=8E. *V 7=0G5==O 1C4CBь :>@8A=V 4;O ?>@V2=O==O 5D5:B82=>ABV @>1>B8 

AB2>@5=>3> V=AB@C<5=BC 7 1V;ьH CAB0;5=8< VA=CNG8< @VH5==O<, 28:>@8AB0=8< 

V=H8<8 4>A;V4=8:0<8. 

2.6.   >6;82V @>7H8@5==O <=>68=8 >7=0: 

�8:>@8AB0==O AB0B8AB8G=8E E0@0:B5@8AB8: 4;O C7030;ь=5=>3> >?8AC 

<5@5652>3> ?>B>:C 40є 4>A8Bь 28A>:V ?>:07=8:8 28O2;5==O, I> 1C45 

?@>45<>=AB@>20=> 2 =0ABC?=8E @>74V;0E. "4=0:, 284V;5==O 9 V=H8E >7=0: ?>B>:V2, 

1V;ьH A?5F8DVG=8E 4;O 28O2;5==O 1>B=5BV2, <>65 7=0G=> ?>:@0I8B8 @57C;ьB0B8. 
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�0@B> 70C2068B8, I> 0=0;V7 =091V;ьH 7=0GCI8E >7=0: 265 =5 >48= @07 ?@>2>482AO 

@V7=8<8 02B>@0<8, 0;5 WE @5:><5=40FVW 7 Fь>3> ?@82>4C ACBBє2> 2V4@V7=ONBьAO.  

�8:>@8AB>2CNG8 :;0AB5@=89 B0 :>@5;OFV9=89 0=0;V7 =0 40=8E 7V1@0=8E 7 

@50;ь=8E 1>B=5BV2,  0@: �@5<, 2018 [56] 4V9H>2 28A=>2:C, I> >7=0:8, =02545=V 2 

&01;. 2.1, =091V;ьH5 A?@8ONBь CA?VH=><C 28O2;5==N WE 0:B82=>ABV. "A>1;82> 

7=0G=>N є V=D>@<0FVO ?@>B>:>;V2 ?@8:;04=>3> @V2=O L7 (DNS, HTTP, SMTP, IRC), 

O:0 BVA=> ?>29O70=0 7V A?>A>10<8 :><C=V:0FVW 1>BV2 7 F5=B@>< :><0=4 B0 :>=B@>;N 

(%&C). /A:@028< ?@8:;04>< є 2V4><V <5B>48 «Fast flux» [59] V «Algorithm Generation 

Domain» (DGA) [60], I> 28:>@8AB>2CNBь DNS-70?8B8 4;O 7=0E>465==O IP-04@5A8 

%&C ?@8 Fь><C C=8:0NG8 1;>:C20==O. �82G5==O >A>1;82>AB59 DC=:FV>=C20==O 

1>B=5BV2, H01;>=V2 WE <5@5652>3> B@0DV:C B0 ?@8B0<0==8E W< 52@8AB8:, <>65 

4>?><>3B8 >18@0B8 =01>@8 >7=0: 4;O =091V;ьH 5D5:B82=>3> 28O2;5==O. *5 A0<5 

B25@465==O 4V9A=5 V 4;O 28O2;5==O V=H8E B8?V2 <5@56528E 0B0:. 

 

 &01;8FO 2.1. !091V;ьH 7=0GCIV >7=0:8 4;O 28O2;5==O 1>B=5BV2 73V4=> 

7 @57C;ьB0B0<8 [56] 

!0720 ?>;O "?8A 

packetTotal  �030;ь=0 :V;ь:VABь ?5@540=8E ?0:5BV2 

flowEndMS   +0A>20 <VB:0 :V=FO ?>B>:C 

flowStartMS  +0A>20 <VB:0 ?>G0B:C ?>B>:C 

protocol  OSI ?@>B>:>; (TCP, UDP, ICMP V B.4.) 

initTCPFlag  #@0?>@FV, ?5@540=V ?V4 G0A 2AB0=>2;5==O TCP-

79є4=0==O 

tcpSeqNos  !><5@8 ?>A;V4>2=>ABV 2 TCP 79є4=0==OE 

ircTextMessage  &5:AB B0 :><0=48 C 28?04:C :><C=V:0FVW G5@57 

IRC 

httpGet  !0O2=VABь HTTP GET 70?8BC 

httpResponse  �>4 2V4?>2V4V HTTP 
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dnsARecord  ' ?>B>FV <VAB8BьAO @57>;NFVO 4><5=C 70?8A0 

B8?C «A» 

dnsSOARecord  ' ?>B>FV <VAB8BьAO @57>;NFVO 4><5=C 70?8A0 

B8?C «SOA» 

smtpHello  � ?>B>FV <VABOBьAO SMTP-:><0=48 «ELHO» 

G8 «HELO» 

sslName �5B0;V F5=B@C SSL-A5@B8DV:0FVW 

 

!0 60;ь, =5 2AV 7 ?5@5@0E>20=8E >7=0: <>6=0 28@0EC20B8 O:I> B@0DV: 

70H8D@>20=89 V :>;5:B>@ =5 7=0E>48BьAO 2 B>GFV B5@<V=0FVW TLS 79є4=0==O. /:I> 

79є4=0==O 70H8D@>20=5, B> D0:B8G=> =5<>6;82> 4V7=0B8AO  V=D>@<0FVN 

?@8:;04=>3> @V2=O (L7), O:->B HTTP <5B>4 G8 :>4, O: V B5:AB IRC ?>2V4><;5==O. � 

V=H>3> 1>:C, B0:V >7=0:8 O: «?>G0B:>20 ?>A;V4>2=VABь ?@0?>@FV2 ?@8 2AB0=>2;5==V 

79є4=0==O» B0 «=><5@8 TCP ?>A;V4>2=>AB59» <>6=0 284V;8B8 157 =5>1EV4=>ABV 

@>7H8D@C20==O :>@8A=>3> =020=B065==O ?0:5BV2. &0:>6 =5 A:;04=> 284V;8B8 V 

=0O2=VABь @57>;NFV9 DNS-70?8AV2 B8?C � B0 SOA 2 ?>B>:0E =0 >A=>2V UDP, 0465 2 

1V;ьH>ABV A8AB5< DNS 70?8B8 є 2V4:@8B8<8. 

2.7.  #>?5@54=є >?@0FN20==O 40=8E 
!0 Fь><C 5B0?V 265 <>6=0 ?@>25AB8 =02G0==O <>45;V :;0A8DV:0FVW =0 >A=>2V 

E0@0:B5@8AB8G=8E 0B@81CBV2 ?>B>:V2, ?V4@0E>20=8E =0 ?>?5@54=ь><C 5B0?V. "4=0: 

4;O >B@8<0==O ?@89=OB=8E @57C;ьB0BV2 =5>1EV4=> ?@>25AB8 4>40B:>2C ?>?5@54=N 

>1@>1:C 40=8E. 

#>-?5@H5, 206;82> ?@>25AB8 >G8AB:C 40=8E. !0 ?@0:B8FV G0A>2V <VB:8 ?0:5BV2 

=5 702648 2V4?>2V40NBь ?>@O4:C WE =04E>465==O B0 >1@>1:8, I> ?@872>48Bь 4> 

=5?@028;ь=>3> >1G8A;5==O 7=0G5=ь E0@0:B5@8AB8: (C @07V, O:I> F5 =5 1C;> 

?5@5410G5=> V=AB@C<5=B>< @5:>=AB@C:FVW ?>B>:V2). !0?@8:;04, ?VA;O >1@>1:8 

=01>@C 40=8E ISCX Botnet 2014 70 4>?><>3>N CICFlowMeter 4;O 45O:8E ?>B>:V2 

?52=V ?>;O, O:->B Flow Duration (FD<64?VEFь CBFB>G) B0 Inter-Arrival Time (K4E @V: 

CD<5GFFO@), <0;8 =530B82=V 7=0G5==O. &0:V ?>B>:8 1C;8 2V4:8=CBV O: =54V9A=V. 
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#>-4@C35, 25;8:C C203C =5>1EV4=> ?@84V;OB8 =>@<0;V70FVW B0 AB0=40@B870FVW 

40=8E. +5@57 ?@8@>4C >1@0=8E E0@0:B5@8AB8: WE 7=0G5==O <>6CBь 4C65 

2V4@V7=OB8AO 3 O: C ?>@V2=O==V 7 A0<8<8 A>1>N (C @V7=8E ?>B>:0E), B0: V >48= 7 >4=8< 

(2 @0<:0E >4=>3> ?>B>:C). !0?@8:;04, B@820;VABь ?>B>:C <>65 20@VN20B8AO 2V4 

:V;ь:>E <V;VA5:C=4 4> :V;ь:>E 3>48=. &0:0 =5>4=>@V4=VABь =530B82=> 2?;820є =0 

740B=VABь <>45;V =02G0B8AO. ->1 :><?5=AC20B8 F5, 40=V ?>B@V1=> =>@<0;V7C20B8. ' 

FV9 @>1>BV, 4;O :>6=>W G8A;>2>W E0@0:B5@8AB8:8 1C;> 28:>@8AB0=> <0AHB01C20==O 

<V6 <V=V<0;ь=8< B0 <0:A8<0;ь=8< (2.1), B><C WE :V=F52V 7=0G5==O 7=0E>4OBьAO 2 

4V0?07>=V 2V4 0 4> 1. 

 �Āāÿÿÿ�ÿþÿ = (�ÿ − �ÿÿĀÿ )/(�ÿ��ÿ − �ÿÿĀÿ ), (2.1) 

&0:>6 1C;0 7@>1;5=0 A?@>10 70AB>AC20==O 0;ьB5@=0B82=>3> <5B>4C =>@<0;V70FVW 

E0@0:B5@8AB8: G5@57 AB0=40@B870FVN 7=0G5=ь, H;OE>< 2V4=V<0==O A5@54=ь>3> B0 

4V;5==O @57C;ьB0BC =0 AB0=40@B=5 2V4E8;5==O. "4=0:, C :>=B5:ABV ?>AB02;5=>W 

7040GV, B0:89 ?V4EV4 ?>:0702 A515 3V@H5 V <>45;V =02G0;8Aь ?>2V;ь=VH5 C ?>@V2=O==V 

7 <0AHB01C20==O< >7=0: ?>B>:V2 <V6 <V=V<0;ь=8<8 B0 <0:A8<0;ь=8<8 7=0G5==O<8 

7=0945=8<8 C =02G0;ь=V9 281V@FV. &><C C 2AVE ?>40;ьH8E 5:A?5@8<5=B0E 4;O 

=>@<0;V70FVW 28:>@8AB>2C20;0AO A0<5 D>@<C;0 (2.1). 

2.8.  �;0A8DV:0FVO ?>B>:V2 <5@5652>3> B@0DV:C 
!093>;>2=VH>N B0 =091V;ьH A:;04=>N ;0=:>N A8AB5<8 28O2;5==O є 

48A:@8<V=0B>@. �>3> 7040G0 2V4@V7=8B8 728G09=89 B@0DV: 2V4 H:V4;82>3>. #V4 

«H:V4;828<» <0єBьAO =0 C207V 1C4ь-O:89 B@0DV:, O:89 0A>FV9>20=89 7 4VO<8 

7;>2<8A=8:0. � :>=B5:ABV 28O2;5==O 1>B=5BV2 B0 V=H>3> 7;>2<8A=>3> #�, O: 265 

1C;> 70C2065=>, 7040G0 72>48BьAO 4> :;0A8DV:0FVW <5@56528E ?>B>:V2. !0 28E>4V 

:;0A8DV:0B>@ ?>25@B0є 7=0G5==O 2V@>3V4=>ABV (B0:>6 2V4><0 O: «2?52=5=VABь») B>3>, 

I> 40=89 ?>BV: ?>@>465=89 7;>2<8A=>N ?@>3@0<>N. 

2.8.1. �;0A8DV:0FVO >:@5<8E ?>B>:V2 
ІA=Cє :V;ь:0 @V7=8E A?>A>1V2 4;O :;0A8DV:0FVW 70E>?;5=8E A;V4V2 <5@5652>W 

0:B82=>ABV. %0<8< ?@>AB8< V 2>4=>G0A 4>2>;V 5D5:B82=8< є :;0A8DV:0FVO >:@5<8E 
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<5@56528E ?>B>:V2. "A:V;ь:8 (?V4 G0A =02G0==O) :>65= ?>BV: 265 ?@><0@:>20=89 

O: H:V4;8289 01> 4>1@>O:VA=89, 25:B>@8 >7=0: ?>B>:V2 <>6=0 ?>4020B8 2 

:;0A8DV:0B>@ >48= 70 >4=8<, I>1 =0 >A=>2V 70:>4>20=8E C =8E 7=0G5=ь, 4V7=020B8AO, 

G8 є ?>BV: G0AB8=>N :><C=V:0FV9 1>B=5BC. 

 

 

$8A. 2.6. �;0A8DV:0FVO >:@5<>3> ?>B>:C. 

/:I> :>65= 25:B>@ ?>B>:C <VAB8Bь F >7=0:, @>7<V@=VABь 2EV4=8E 40=8E 

:;0A8DV:0B>@0 B0 @>7<V@=VABь ?>2=>W 2EV4=>W <0B@8FV ?V4 G0A =02G0==O 

4>@V2=N20B8<5 N×F, 45 N 4 :V;ь:VABь ?>B>:V2 C =02G0;ь=><C =01>@V. *59 <5B>4 

1C45 28:>@8AB>2C20B8AO O: 107>289 4;O ?>40;ьH8E ?>@V2=O=ь. � &01;8FV 2.2 

=02545=> @57C;ьB0B8 :;0A8DV:0FVW >:@5<8E ?>B>:V2 @V7=8<8 <>45;O<8. &0:>6 2 

B01;8FV =02545=> ?>@V2=O==O @57C;ьB0BV2 >B@8<0=8E 2 FV9 @>1>BV 7 ?>:07=8:0<8 

5D5:B82=>ABV =02545=8<8 02B>@0<8 2 V=H8E @>1>B0E 4;O 40=>3> =01>@C 40=8E 4;O 

0=0;>3VG=8E <>45;59.  

!091V;ьH ?@>4C:B82=8<8 ?@8 B0:><C ?V4E>4V 28O28;8Aь 3;81>:V =59@>==V 

<5@56V (DNN) 7 3 ?@8E>20=8<8 H0@0<8 16x16x16 (AUROC - 0,866). �;0A8DV:0B>@ 

"28?04:>289 ;VA" (Random Forest) ?>AV2 4@C35 <VAF5 (AUROC 3 0,848), 0 ;>3VAB8G=0 

@53@5AVO 3 B@5Bє (AUROC 3 0,778). 

 

&01;8FO 2.2. �D5:B82=VABь <>45;59 4;O V7>;ь>20=8E ?>B>:V2 (=01V@ ISCX 

Botnet 2014) 

$>1>B0 �81V@ >7=0:8  
B0 7<5=H5==O 
@>7<V@=>ABV 

�;0A8DV:0B>@ #>:07=8:8 
5D5:B82=>ABV 
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(=0 =57=09><8E 
40=8E) 

*O @>1>B0. PCA (16) (1 ?>BV:) �>3VAB8G=0 
@53@5AVO 

AUROC 0.804, 
&>G=VABь 0.78 

PCA (16) (1 ?>BV:) �5@52> 
?@89=OBBO 
@VH5=ь (3;818=0 
9) 

AUROC 0.844,  
&>G=VABь 0.833 

PCA (16) (1 ?>BV:) �8?04:>289 ;VA 
(3;818=0 9) 

AUROC 0.91,  
&>G=VABь 0.87 

(1 ?>BV:) �>3VAB8G=0 
@53@5AVO 

AUROC 0.778 
(0.799), 
&>G=VABь 0.648 
(0.722) 

(1 ?>BV:) �5@52> 
?@89=OBBO 
@VH5=ь (3;818=0 
9) 

AUROC 0.477,  
&>G=VABь 0.65 

(1 ?>BV:) �8?04:>289 ;VA 
(3;818=0 9) 

AUROC 0.848,  
&>G=VABь 0.798 

(1 ?>BV:) DNN (16x16x16) AUROC 0.866 
Arnaldo et 
al. [3] 

PCA (1 ?>BV:) �8?04:>289 ;VA AUROC 0.769 
(1 ?>BV:) �8?04:>289 ;VA AUROC 0.768 
PCA (28 79є4=0=8E 
?>B>:V2) + 
735=5@>20=V >7=0:8 

�8?04:>289 ;VA AUROC 0.811 

(1 ?>BV:) DNN AUROC 0.724 
Meshal 

Farhan et al. 

[45] 

MUTUAL (1 ?>BV:) �8?04:>289 ;VA &>G=VABь 0.81 

MUTUAL (1 ?>BV:) �>3VAB8G=0 

@53@5AVO 

&>G=VABь 0.748 

ANOVA (1 ?>BV:) �5@52> 

?@89=OBBO 

@VH5=ь 

&>G=VABь 0.73 

MUTUAL (1 ?>BV:) DNN &>G=VABь 0.736 
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#VA;O >B@8<0==O 5:A?5@8<5=B0;ь=8E @57C;ьB0BV2 O:>ABV @V7=8E <>45;59 ,І C 

28O2;5=V 1>B=5BV2, 1C;> 1 :>@8A=> C7030;ь=8B8 ?@8G8=8 CA?VEV2 G8 =5240G, 0 B0:>6 

284V;8B8 <>6;82V 28?04:8 WE 28:>@8AB0==O. 

' @>;V 107>2>3> :;0A8DV:0B>@0 4;O ?>@V2=O==O <>6=0 27OB8 ;>3VAB8G=C 

@53@5AVN. �024O:8 A2>W9 ?@>AB>BV FO <>45;ь H284:> =02G0єBьAO V <0є =09:@0IC 

?@>4C:B82=VABь ?@8 @>1>BV 2 @568<V @50;ь=>3> G0AC. �@V< B>3>, >B@8<0=V ?@8 

=02G0==V 203>2V :>5DVFVє=B8 <>6=0 4>40B:>2> V=B5@?@5BC20B8, I>1 7@>7C<VB8, O:V 

A0<5 >7=0:8 ?>B>:V2 @>1;OBь =091V;ьH89 2=5A>: C ?@>F5A ?@89=OBBO @VH5=ь. 

$57C;ьB0B>< :;0A8DV:0FVW ;>3VAB8G=>N @53@5AVєN є 7=0G5==O 2?52=5=>ABV 2 

4>AB>2V@=>ABV 3V?>B578 :;0A8DV:0FVW. $53C;OFVN 7=0G5==O ?>@>3C 2?52=5=>ABV <>6=0 

28:>@8AB>2C20B8 4;O 7<5=H5==O :V;ь:>ABV ?><8;:>28E A?@0Fь>2C20=ь C @07V 

=5>1EV4=>ABV. �>3VAB8G=C @53@5AVN <>6=0 28:>@8AB>2C20B8 4;O 45F5=B@0;V7>20=8E 

IDS, I> ?@0FNNBь 7 >1<565=>N є<=VABN @5AC@AV2. #V4 G0A 5:A?5@8<5=BV2 4;O 

:;0A8DV:0B>@0 ;>3VAB8G=>W @53@5AVW ?>:07=8: 5D5:B82=>ABV AUROC A:;02 0,778, 0 

B>G=VABь 28O2;5==O 3 0,78. *V 7=0G5==O 1C;8 ?>:@0I5=V H;OE>< 70AB>AC20==O min-

max <0AHB01C20==O 70 D>@<C;>N (2.1), 0 B0:>6 7<5=H5==O< @>7<V@=>ABV 2EV4=8E 

40=8E 70 4>?><>3>N <5B>4C 3>;>2=8E :><?>=5=B (Principal Componet Analysis, 

PCA) (482. ?>:07=8:8 2 &01;. 2.2). 

�5@520 @VH5=ь 28O28;8Aь >4=8< 7 =09:@0I8E :0=4840BV2 4;O A:;04=>W 

:;0A8DV:0FVW 0:B82=>ABV B0 28O2;5==O 703@>7. #@8G8=0 ?>;O30є 2 B><C, I> >7=0:8 

(E0@0:B5@8AB8:8) ?>4V9 <5@5652>W 0:B82=>ABV 702648 <0NBь ?52=5 A5<0=B8G=5 

7=0G5==O V >18@0NBьAO 107CNG8Aь =0 7=0==V ?@> 265 2V4><V <5B>48 B0 H01;>=8 0B0:. 

"Aь :V;ь:0 ?@8:;04V2 B0:8E >7=0: 4;O 28O2;5==O 1>B=5BV2 =0 >A=>2V <5@56528E 

?>B>:V2: «G8 1C2 C ?>B>FV 28:>@8AB0=89 ?@>B>:>; IRC?», «G8 1C;> 7@>1;5=> DNS-

70?8B8 B8?C A V A:V;ь:8 @07V2?», «O:0 :V;ь:VABь 2V4<>2 (B>1B> 1C;0 2V4ACB=O 

2V4?>2V4ь =0 ?@0?>@5Fь SYN) V G8 3@C1>3> @>7@82C (7CAB@V2AO ?@0?>@5Fь RST) 

2V41C;0AO ?V4 G0A TCP-7'є4=0==O?», «A:V;ь:8 40=8E 1C;> ?5@540=> 4> @>7@82C 

7'є4=0==O?», B>I>. �N48=0-5:A?5@B  28:>@8AB0;0 18 FN V=D>@<0FVN 4;O B>3>, I>1 

28=5AB8 AC465==O, 01> ?@8=09<=V, I>1 ?>7=0G8B8 ?>BV: 01> E>AB O: ?V4>7@V;V, O:I> 

O:VAь V7 F8E B0 V=H8E B25@465=ь 1C4CBь ?@02482V (G8 E81=V). �5@520 ?@89=OBBO 
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@VH5=ь 740B=V 02B><0B8G=> 1C4C20B8 «;0=FN6:8 <V@:C20=ь» =0 >A=>2V 282G5=8E 

01AB@0:B=8E C<>2, O:V <>6CBь 2V440;5=> 2V4>1@060B8 ?>A;V4>2=VABь ;N4Aь:8E 

AC465=ь (=0?@8:;04, O>MB X F4 Y VEF<AAB, FB, ;4 G@B6< Z & 4 VA4>L9&). &><C 

>GV:C20=>, I> F59 B8? :;0A8DV:0B>@0 4>1@5 ?>:0702 A515 2 @O4V @>1VB [45][61][62] C 

30;C7V 28O2;5==O. �5@520 ?@89=OBBO @VH5=ь, >4=0:, AB@0640NBь 2V4 ?5@5=02G0==O, 

I> є 7=0G=8< =54>;V:>< ?@8 28O2;5==V 2B>@3=5=ь, >A:V;ь:8 =02G0;ь=V =01>@8 4;O 

B0:>3> :;0AC 7040G G0AB> 70<0;V, 735=5@>20=V HBCG=> B0 <VABOBь >1<565=C :V;ь:VABь 

281V@>: B@0DV:C 1>B=5BV2 G8 0B0:. *5 1C;> ?@>45<>=AB@>20=> 2 5:A?5@8<5=B0;ь=V9 

G0AB8=V FVєW @>1>B8, :>;8 7=0G5==O AUROC 4;O :;0A8DV:0B>@0 45@52 ?@89=OBBO 

@VH5=ь 28O28;>Aь ;8H5 0,477 (157 28:>@8AB0==O <5B>4C 3>;>2=8E :><?>=5=BV2). 

�;O 28@VH5==O 73040=>W ?@>1;5<8 28:>@8AB>2CєBьAO <>45;ь "28?04:>2>3> 

;VAC" (Random Forest). �8?04:>2V ;VA8 <0NBь 7=0G=> <5=HC 48A?5@AVN, FV=>N 

=86G>W B>G=>ABV B0 1V;ьH>W A8AB5<=>W ?>E81:8. *8B0B0 Hastie et al. [63]: «F4> O> 

[6<C48>B6<= ?VE] є VA64DV4AFA<@ MB8B @4ELF45G64AAO F4 VAL<I C9D9F6BD9Aь 

;A4K9Aь B;A4>, 6VA EFV=><= 8B 6>?NK9AAO A9D9?964AFA<I B;A4> V GF6BDNє @B89?V, O>V 

?97>B C9D96VDOF<. �BA< [6<C48>B6V ?VE<], B8A4>, @9AL FBKAV». �8?04:>2V ;VA8 

70A=>20=V =0 B5E=VFV :;0A8DV:0FVW 45@52 ?@89=OBBO @VH5=ь, 0;5 70<VABь 

28:>@8AB0==O є48=>3> 45@520, O:5 2@07;825 4> HC<V2 B0 AE8;ь=5 4> ?5@5=02G0==O, 

2 =8E 28:>@8AB>2CєBьAO 3@C?0 (0=A0<1;ь) 45@52. #V4 G0A =02G0==O 4;O :>6=>3> 

45@520 70AB>A>2CNBьAO 281V@:8 V7 ?V4<V=0<8, >B@8<0=V 7 @V2=><V@=>3> 28?04:>2>3> 

@>7?>4V;C. �;O @VH5==O 7040GV @53@5AVW ?V4@0E>2CєBьAO A5@54=V9 @57C;ьB0B 

?5@5410G5==O :>6=>3> >:@5<>3> 45@520. ' 28?04:C 7040GV :;0A8DV:0FVW 

28:>@8AB>2CєBьAO «3>;>AC20==O» (281V@ :;0AC 1V;ьH>ABV). &0:89 ?V4EV4 =040є 

:;0A8DV:0B>@C 28?04:>2>3> ;VAC 7=0G=C ?5@5203C =04 45@52>< ?@89=OBBO @VH5=ь 

(AUROC = 0,848 B0 AUROC = 0,91 ?@8 70AB>AC20==V PCA). *5 >A>1;82> 206;82> 

?@8 28O2;5==V <5@56528E 0B0:, 0465 є 4C65 <0;> 7030;ь=>4>ABC?=8E @>7<VG5=8E 

=01>@V2 40=8E (40B0A5BV2) 4;O =02G0==O, 0 BV, O:V =040NBьAO, G0ABVH5 70 2A5 є 

=54>AB0B=ь> @5?@575=B0B82=8<8, I> AB028Bь ?@>1;5<C ?5@5=02G0==O <>45;59 I5 

1V;ьH 3>AB@>. 
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2.8.2. �;0A8DV:0FVO 3@C? ?>B>:V2 
"4=>3> V7>;ь>20=>3> ?>B>:C G0AB> =54>AB0B=ь> 4;O 2V4B2>@5==O ?>2=>W 

:0@B8=8 <5@5652>W 0B0:8. &><C <5B>40< :;0A8DV:0FVW є48=>3> ?>B>:C <>65 1CB8 

A:;04=> 28O28B8 2B>@3=5==O, @>7BO3=CB5 2 G0AV, >A>1;82> O:I> :><C=V:0FVO 

?@>F5AV2 @>74V;5=0 =0 :V;ь:0 <5@56528E ?>B>:V2. �@V< B>3>, O: 70C206C20;>Aь 2 

AC<VA=8E @>1>B0E =0 FN B5<C, V=>4V, 4;O 28O2;5==O 70@065==O E>AB0 1>B=5B>< 

=5>1EV4=> 1@0B8 4> C2038 >1<V= 40=8<8 7 1030Bь<0 @V7=8<8 2V440;5=8<8 E>AB0<8, 

B>4V O: V=482V4C0;ь=89 ?>BV: =02<8A=5 V7>;Nє :><C=V:0FVN ;8H5 42>E 2V440;5=8E 

?@>F5AV2. �8E>4OG8 7 F8E <V@:C20=ь, 4>FV;ь=> :;0A8DV:C20B8 ?>B>:8 C :>=B5:ABV WE 

>B>G5==O, V=H8<8 A;>20<8 2@0E>2CNG8 WE 2V4=>H5==O >4=5 4> >4=>3>. 

"4=8< V7 20@V0=BV2 B0:>3> :>=B5:ABC0;ь=>3> 0=0;V7C є ;>3VG=5 3@C?C20==O 

?>B>:V2 70 >4=8< G8 :V;ь:><0 :0B53>@V0;ь=8<8 0B@81CB0<8 B0 ?>1C4>20 =>28E 

25:B>@V2 >7=0:, O:V >?8ACNBь 2AN 3@C?C. І=H8< 20@V0=B>< є ?@54AB02;5==O B0:8E 

=01>@V2 ?>B>:V2 C D>@<V G0A>28E @O4V2, V 0=0;V7C :>6=>3> =>2>3> ?>B>:C 2 :>=B5:ABV 

?>?5@54=VE. �;O 4>AO3=5==O Fь>3> =5>1EV4=> 2@0E>2C20B8 G0A>2V @0<:8 :>6=>3> 

?>B>:C 3 2AV ?>B>:8 2V4A>@B>2CNBьAO =0 107V G0A>28E <VB>: WE ?>G0B:C, V B0:8< 

G8=>< V7 >:@5<8E ?>B>:V2 CB2>@NNBьAO G0A>2V @O48 (482. $8A. 2.6). #VA;O Fь>3> 

<>6=0 28:>@8AB>2C20B8 @V7=V <5B>48 4;O >1@>1:8 B0:8E @O4V2.  

 

$8A. 2.6. "@30=V70FVO ?>B>:V2 2 <5@565289 @O4 7 3@C?C20==O< =0 >A=>2V IP-

04@5A8 

#>B>:8 <>6=0 @>74V;8B8 =0 3@C?8 70 DV:A>20=8<8 G0A>28<8 V=B5@20;0<8 01> 

6 =0 3@C?8 7 >4=0:>2>N :V;ь:VABN ?>B>:V2 C :>6=V9. #V7=VH5 FV 3@C?8 >19є4=CNBьAO 
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2 >48= 25:B>@, O:89 ?5@540єBьAO C :;0A8DV:0B>@. �@C?C20==O =572'O7=8E <V6 A>1>N 

?>B>:V2, >4=0:, <>65 4020B8 =5GVB:V @57C;ьB0BV2. &><C, >:@V< 3@C?C20==O ;8H5 =0 

>A=>2V WE ?>A;V4>2=>ABV C G0AV, 4>FV;ь=> B0:>6 >19є4=C20B8 ?>B>:8 =0 >A=>2V WE=VE 

2=CB@VH=VE E0@0:B5@8AB8:, B0:8E O: ?0@0 IP-04@5A 465@5;>-?C=:B ?@87=0G5==O, 

?>@BV2 B0 ?@>B>:>;V2. "A:V;ь:8 ?>@B V ?@>B>:>; 729O7:C 7;>2<8A=8: <>65 7<V=N20B8 

4>A8Bь @53C;O@=>, B> I>1 >E>?8B8 ?>2=89 ?@>F5A :><C=V:0FV9 <V6 1>B>< B0 C&C, 

<5@5652V ?>B>:8 =09:@0I5 3@C?C20B8 70 IP-04@5A0<8. �@V< B>3>, :;0A8DV:0FVO 

?@>2>48BьAO 4;O 2AVєW 3@C?8 ?>B>:V2, 0 =5 ;8H5 4;O >:@5<>3> (V7>;ь>20=>3>) ?>B>:C, 

?@8 Fь><C 3@C?0 @>73;O40єBьAO O: G0A>289 @O4. "1'є4=02H8 FV 420 ?V4E>48, <8 

<>65<> @>18B8 28A=>2:8 ?@> E0@0:B5@ 2AVєW :><C=V:0FVW, >A:V;ь:8 1C45 2@0E>20=> 

AB0= :>6=>3> ?>B>:C O: C G0AV, B0: V 2 ?@>AB>@V ?>4V9. ' Fь><C 28?04:C :;0A8DV:0B>@ 

?@89<0є 2EV4=V 40=V O: <0B@8FN M×F, 45 F 4 :V;ь:VABь >7=0:, 0 M 4 @>7<V@ 3@C?8 

?>B>:V2. �EV4=89 =02G0;ь=89 B5=7>@ K×M×F, 45 K 4 F5 :V;ь:VABь 3@C?.  

�;O :;0A8DV:0FVW G0A>28E @O4V2 70728G09 28:>@8AB>2CNBьAO 73>@B:>2V 

=59@>==V <5@56V 7 B5<?>@0;ь=8<8 73>@B:0<8 B0 @5:C@5=B=V =59@>==V <5@56V. 

!0?@8:;04, B0:89 ?V4EV4 1C2 28:>@8AB0=89 Arnaldo et al. C 2017 @. [3], 45 >?8A0=> 

9>3> 70AB>AC20==O 4;O 40=8E >B@8<0=8E 7 6C@=0;V2 ?>4V9 (VAB>@VW 79є4=0=ь), 0 B0:>6 

4;O 40=8E <5@56528E ?>B>:V2, >B@8<0=8E 7 40B0A5BC ISCX Botnet 2014. ' WE=ь><C 

28?04:C, >4=0:, F5 =5 ?@8=5A;> ACBBє28E @57C;ьB0BV2: O:VABь :;0A8DV:0FVW 1C;0 

3V@H>N, =V6 C 28?04:C 0=0;V7C V=482V4C0;ь=8E ?>B>:V2. )>G0 W< B0:8 240;>AO B@>E8 

?>:@0I8B8 @57C;ьB0B (=0 5,6%) ?VA;O 4>?>2=5==O ?>G0B:>2>3> =01>@C >7=0: 

4>40B:>2> 735=5@>20=8<8. 

' E>4V FVєW @>1>B8 28:>@8AB0=> ?>4V1=89 ?V4EV4, 0;5 7 45O:8<8 <>48DV:0FVO<8 

B0 ?>:@0I5==O<8. #>-?5@H5, 107>289 =01V@ >7=0: 4;O :>6=>3> ?>B>:C 1C2 

@>7H8@5=89 7 23 4> 72, I> @>18Bь 2EV4=V 40=V 1V;ьH @5?@575=B0B82=8<8. #>-4@C35, 

3@C?C20==O 1C;> ?@>2545=> ;8H5 =0 >A=>2V IP-04@5A8 465@5;0 ?>B>:C. *5 7@>1;5=> 

7 <5B>N 287=0G5==O V=DV:>20=>3> E>AB0, O:89 =04A8;0є 70?8B8 =0 @V7=V 2V440;5=V IP-

04@5A8, =0<030NG8Aь 7=09B8 4>ABC?=C 7 <5B>N 7=0E>465==O C&C 01> 6 4;O 

?>40;ьH>3> @>7?>2AN465==O 70@065==O. %?@>18 ?>HC:C B0 2AB0=>2;5==O 

7'є4=0==O 7 F5=B@>< :><0=4C20==O B0 :>=B@>;N ?@8B0<0==V 4;O 2AVE 1>B=5BV2, B><C 



75 
 

B0:5 @VH5==O є 28?@0240=8<. "AB0==O 2V4<V==VABь C B><C, I> 2 <5B>4V 

28:>@8AB0=><C Arnaldo et al. [3] ?@8 @>73;O4V 3@C? 7 1V;ьH =V6 >4=8< ?>B>:>< (N = 

7, 14, 28) 2V4:840;8AO 3@C?8, I> <VABOBь <5=H5 =V6 N ?>B>:V2, 0 B><C 4;O @V7=8E 

28?04:V2 2>=8 B@5=C20;8 B0 28:>@8AB>2C20;8 @V7=V <>45;V :;0A8DV:0B>@V2. ' @0<:0E 

FVєW @>1>B8, =0 ?@>B8203C, 1C;> >1@0=> @>7<V@ AB0B8G=>W 3@C?8 (N = 10), V 4;O 2AVE 

3@C?, 7 <5=H>N :V;ь:VABN 5;5<5=BV2, 2EV4=89 B5=7>@ 1C2 4>?>2=5=89 =C;O<8, I> є 

7030;ь=>?@89=OB>N ?@0:B8:>N ?@8 28:>@8AB0==V 73>@B>: =0 3@C?0E 40=8E 

=5>4=>@V4=>W @>7<V@=>ABV. $07>< 7 <5B>40<8 ?>?5@54=ь>W >1@>1:8 B0 DV;ьB@0FVW, 

>?8A0=8<8 2 <8=C;8E @>74V;0E, 28:>@8AB0==O 73>@B:>2>W =59@>==>W <5@56V 

(Convolutional Neural Network, CNN) 4;O :;0A8DV:0FVW G0A>28E @O4V2 40;> 7=0G=> 

:@0IV @57C;ьB0B8 C ?>@V2=O==V 7 107>2>N :;0A8DV:0FVєN >:@5<8E ?>B>:V2 

728G09=>N =59@>==>N <5@565N. #>:07=8:8 AUROC 7@>A;8 =0 6% (4> 0,918), I> 

A2V4G8Bь ?@> 5D5:B82=VABь @>73;O4C >4@07C :V;ь:>E 72'O70=8E ?>B>:V2 7 2@0EC20==O< 

WE ?>@O4:C. �0AB>A>20=0 CNN <>45;ь <VAB8;0 2 73>@B:>2V H0@8 V 2 >4=>28<V@=8E 

H0@8 ABO3C20==O. #5@H89 73>@B:>289 H0@ <02 @>7<V@ O4@0 3 7 32 DV;ьB@0<8, 4@C389 

4 @>7<V@ O4@0 2 7 16 DV;ьB@0<8. *59 ?V4EV4, >4=0:, <0є A5@9>7=89 =54>;V:: 9>3> 

=5?@0:B8G=> 28:>@8AB>2C20B8 4;O :;0A8DV:0FVW 2 @50;ь=><C G0AV, >A:V;ь:8 2V=, 

28<030є 0=0;V7C 2AVE ?>B>:V2 3@C?8 @07><.  >45;ь CNN 28:>=Cє A:;59:C (73>@B:C) 

:V;ь:>E 7=0G5=ь >7=0: G8 ?>4V9 C є48=5 7=0G5==O 28I>3> @V2=O. &0:C 73>@B:C <>6=0 

7@>18B8 70 7=0G5==O<8 >4=VєW 9 BVєW 6 >7=0:8, O:0 7<V=NNBьAO 2 G0AV. &0:0 

>4=>28<V@=0 "A:;59:0" =07820єBьAO B5<?>@0;ь=>N 73>@B:>N. �>=0 4>72>;Oє 

>?8A0B8 G0A>2C <V=;82VABь >7=0:8 7 :V;ь:>E ?>29O70=8E <5@56528E ?>B>:V2. /: 1C;> 

?>:070=>, F5 70157?5GCє 1V;ьHC 5D5:B82=VABь 28O2;5==O. "4=0: =54>;V:>< CNN 

<>45;V є B5, I> 2>=0 ?@0FNє 7 3@C?0<8 ?>4V9 DV:A>20=>3> @>7<V@C. &0:8< G8=><, 

I>1 >B@8<0B8 :V=F5289 @57C;ьB0B ?@>3=>7C, =5>1EV4=> <0B8 25Aь ;0=FN6>: 

?>B>:V2, I> @>18Bь WE =5?@840B=8<8 4;O 28O2;5==O 2B>@3=5=ь =0682>, 0;5 4C65 

:>@8A=8<8 4;O 0=0;V7C VAB>@8G=8E 40=8E. 
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$8A. 2.7. �;0A8DV:0FVO G0A>2>3> @O4C ?>B>:V2 73>@B:>2>N <5@565N 

І=H89 H8@>:> 2V4><89 ?V4EV4 4> 0=0;V7C G0A>28E @O4V2 70A=>20=89 =0 >1@>1FV 

?>4V9 ?> G5@7V C ?>@O4:C WE 28=8:=5==O, 0;5 7 C@0EC20==O< ?>?5@54=VE ?>4V9 =0 

:>6=><C =0ABC?=><C :@>FV. �;O Fь>3> A?>G0B:C 35=5@CєBьAO 25:B>@ «VAB>@8G=8E 

7=0G5=ь >7=0:» G5@57 70AB>AC20==O <>45;V 4> ?>4VW ?>?5@54=ь>3> G0A>2>3> :@>:C (C 

=0H><C 28?04:C G5@57 70AB>AC20==O 4> ?>?5@54=ь>3> ?>B>:C 2 3@C?V). *59 25:B>@ 

?@54AB02;OB8<5 VAB>@8G=89 :>=B5:AB 4;O ?>B>:C, I> 0=0;V7CєBьAO =0 40=><C :@>FV. 

#>BV< VAB>@8G=V >7=0:8 :><1V=CNBьAO 7V 7=0G5==O<8 >7=0: ?>B>G=>3> 5:75<?;O@0 V 

>B@8<0=89 25:B>@ ?5@540єBьAO :;0A8DV:0B>@C, O:89 265 @>18Bь 28A=>2>: =0 >A=>2V 

CAVE >7=0: @07><. �EV4=V 40=V :;0A8DV:0B>@0 <>6=0 >?8A0B8 O: (2.2). 

 þÿ = þ/ÿĀāāÿÿý�þ ∪  þýĂÿÿÿĀā = (�1/ , … , �|�/ÿĀāĀÿÿ���|/ , �1ý , … , �|��Ăÿÿ�ÿā|ý ) (2.2) 

45 þýĂÿÿÿĀā - 25:B>@ >7=0: ?>B>G=>3> 5:75<?;O@0, B0 þ/ÿĀāāÿÿý�þ =ý(⋃ýĂÿÿÿĀā−1ý þý) 3 25:B>@ VAB>@8G=8E >7=0:, O:89, 4;O 7<5=H5==O :V;ь:>ABV 

?V4@0EC=:V2, <>6=0 ?>40B8 O: (3). 

 þ/ÿĀāāÿÿý�þ = ý(⋃ýĂÿÿÿĀā−1ý þý) = ý(þ/ÿĀāāÿÿý�þ−1 ∪ þýĂÿÿÿĀā−1) (2.3) 

&0:89 ?V4EV4 <>65 1CB8 @50;V7>20=89 70 4>?><>3>N @5:C@5=B=>W =59@>==>W 

<5@56V (Recurrent Neural Network, RNN), ?5@52030 O:>W ?>;O30є 2 B><C, I> A5@VO 

25:B>@V2 >7=0: >1@>1;NєBьAO 5;5<5=B 70 5;5<5=B><. �@C?8 ?>B>:V2 >1@>1;ONBьAO 

?>A;V4>2=>. #V4EV4 2V4AB56Cє 70;56=>ABV <V6 ?>4VO<8 A5@VW V @5:C@5=B=> ?5@540є 

7=0G5==O, >B@8<0=V =0 ?>?5@54=ь><C :@>FV (VAB>@8G=V >7=0:8), =0 2EV4 

:;0A8DV:0B>@0 2 40=><C :@>FV. І=H8<8 A;>20<8, B0:V :;0A8DV:0B>@8 <>6CBь 

«70?0<9OB>2C20B8» ?>?5@54=V AB0=8 B0 2@0E>2C20B8 F59 4>A2V4 ?V4 G0A 28:>=0==O 

<091CB=VE :;0A8DV:0FV9. ' FV9 @>1>BV 2 O:>ABV RNN 1C;0 28:>@8AB0=0 0@EVB5:BC@0 
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«4>23>W :>@>B:>G0A=>W ?0<9OBV» (Long Short-Term Memory, LSTM), O:0 є 1V;ьH 

ABV9:>N 4> ?@>1;5<8 7=8:0NG8E 3@04Vє=BV2 ?>@V2=O=> 7V 728G09=>N RNN. 

#>:07=8:8 AUROC 4>AO3;8 7=0G5==O 0,907, I> =0 2,37% :@0I5 70 728G09=89 0=0;V7 

>:@5<8E ?>B>:V2, 0;5 2A5 6 3V@H5 70 CNN.  >45;V LSTM <>6CBь ?@89<0B8 

?>A;V4>2=>ABV 4>2V;ь=>W 4>268=8, 2840NG8 @57C;ьB0B :;0A8DV:0FVW 4;O :>6=>3> 

=>2>3> ?>B>:C. &>G=VABь 28O2;5==O A?>G0B:C <>65 1CB8 =87ь:>N, 0;5 ?>ABC?>2> 

?V428ICєBьAO, >A:V;ь:8 <>45;ь >B@8<Cє 2A5 1V;ьH5 V 1V;ьH5 VAB>@8G=>3> :>=B5:ABC. 

#>:07=8:8 AUROC ?@8 :;0A8DV:0FVW 3@C? ?>B>:V2, 0 B0:>6 WE ?>@V2=O==O 7 V=H>N 

@>1>B>N, 45 70AB>A>2C202AO AE>689 ?V4EV4, =02545=> 2 &01;8FV 2.3.  

 

&01;8FO 2.3. �D5:B82=VABь <>45;59 4;O ?>B>:V2 ?@54AB02;5=8E O: G0A>2V @O48 

(=01V@ ISCX Botnet 2014) 

 

$>1>B0  5B>4 3@C?C20==O 
?>B>:V2 

�;0A8DV:0B>@ #>:07=8:8 
5D5:B82=>ABV 
(=0 =57=09><8E 
40=8E) 

*O @>1>B0. �@C?C20==O 70 IP 
465@5;0  
(10 ?>B>:V2) 

CNN (2 73>@B:8 + 
ABO6:0) 

AUROC 0.918 

�@C?C20==O 70 IP 
465@5;0  
(10 ?>B>:V2) 

LSTM (100 
:><V@>:) 

AUROC 0.908 

Arnaldo et 
al. [3] 

�@C?C20==O 70 IP 
465@5;0 B0 
?@87=0G5==O (7 
?>B>:V2) 

CNN AUROC 0.644 

�@C?C20==O 70 IP 
465@5;0 B0 
?@87=0G5==O (14 
?>B>:V2) 

CNN AUROC 0.633 

�@C?C20==O 70 IP 
465@5;0 B0 
?@87=0G5==O (7 
?>B>:V2) 

LSTM AUROC 0.624 

�@C?C20==O 70 IP 
465@5;0 B0 

LSTM AUROC 0.744 
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?@87=0G5==O (14 
?>B>:V2) 

 

2.9.  $>7@>1:0 A8AB5<8 0=0;V7C <5@5652>3> B@0DV:C «NetWatcher» 
NetWatcher 3 F5 1030B>FV;ь>289 0=0;V70B>@ <5@5652>3> B@0DV:C, @>7@>1;5=89 

2 @0<:0E Fь>3> 48A5@B0FV9=>3> 4>A;V465==O. #5@H>G5@3>2>N DC=:FVєN 

NetWatcher є <>=VB>@8=3 <5@56528E 40=8E B0 28O2;5==O 2 =8E A;V4V2 B@0DV:C 

?>@>465=>3> 7;>2<8A=8< #�. &0:8< G8=><, NetWatcher 28:>=Cє @>;ь NIDS 

(Network Intrusion Detection System). "4=VєN 7 >A>1;82>AB59 FVєW @>7@>1:8 є 

740B=VABь DC=:FV>=C20B8 O: 2 @568<V >=;09=, ?5@5E>?;NNG8 40=V 7 :>=:@5B=>3> 

<5@5652>3> V=B5@D59AC E>AB0, =0 O:><C 2>=0 @>7B0H>20=0, B0: V 2 @568<V >D;09=, 

0=0;V7CNG8 PCAP 40<?8 ?0:5BV2 265 7V1@0=8E VAB>@8G=8E 40=8E. 

   

$8A. 2.8. �><?>=5=B8 A8AB5<8 NetWatcher 

#@>F5A 0=0;V7C 40=8E 2 NetWatcher є 0A8=E@>==8<, 0 A0<0 ?@>3@0<0 1030B>-

?>B>G=0. $>74V;5==O @5AC@A>є<=8E >?5@0FV9 B0 >?5@0FV9 22>4C/282>4C =0 >:@5<V 

28:>=02GV ?>B>:8 є AB0=40@B=>N ?@0:B8:>N 4;O ?>;V?H5==O >?B8<V70FVW B0 

C=8:=5==O <>6;82>W 2B@0B8 40=8E, O:V =04E>4OBь C @50;ь=><C G0AV. � Fь><C 

:>=B5:ABV ?V4 A;>2>< «?>BV:» <0єBьAO =0 C207V «thread» (?>BV: 28:>=0==O), 0 =5 

«flow» (<5@565289 ?>BV:). �;O C=8:=5==O :>=D;V:BV2 B5@<V=V2 40;V, 28:>=02GV 

?>B>:8 1C45< =07820B8 «?@>F5A0<8». 
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� NetWatcher ?5@H89 ?@>3@0<=89 ?@>F5A 709<0єBьAO «A=VDV=3><» 

(?5@5E>?;5==O<) ?0:5BV2 7 <5@5652>3> V=B5@D59AC A:;040NG8 WE 2 G5@3C, 7 

2V4?>2V4=8<8 5;5<5=B0<8 70157?5G5==O <V6?>B>:>2>W 270є<>4VW. �@C389 ?@>F5A 

7018@0є ?0:5B8 7 G5@38 B0 ?@>2>48Bь «?0@A8=3» (@>71V@) 70 4>?><>3>N 1V1;V>B5:8 

Scapy [64], 284V;ONG8 V=D>@<0FVN 7 703>;>2:V2 @V2=V 2-7 OSI <>45;V B0 

?5@5B2>@NNG8 WE 2 Python->19є:B8. &0:>6, 40=89 ?@>F5A ?@>2>48Bь A0=VB870FVN 

?0:5BC, 2840;ONG8 :>@8A=5 =020=B065==O V 70;8H0NG8 ;8H5 V=D>@<0FVN ?@> 9>3> 

@>7<V@. � <091CB=ь><C ?@8 @>7H8@5==V =01>@C >7=0:, FN ;>3V:C <>6=0 7<V=8B8, 9 

?>?5@54=ь> 284V;OB8 7 :>@8A=>3> =020=B065==O 4>40B:>2C V=D>@<0FVN. "?8A0=5 

@>74V;5==O =0 >:@5<V 28:>=02GV ?@>F5A8, >1C<>2;5=> B8<, I> ?@>F54C@0 @>71>@C 

?0:5BC 2 Scapy 28O28;0Aь 4>A8Bь @5AC@A>є<:>N V 709<0є 7=0G=C G0AB8=C G0AC 

>1@>1:8 B@0DV:C.  

$5:>=AB@C:FVO ?>B>:V2 ?@>2>48BьAO 70 ;>3V:>N >?8A0=>N 2 ?>?5@54=VE 

?V4@>74V;0E, 70 I> B0:>6 2V4?>2V40є >:@5<89 (B@5BV9) ?@>F5A. *59 ?@>F5A >B@8<Cє 

?0:5B8 7 G5@38 2V4 ?>?5@54=ь>3> B0 7=0E>48Bь 0:B82=V <5@5652V ?>B>:8, O:V <>6=0 

0A>FVN20B8 7 40=8< ?0:5B><. /:I> B0:V ?>B>:8 2V4ACB=V, B> AB2>@NєBьAO =>289 

?>BV:. /:I> ?0:5B <VAB8Bь TCP ?@0?>@FV FIN 01> RST, B> 0A>FV9>20=89 0:B82=89 

?>BV: ?5@52>48BьAO 2 AB0= 7025@H5==O. І=>4V 1C20є B0:, I> ?@8 7025@H5==V TCP 

79є4=0==O <>6=0 A?>AB5@V30B8 ?>2B>@=C ?5@540GC ?0:5BV2 3 2 :>=B5:ABV 28O2;5==O 

7;>2<8A=>3> #� B0:0 V=D>@<0FVO B0:>6 є :>@8A=>N. �;O ?>@V2=O==O, CIC-

FlowMeter ?@>?CA:0є B0:V 28?04:8 V ?VA;O >B@8<0==O є48=>3> ?0:5BC 7 RST, 01> 6 

42>E ?0:5BV2 7 FIN ?@0?>@F5< >4@07C 7025@HCє ?>BV:. *5 A?@8G8=Oє ?>O2C 

«703C1;5=8E» ?0:5BV2, =5 2V4=5A5=8E 4> ?>B>:C, O:><C 2>=8 =0A?@024V =0;560Bь. 

":@V< 2B@0B8 V=D>@<0FVW, F5 B0:>6 ?>@>46Cє 4>40B:>2V «A<VBBє2V» ?>B>:8 4;O 

703C1;5=8E ?0:5BV2, I> =530B82=> 2V4>1@06CєBьAO =0 O:>ABV @57C;ьBCNG8E 40=8E 2 

FV;><C. �;O C=8:=5==O B0:8E A8BC0FV9, NetWatcher 40є :>6=><C TCP ?>B>:C 

4>40B:>289 G0A =0 7025@H5==O (3 A5:C=48 70 70<>2GC20==O<). �AV =>2V ?0:5B8 

0A>FV9>20=V 7 ?>B>:>< C AB0=V 7025@H5==O 2A5 >4=> 4>40NBьAO C ?>BV: ?>:8 =5 

A?;8=5 7040=89 G0A. �8:;NG5==O AB0=>2;OBь ?0:5B8 7 SYN ?@0?>@F5<, 0465 

>B@8<0==O B0:>3> ?0:5BC >4@07C ?VA;O 7025@HCNG>W ?>A;V4>2=>ABV ?@0?>@FV2 
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>7=0G0є A?@>1C ?5@52AB0=>2;5==O 79є4=0==O >4=VєN 7V AB>@V=. � Fь><C 28?04:C 

AB0@89 ?>BV: 7025@HCєBьAO >4@07C V 70<VABь =ь>3> AB2>@NєBьAO =>289. -5 >4=VєN 

2V4<V==VABN 2V4 CIC-FlowMeter є 22545==O 4>40B:>2>W (G5B25@B>W) C<>28 725@H5==O 

?>B>:C «70 B09<-0CB>< ?@>AB>N», O:0 1C;0 >?8A0=0 2 ?>?5@54=VE ?V4@>74V;0E. CIC-

FlowMeter ?V4B@8<Cє ;8H5 7025@H5==O ?>B>:C 70 ?>A;V4>2=VABN TCP ?@0?>@FV2 B0 

70 G0A>< AC<0@=>W B@820;>ABV ?>B>:C. 

#VA;O >AB0B>G=>3> 7025@H5==O ?>B>:C NetWatcher ?@>2>48Bь ?V4@0EC=>: 

E0@0:B5@8AB8G=8E 0B@81CBV2, =0 >A=>2V O:8E 40;V 74V9A=NєBьAO :;0A8DV:0FVO. 

#>2=89 ?5@5;V: =072 B0 >?8A8 2AVE 0B@81CBV2, O:V 284V;Oє F59 V=AB@C<5=B, =02545=> 

2 �>40B:C �.  

NetWatcher <>65 ?@0FN20B8 2 42>E @568<0E: «A?>AB5@V30G» (observer) B0 

«45B5:B>@» (detector). ' @568<V A?>AB5@V30G0 ?@>F5A 0=0;V7C <5@56528E 40=8E 

7025@HCєBьAO =0 5B0?V @5:>=AB@C:FVW ?>B>:V2. $57C;ьBCNG89 =01V@ 715@V30єBьAO =0 

48A: C D>@<0BV Apache Parquet [65], I> @>18Bь 9>3> ;53:>4>ABC?=8< 4;O 

?>40;ьH>3> 4>A;V465==O B0 0=0;V7C V=H8<8 V=AB@C<5=B0<8. � @568<V 45B5:B>@0 

NetWatcher DC=:FV>=Cє O: A8AB5<0 28O2;5==O <5@56528E 703@>7 V 70<VABь 

715@565==O ?>B>:V2 74V9A=Nє WE :;0A8DV:0FVN 70740;53V4ь =02G5=>N V=B53@>20=>N 

<>45;;N ,І. $57C;ьB0B8 :;0A8DV:0FVW 70?8ACNBьAO 2 A?5FV0;ь=89 6C@=0; ?>4V9 

@07>< 7 4>40B:>2>N :>@8A=>N V=D>@<0FVєN ?@> :>65= ?>BV: (IP-04@5A8, ?>@B8, 

?@>B>:>;, G0A V B.4.). 

 

$8A. 2.9. #@8:;04 70?8AV2 C 6C@=0;V ?>4V9 NetWatcher 

� ?V4AC<:C, AB0=40@B=89 F8:; 28:>@8AB0==O NetWatcher <>6=0 >?8A0B8 2 

:V;ь:0 5B0?V2. %?>G0B:C, 2 ;01>@0B>@=8E C<>20E ?@>2>48BьAO 284V;5==O ?>B>:V2 B0 

WE 0B@81CBV2 7 =0O2=8E <5@56528E 40=8E >B@8<0=8E 7 2V4><8E 465@5; 70 4>?><>3>N 

@568<C A?>AB5@V30G0. �0=V <>6CBь 1CB8 O: VAB>@8G=8<, B0: V ?5@5E>?;N20B8Aь 

=0682>. #VA;O Fь>3> 28:>=CєBьAO @>7<VB:0 3@C? ?>B>:V2 =0 :;0A8 V =0 WE >A=>2V 

=02G0єBьAO <>45;ь :;0A8DV:0FVW AB0=40@B=8<8 <5B>40<8 HBCG=>3> V=B5;5:BC. �0;V 
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<>45;ь V=B53@CєBьAO 2 NetWatcher ?VA;O G>3> 9>3> <>6=0 28:>@8AB>2C20B8 2 @568<V 

45B5:B>@0 C @>;V NIDS. 

�>4 NetWatcher 1C2 >?C1;V:>20=89 C @5?>78B>@VW [66] =0 @5AC@AV Github, 45 

B0:>6 <VABOBьAO 45B0;ь=V V=AB@C:FVW B0 ?@8:;048 28:>@8AB0==O. &0:>6 1C;8 

>?C1;V:>20=V 28:>=C20=V D09;8 ?@>3@0<8 4;O OS Windows B0 Linux. 

�:A?5@8<5=B0;ь=89 ?@>B>B8? 40=>3> 70AB>AC=:C 1C;> 2?@>20465=> =0 

?V4?@8є<AB2V «&"� «!�# $04V:A». �:B ?@> 2?@>20465==O =040=> C �>40B:C �. 

2.10.  �0AB>AC20==O NetWatcher B0 ,� 4;O 28O2;5==O 1>B=5B-B@0DV:C 
� Fь><C ?V4@>74V;V >?8A0=> @57C;ьB0B8 =02G0==O B0 >FV=:C O:>ABV @V7=8E 

<>45;59 :;0A8DV:0FVW <5@56528E 40=8E ,І =0 >A=>2V ?>B>:V2 284V;5=8E 70 

4>?><>3>N NetWatcher. �>6=C 7 F8E <>45;59 <>6=0 V=B53@C20B8 2 40=89 

70AB>AC=>:, 4;O 0=0;V7C <5@56V 7 FV;;N 28O2;5==O A;V4V2 0:B82=>ABV 1>BV2. )>G0 

28:>@8AB>2C20;8AO =01>@8 40=8E B@0DV:C A0<5 1>B=5BV2, >4=0: 0=0;>3VG=89 ?V4EV4 

<>65 1CB8 28:>@8AB0=8< V 4;O 28O2;5==O <5@56528E 703@>7 V=H8E B8?V2. �@V< B>3>, 

70728G09, B@0DV: 1>BV2 B0:>6 <VAB8Bь ?@8:;048 @V7=8E 0B0: ?@>2545==O =8<8 =0 V=HV 

V=B5@=5B-@5AC@A8. �V4?>2V4=> <>6=0 >GV:C20B8, I> =02G5=V <>45;V B0:>6 1C4CBь 

740B=V 28@V7=OB8 45O:V 7 F8E 0B0:, =570;56=> 2V4 B>3> G8 ?>@>465=V 2>=8 1>B=5B><, 

G8 V=H8< 7;>2<8A=8< #�. 

#@8 =02G0==V B0 >FV=FV O:>ABV <>45;59 AC<0@=> 1C;8 28:>@8AB0=V 4 =01>@8 

40=8E: 

1. ISCX Botnet 2014 [20] (7304C202AO C ?>?5@54=VE @>74V;0E) 

28:>@8AB>2C202AO 4;O =02G0==O V 4;O B5ABC20==O. 

2. CTU-13 [67] (;8H5 B@0DV: 7;>2<8A=>3> #�) 28:>@8AB>2C202AO 4;O 

B5ABC20==O. 

3. %TU-Custom 3 =>289 =01V@, AB2>@5=89 A?5FV0;ь=> 4;O FVєW @>1>B8 =0 

>A=>2V 40=8E 7V1@0=8E Malware Capture Facility Project. �:;NG0є 2 A515 O: 

B@0DV: 7;>2<8A=>3> #� [68] B0: V 728G09=89 B@0DV: [69]. �8:>@8AB>2C202AO 

4;O B5ABC20==O. 
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4. ISCX-CTU-Extended 3 =>289 =01V@, O:89 є :><1V=0FVєN ISCX Botnet 2014, 

CTU-13 B0 %TU-Custom. �8:>@8AB>2C202AO 4;O =02G0==O B0 4;O 

B5ABC20==O. 

#@8 284V;5==V ?>B>:V2 7 CAVE =01>@V2 40=8E 70 4>?><>3>N NetWatcher 

28:>@8AB>2C202AO >4=0:>289 =01V@ ?0@0<5B@V2 @5:>=AB@C:B>@0, 0 A0<5: 

● &09<-0CB ?@>AB>N ?>B>:C (idle_timeout) 3 600 A5:C=4. 

● &09<-0CB 0:B82=>ABV ?>B>:C (activity_timeout) 3 1000 A5:C=4. 

● +0A 4>72>;C ?>2B>@=8E ?5@540G ?0:5BV2 ?VA;O 7025@H5==O TCP 

79є4=0==O 3 3 A5:C=48. 

● (V;ьB@0FVO ?0:5BV2 70 ?@>B>:>;>< 3 TCP. 

● �V4AVN20;8Aь 2AV ?>B>:8, 2 O:8E <5=H5 3 ?0:5BV2. 

2.10.1. �8<>38 4> <>45;V :;0A8DV:0FVW <5@56528E ?>B>:V2 

�> <>45;V 28O2;5==O 1>B=5BV2 AB02;OBьAO 42V >A=>2=V 28<>38, O:V <0NBь 1CB8 

28:>=C20B8Aь >4=>G0A=>, I>1 A8AB5<C 1C;> 4>FV;ь=> 28:>@8AB>2C20B8 2 @50;ь=8E 

C<>20E. #5@H0 28<>30 3 F5 28A>:89 @V25=ь 28O2;5==O B@0DV:C 1>B=5BV2. &>1B> 

<>45;ь <0є :>@5:B=> :;0A8DV:C20B8 4>AB0B=ь> 28A>:89 2V4A>B>: B@0DV:C 

?>@>465=>3> 1>B><, I>1 <>6=0 1C;> 7@>18B8 28A=>2>: ?@> =0O2=VABь ?@>1;5<8 B0 

;>:0;V7C20B8 WW 465@5;>. �@C30, =5 <5=H 206;820 28<>30, 3 F5 =87ь:89 @V25=ь 

E81=>-?>78B82=8E @57C;ьB0BV2. &>1B> 728G09=89 B@0DV: C <5@56V, O:89 =5 =0;568Bь 

7;>2<8A=><C #�, <0є 1CB8 :;0A8DV:>20=89 2V4?>2V4=>. #@8 Fь><C, G8< 1V;ьH89 

>19є< 728G09=>3> B@0DV:C, O:89 :;0A8DV:0B>@ 0=0;V7Cє 70 728G09=8E C<>2, B8< 

:@8B8G=VH>N AB0є FO 28<>30. "1C<>2;5=> F5 B8<, I> ?@8 25;8:V9 :V;ь:>ABV E81=>-

?>78B82=8E @57C;ьB0BV2 @50;ь=> 70DV:A>20=V ?>4VW 28O2;5==O 1>BV2 1C4CBь ?@>AB> 

3C18B8AO A5@54 2AVєW 157;VGV E81=8E A?@0FN20=ь, I> @>18Bь 2AN A8AB5<C <0@=>N.  

�>6=V9 7 70C2065=8E 28<>3, <>6=0 ?>AB028B8 C 2V4?>2V4=VABь :;0A8G=V 

<5B@8:8 >FV=:8 5D5:B82=>ABV :;0A8DV:0FVW. �;O 704>2V;ь=5==O ?5@H>W 28<>38 

=5>1EV4=> <0:A8<V7C20B8 7=0G5==O «?>2=>B8», O:0 B0:>6 2V4><0 O: «GCB;82VABь» 

(0=3;. recall) V 28<V@NєBьAO O: 2V4=>H5==O :V;ь:>ABV VAB8==> ?>78B82=8E @57C;ьB0BV2 

4> AC<0@=>3> G8A;0 ?>78B82=8E ?@8:;04V2 C 281V@FV. �;O 704>2V;ь=5==O 4@C3>W 
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28<>38, =5>1EV4=> <V=V<V7C20B8 7=0G5==O ?>:07=8:0 «E81=>?>78B82=>3> @V2=O», O:5 

28<V@NєBьAO O: 2V4=>H5==O :V;ь:>ABV E81=>=530B82=8E @57C;ьB0BV2 4> AC<0@=>3> 

G8A;0 ?>78B82=8E ?@8:;04V2. #@8 Fь><C, =0 ?@0:B8FV 4;O @50;ь=>3> 28:>@8AB0==O 

є A5=A >18@0B8 ;8H5 BV <>45;V, 2 O:8E E81=>?>78B82=89 @V25=ь =5 ?5@528ICє ?52=>W 

?>7=0G:8. � F8E A0<8E <V@:C20=ь B0:>6 >18@0єBьAO ?>@>3>25 7=0G5==O 2?52=5=>ABV 

=0 28E>4V :;0A8DV:0B>@0, ?@8 ?5@528I5==V O:>3> 3V?>B570 :;0A8DV:0FVW 

?@89<0єBьAO. � @0<:0E FVєW @>1>B8, 70 1060=5 7=0G5==O E81=>?>78B82=>3> @V2=O 

1@0;>AO ≤ 0.1%, 0 70 <0:A8<0;ь=> 4>?CAB8<5 3 0.2%. &>1B> 1060=>, I>1 7 1000 

728G09=8E <5@56528E ?>B>:V2 <>45;ь E81=> :;0A8DV:C20;0 =5 1V;ьH5 1 ?>B>:C O: 

«7;>O:VA=89». 

":@5<>N, =5 <5=H 206;82>N, 28<>3>N є 4825@A8DV:0FVO <=>68=8 :;0AV2 

1>BV2, O:V <>45;ь 740B=0 28O2;OB8. !02VBь 2V4=>A=> =528A>:89 2V4A>B>: 28O2;5==O 

?>B>:V2 ?52=>3> :;0AC 0B0: <>65 1CB8 :>@8A=8<, 0465 2Aь>3> :V;ь:>E 28O2;5=8E 

5:75<?;O@V2 <>65 1CB8 4>AB0B=ь> 4;O @5єAB@0FVW D0:BC =0O2=>ABV 703@>78. 

&0:>6 20@B> 70C2068B8 ?@> 206;82VABь ?V4B@8<C20B8 >1G8A;N20;ь=C 

?@>AB>BC <>45;59 :;0A8DV:0FVW 4;O 715@565==O H284:>ABV 28A=>2C20==O, I> 

:@8B8G=> 2 A8AB5<0E @50;ь=>3> G0AC. %0<5 7 F8E <V@:C20=ь C ?>40;ьH8E 

5:A?5@8<5=B0E 28:>@8AB>2C20;8Aь 4>A8Bь ?@>ABV 0@EVB5:BC@8 <>45;59, @>1>B0 O:8E 

=5 AB2>@Nє ACBBє2>3> =020=B065==O =0 A8AB5<C. 

2.10.2. !01V@ 40=8E ISCX Botnet 2014 
!01V@ 40=8E ISCX Botnet 2014 1@02AO 70 >A=>2C 4;O ?5@H8E 25@AV9 <>45;59, 

O:V 1C;8 V=B53@>20=V C @>7@>1;5=C A8AB5<C 28O2;5==O 1>B=5BV2. !01V@ 265 

70740;53V4ь @>74V;5=89 =0 =02G0;ь=C B0 B5ABC20;ь=C 281V@:8. #VA;O ?@>2545==O 

@5:>=AB@C:FVW ?>B>:V2 70 4>?><>3>N NetWatcher, 1C;> >B@8<0=> =01>@8 ?>B>:V2 4;O 

:>6=>W 7 281V@>:. %B0B8AB8:0 =02545=0 C &01;8FV 2.4. 

 &01;8FO 2.4. $>7?>4V; ?>B>:V2 2 ISCX Botnet 2014 

�;0A !02G0;ь=0 281V@:0 &5ABC20;ь=0 281V@:0 

�28G09=V 93110 (66.16%) 27488 (25.49%) 

,:V4;82V 47633 (33.84%) 80345 (74.51%) 
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ISCX Botnet 2014 2V4><89 B8<, I> ?>є4=Cє 2 A>1V :V;ь:0 =01>@V2 40=8E V 

<VAB8Bь 4>AB0B=ь> @5?@575=B0B82=89 =01V@ ?@8:;04V2 B@0DV:C @V7=8E B8?V2 1>B=5BV2. 

%;V4 70C2068B8, I> 2 =02G0;ь=V9 281V@FV <VAB8BьAO ;8H5 4 B8?8, 0 A0<5: Neris, Rbot, 

Virut, B0 B@0DV: =52V4><8E IRC 1>B=5BV2. &5ABC20;ь=0 281V@:0 є 7=0G=> 1V;ьH 

20@V0B82=>N, V :@V< 70C2065=8E B8?V2 <VAB8Bь Menti, Murlo, Sogou B0 Weasle. &0:>6, 

2 >@83V=0;ь=><C B5AB>2><C =01>@V <VAB8;8AO ?@8:;048 Black hole, TBot, Zero access 

B0 Zeus, >4=0: G8A;> ?@8:;04V2 4;O =8E 4C65 =525;8:5, V 2>4=>G0A 6>4=0 7 =02G5=8E 

<>45;59 =5 ?>:070;0 4;O =8E ?>78B82=8E @57C;ьB0BV2. &><C 4;O C=8:=5==O 

70HC<;5==O ?V4AC<:>28E @57C;ьB0BV2, ?>B>:8 F8E :;0AV2 1C;8 28:;NG5=V 7 

B5AB>2>3> =01>@C. � &01;8FV 2.5 =02545=0 AB0B8AB8:0 @>7?>4V;C 70 :;0A0<8 

7;>2<8A=>3> #� 2 =02G0;ь=V9 B0 B5AB>2V9 281V@:0E. 

&01;8FO 2.5. $>7?>4V; ?>B>:V2 70 :;0A0<8 H:V4;82>3> ?@>3@0<=>3> 

70157?5G5==O 2 ISCX Botnet 2014. 

�;0A #� !02G0;ь=0 281V@:0 &5ABC20;ь=0 281V@:0 

IRC bot [70] 2439 (5.12%) 250 (0.31%) 

Neris [71] 12020 (25.23%) 18780 (23.37%) 

Rbot [72] 32324 (67.86%) 154 (0.19%) 

Virut [73] 850 (1.78%) 32740 (40.75%) 

Menti (2V@>3V4=> DonBot [74]) 3 2747 (3.42%) 

Murlo [75] 3 2593 (3.23%) 

Sogou [76] 3 40 (0.05%) 

Weasel [17] 3 23041 (28.68%) 

 

#@8 =02G0==V 28:>@8AB>2C20;8Aь 4 @V7=V 0@EVB5:BC@8 :;0A8DV:0B>@V2, 0 A0<5: 

;>3VAB8G=0 @53@5AVO (log_reg), 28?04:>289 ;VA 7 3;818=>N 9 (rf_9) B0 42V 3-@V2=52V 

?>2=>729O7=V =59@><5@56V 7 16 B0 24 =59@>=0<8 =0 :>6=><C @V2=V (dnn_16_16_16 B0 

dnn_24_24_24 2V4?>2V4=>). &0:>6, >:@5<> ?@>2>48;>Aь =02G0==O F8E <>45;59 7 

?>?5@54=V< 70AB>AC20==O< <5B>4C 3>;>2=8E :><?>=5=B (PCA, principal component 
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analysis) 4;O ?5@5E>4C 4> =>2>3> ?@>AB>@C >7=0: 7 @>7<V@=VABN 12.  >45;V 7 

70AB>AC20==O< PCA 1C4CBь ?>7=0G0B8AO ?@5DV:A>< <pca_12=. #@8 =02G0==V 

=59@><5@56, 28?04:>2V 20% =02G0;ь=>W 281V@:8 28:>@8AB>2C20;8Aь C @>;V 

«?@8B@8<0=>3> =01>@C» (validation split). 

&01;8FO 2.6. #>:07=8:8 AUROC 4;O <>45;59 =02G5=8E  

=0 ISCX Botnet 2014 (&5ABC20;ь=0 281V@:0). 

 >45;ь 36 >7=0: 12 >7=0: (PCA) 

iscx-botnet-2014/log_reg 0.7565 0.7532 

iscx-botnet-2014/rf_9 0.9563 0.9165 

iscx-botnet-2014/dnn_16_16_16 0.7239 0.7361 

iscx-botnet-2014/dnn_24_24_24 0.7384 0.9006 

  

/: 284=> 7 &01;8FV 2.6, 5D5:B82=VABь <>45;59 :;0A8DV:0FVW =0 40=V9 281V@FV 

ACBBє2> 2V4@V7=OєBьAO, 2>4=>G0A. �0@B> 725@=CB8 C203C, I> =0 2V4<V=C 2V4 

5:A?5@8<5=BC ?@>2545=>3> 2 ?V4@>74V;V 2.8.1, 2 40=><C 5:A?5@8<5=BV B0:>6 

2:;NG0;8AO 7@07:8 1>B=5BC Weasel, O:V A:;040;8 28.68% 2V4 B5ABC20;ь=>W 281V@:8. 

�>B=5B Weasle 1V;ьHVABь 7 <>45;59 =5 7<>3;8 28O28B8, I> =530B82=> ?>7=0G8;>Aь 

=0 7=0G5==OE AUROC. *5 >4=0:, =5 702048;> >B@8<0B8 ?>:07=8:8 5D5:B82=>ABV 

?>@V2=N20=V 7 >B@8<0=8<8 2 5:A?5@8<5=BV 45  ?>B>:8 284V;O;8Aь V=AB@C<5=B>< 

CIC-FlowMeter (&01;8FO 2.2). #@8 Fь><C 4;O <>45;59 28?04:>2>3> ;VAC, 0 B0:>6 

:><1V=0FVW =59@><5@56V 7 <5B>4>< 3>;>2=8E :><?>=5=B (pca_12_dnn_24_24_24) 

>B@8<0=V 7=0G5==O 28O28;8Aь ACBBє2> 28I8<8, I> A2V4G8Bь ?@> O:VABь 284V;5==O 

?>B>:V2 @>7@>1;5=8< V=AB@C<5=B>< NetWatcher. 

%;V4 70C2068B8, I> 2 :>=B5:ABV ?>1C4>28 A8AB5<8 28O2;5==O 2B>@3=5=ь =5 

<>6=0 ?>:;040B8Aь ;8H5 =0 ?>:07=8:8 AUROC, 0465 O: 70C206C20;>Aь, 4> 

<>45;59 AB02;OBьAO 28<>38 ?@> =87ь:8E E81=>?>78B82=89 @V25=ь. /: 28O28;>Aь, 

?@8 2AB0=>2;5=V ?>@>3>2>3> 7=0G5==O =0 @V2=V, =5>1EV4=>3> 4;O 704>2V;ь=5==O 

40=>3> :@8B5@VN, ?>2=>B0 B0 B>G=VABь 28O2;5==O ACBBє2> ?040NBь 4;O 1V;ьH>ABV 

<>45;59. %0<5 B><C, 28A>:V 7=0G5==O AUROC <>6CBь 1CB8 ><0=;828<8. 
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!0?@8:;04, A5@54 2AVE <>45;59, 728G09=0 ;>3VAB8G=0 @53@5AVO C :><1V=0FVW 7 

<5B>4>< 3>;>2=8E :><?>=5=B (pca_12_log_reg) ?>:070;0 =09:@0I89 @57C;ьB0B 

?>2=>B8 28O2;5==O 70 C<>28 =5 ?5@528I5==O ?>7=0G:8 0.1% E81=>?>78B82=>3> 

@V2=O. /: 284=> 7 &01;8FV 2.7, <>45;ь 4>AO30є ?>2=>B8 28O2;5==O 56.6% ?@8 Fь><C 

<0NG8 ;8H5 0.09% E81=>?>78B82=8E @57C;ьB0BV2.  

&01;8FO 2.7. #>:07=8:8 <>45;V iscx-botnet-2014/pca_12_log_reg 

=0 ISCX Botnet 2014 (&5ABC20;ь=0 281V@:0) 

#>@V3 &>G=VABь #>2=>B0 )81=>?>78B82=89 @V25=ь 

0.51 0.7193 0.6265 0.0092 

0.60 0.7186 0.6245 0.0063 

0.70 0.7163 0.6206 0.0041 

0.80 0.6835 0.5759 0.0020 

0.85 0.6796 0.5703 0.0011 

0.90 0.6765 0.5661 0.0009 

0.95 0.5380 0.3801 0.0004 

0.97 0.5371 0.3788 0.0002 

�;O ?>@V2=O==O 28?04:>289 ;VA (pca_12_rf_9) ?>:07Cє ?>2=>BC 44.7% 

(&01;8FO 2.8), 0 =59@><5@560 (pca_12_dnn_16_16_16) 3 43.5% (&01;8FO 2.9) ?@8 

E81=>?>78B82=><C @V2=V 0.08%. 

&01;8FO 2.8. #>:07=8:8 <>45;V iscx-botnet-2014/pca_12_rf_9  

=0 ISCX Botnet 2014 (&5ABC20;ь=0 281V@:0) 

#>@V3 &>G=VABь #>2=>B0 )81=>?>78B82=89 @V25=ь 

0.51 0.5972 0.4603 0.0024 

0.60 0.5882 0.4476 0.0008 

0.70 0.5827 0.4400 0.0001 

0.80 0.5744 0.4288 0.0001 

0.85 0.5700 0.4229 0.0000 
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&01;8FO 2.9. #>:07=8:8 <>45;V iscx-botnet-2014/pca_12_dnn_16_16_16 

=0 ISCX Botnet 2014 (&5ABC20;ь=0 281V@:0) 

#>@V3 &>G=VABь #>2=>B0 )81=>?>78B82=89 @V25=ь 

0.51 0.6264 0.5020 0.0101 

0.60 0.6215 0.4950 0.0088 

0.70 0.6178 0.4892 0.0063 

0.80 0.6083 0.4755 0.0034 

0.85 0.6007 0.4649 0.0023 

0.90 0.5946 0.4565 0.0018 

0.95 0.5819 0.4394 0.0014 

0.97 0.5787 0.4348 0.0008 

 

� :>6=V9 B01;8FV 284V;5=> @O4>:, O:89 <VAB8Bь <V=V<0;ь=5 ?>@>3>25 7=0G5==O 

?@8 O:><C E81=>?>78B82=89 @V25=ь =5 ?5@528ICє 1060=89 (0.01%) 01> 6 

:@8B8G=89 (0.02%). (0:B8G=>, ?>@V3 ?@89=OBBO @VH5==O 4;O :>6=>W 7 <>45;59 

>18@0єBьAO 7 <V@:C20=ь 7=0E>465==O :><?@><VAC <V6 28A>:>N ?>2=>B>N 28O2;5==O 

B@0DV:C 7;>2<8A=>3> #� B0 =87ь:8< 2V4A>B:>< E81=>?>78B82=8E @57C;ьB0BV2 4;O 

=>@<0;ь=>3> B@0DV:C C A8AB5<V, 70 O:>N 2545BьAO A?>AB5@565==O. 

І=H8<, =5 <5=H 206;828<, D0:B>@>< C 281>@V 0@EVB5:BC@8 <>45;V B0 

28EV4=>3> ?>@>3C ?@89=OBBO @VH5=ь є 20@V0B82=VABь FV;ь>2>W <=>68=8 :;0AV2 

7;>2<8A=>3> #�. !0?@8:;04, =54>;V:>< :;0A8DV:0B>@0 =0 >A=>2V ;>3VAB8G=>W 

@53@5AVW є =87ь:0 :V;ь:VABь B8?V2 1>BV2, O:V 2>=0 740B=0 28O2;OB8. !0 $8A. 2.10 284=>, 

I> ?@8 2AB0=>2;5=V ?>@>3>2>3> 7=0G5==O =0 @V2=V 0.9, 40=0 <>45;ь <>65 28O28B8 

;8H5 3 V7 8 284V2 B@0DV:C 1>BV2, ?@8ACB=VE C B5AB>2><C =01>@V (0 A0<5 Virut, Menti, 

B0 Neris),. 
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$8A. 2.10. #>:07=8:8 ?>2=>B8 :;0A8DV:0B>@0 pca_12_log_reg  

4;O @V7=8E B8?V2 7;>2<8A=>3> #� (ISCX Botnet 2014) 

�;O ?>@V2=O==O (482. $8A. 2.11), <>45;ь 28?04:>2>3> ;VAC <>65 7 28A>:>N 

B>G=VABN 28O2;OB8 4 B8?8 1>B=5B (IRC, Menti, Virut B0 Rbot), V 7 45I> =86G>N 

B>G=VABN 28O2;OB8 ?9OB89 B8? Murlo. *V:02>, I> =0 2V4<V=C 2V4 ;>3VAB8G=>W @53@5AVW, 

28?04:>289 ;VA 7<V3 28O28B8 ;8H5 =525;8:89 2V4A>B>: B@0DV:C Neris, E>G0 9 1C2 

=02G5=89 =0 B8E A0<89 40=8E. �2VA=>, B0:0 ?>254V=:0 <>65 ACBBє2> 70;560B8 2V4 

?>G0B:>2>W V=VFV0;V70FVW ?0@0<5B@V2 <>45;V, I> є E0@0:B5@=> 4;O 1030Bь>E <>45;59 

,І. 

 

$8A. 2.11. #>:07=8:8 ?>2=>B8 :;0A8DV:0B>@0 pca_12_rf_9  

4;O @V7=8E B8?V2 7;>2<8A=>3> #�  (ISCX Botnet 2014) 

%E>68<8 E0@0:B5@8AB8:0<8 B0:>6 2>;>4Vє :;0A8DV:0B>@ =0 >A=>2V 

=59@><5@56V (pca_12_dnn_16_16_16) O: ?>:070=> =0 $8A. 2.12. ' ?>@V2=O==V 7 
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<>45;;N 28?04:>2>3> ;VAC, F59 :;0A8DV:0B>@ 740B=89 28O2;OB8 Murlo B0 Sogou 7 

ACBBє2> 28I>N B>G=VABN, 0;5 2>4=>G0A, 7=0G5==O E81=>?>78B82=>3> @V2=O 45I> 

7@>AB0NBь. 

 

$8A. 2.12. #>:07=8:8 ?>2=>B8 :;0A8DV:0B>@0 pca_12_dnn_16_16_16  

4;O @V7=8E B8?V2 7;>2<8A=>3> #� (ISCX Botnet 2014) 

*V:02> 70C2068B8, I> 6>4=0 7 =02G5=8E =0 40=8E ISCX Botnet 2014 <>45;59 

=5 7<>3;0 28O28B8 ?>B>:8 B@0DV:C Weasle, I> <>65 A2V4G8B8 ?@> B5, I> H01;>=8 

?>254V=:8 Fь>3> 1>B=5BC DC=40<5=B0;ь=> 2V4@V7=ONBь 2V4 1>BV2 =0O2=8E C 

=02G0;ь=V9 281V@FV. � V=H>3> 1>:C, 45O:V <>45;V 740B=V 28O2;OB8 ?>B>:8 Menti B0 

 urlo, O:V 2 =02G0;ь=V9 281V@FV 1C;8 ?>2=VABN 2V4ACB=V, I> <>65 A2V4G8B8 ?@> WE 

?>254V=:>2C A?>@V4=5=VABь 7 Neris, RBot 01> Virut. 

�0 @57C;ьB0B0<8 Fь>3> 5:A?5@8<5=BC <>6=0 7@>18B8 28A=>2>: ?@> 

206;82VABь >FV=:8 1030Bь>E D0:B>@V2 ?@8 =02G0==V B0 281>@V <>45;V :;0A8DV:0FVW 

4;O A8AB5< 28O2;5==O <5@56528E 703@>7. !5 <>6=0 ?>:;040B8AO ;8H5 =0 >4=C 

<5B@8:C, 0;5 B@510 2@0E>2C20B8 @V7=V ?>:07=8:8 O:>ABV, 2 >A>1;82>ABV 70;56=VABь 

<V6 ?>2=>B>N 28O2;5==O B0 E81=>?>78B82=8< @V2=5<. �@V< B>3>, >A>1;82C C203C 

B@510 ?@84V;OB8 4825@A8DV:>20=>ABV <=>68=8 :;0AV2 7;>2<8A=>3> #�, O:V <>45;ь 

740B=0 28O2;OB8, 0 B0:>6 ?>1C4>2V 4>AB0B=ь> @5?@575=B0B82=>W =02G0;ь=> 281V@:8. 

2.10.3. !01V@ 40=8E %TU-13 
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%TU-13 [18] 3 F5 I5 >48= 2V4><89 =01V@ <5@56528E 40=8E 1>B=5BV2, O:89 

G0AB> 28:>@8AB>2C202AO 4>A;V4=8:0<8 2 >1;0ABV ?>1C4>28 A8AB5< 28O2;5==O 

2B>@3=5=ь.  +0AB8=0 =01>@C, O:0 ?@54AB02;Oє 728G09=89 (=5H:V4;8289) B@0DV: 2 

Fь><C =01>@V 4>ABC?=0 ;8H5 2 A0=VB87>20=><C 283;O4V, 45 :>65= 7 ?0:5BV2 1C2 

>1@V70=89 4> ?52=>3> DV:A>20=>3> @>7<V@C (54 109B8 4;O TCP ?0:5BV2), I> 7@>1;5=> 

4;O 0=>=V<V70FVW 40=8E B0 C=8:=5==O 28B>:C GCB;82>W V=D>@<0FVW. !0 60;ь, <>45;V 

,І 740B=V 4C65 H284:> ?@8728G0N20B8Aь 4> =5?@8@>4=8E 45D>@<0FV9 2 40=8E, I> 

@>18Bь FN G0AB8=C =01>@C <0;> :>@8A=>N 4;O ?>AB02;5=>3> 70240==O.  �V4?>2V4=>, 

4;O Fь>3> 5:A?5@8<5=BC 1C4CBь @>73;O40B8AO ;8H5 40=V 1>B=5BV2 7 Fь>3> =01>@C. 

CTU-13 =5 <VAB8Bь @>74V;5==O =0 =02G0;ь=C B0 B5ABC20;ь=C 281V@:8, B><C 

1C;> ?@89=OB> @VH5==O 28:>@8AB>2C20B8 25Aь =01V@ ;8H5 4;O B5ABC20==O. *5 

4>72>;8Bь >FV=8B8 35=5@0;V7CNGV 2;0AB82>ABV <>45;59, =02G5=8E =0 ISCX Botnet 

2014, 0465 <5@5652V ?0:5B8 CTU-13 ?5@5E>?;5=V 2 V=H><C <5@5652><C A5@54>28IV 

V F59 =01V@ 2:;NG0є ?@8:;048 B@0DV:C 1>BV2, 2V4ACB=V 2 ?>?5@54=ь><C. 

&0:>6 20@B> 70C2068B8, I> ?@8 >1@>1FV %TU-13 7 =ь>3> 1C;> 28:;NG5=> 

G0AB8=8 51 («AF5=0@V9 10») B0 52 («AF5=0@V9 11»). � F8E AF5=0@VOE 1V;ьHC G0AB8=C 

B@0DV:C A:;040NBь UDP-flood B0 ICMP 0B0:8, V O: 1C;> 707=0G5=>, 2 @0<:0E 

5:A?5@8<5=BV2 NetWatcher @>73;O40є ;8H5 TCP B@0DV:. 

&01;8FO 2.10. $>7?>4V; ?>B>:V2 70 :;0A0<8 H:V4;82>3> ?@>3@0<=>3> 

70157?5G5==O 2 CTU-13. 

�;0A #� �V;ь:VABь ?>B>:V2 % 

DonBot (Menti) 2747 1.75 

Murlo 2592 1.65 

Neris 85137 54.24 

NSIS.ay 370 0.24 

RBot 32489 20.70 

Sogou 40 0.03 

Virut 33590 21.40 
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� B01;8FV 2.10 =02545=> @>7?>4V; :V;ь:>ABV ?>B>:V2 284V;5=8E 70 4>?><>3>N 

NetWatcher 70 B8?0<8 1>BV2, O:8<8 2>=8 1C;8 ?>@>465=V. "A=>2=C G0AB8=C A:;040є 

Neris, Rbot B0 Virut, O:V B0:>6 DV3C@C20;8 2 ISCX Botnet 2014. !>28<8 2E>465==O<8 

є DontBot B0 NSIS.ay. #@8 1V;ьH 1;87ь:><C 0=0;V7V TCP ?0:5BV2 DontBot, <>6=0 

7@>18B8 28A=>2>:, ?@> WE AE>6VABь 7 ?0:5B0<8 Menti ?@8ACB=V<8 C 281V@FV ISCX. 

/: 7304C20;>Aь @0=VH5, 2 %TU-13 @>73;O40;8AO ;8H5 ?@8:;048 ?>B>:V2, O:V 

=0;560Bь 1>B0<. �V4?>2V4=>, ?>2=>B0 (GCB;82VABь) 3 F5 є48=0 <5B@8:0, O:0 <0є 7<VAB 

2 :>=B5:ABV 7040GV 1V=0@=>W :;0A8DV:0FVW =0 40=8E 7 є48=8< :;0A><.  � B01;8FV 2.11 

=02>4OBьAO ?>:07=8:8 ?>2=>B8 28O2;5==O 4;O <>45;59 =02G5=8E =0 ISCX Botnet 

2014 7 ?>?5@54=ь>3> ?V4@>74V;C. 

&01;8FO 2.11. #>:07=8:8 ?>2=>B8 (GCB;82>ABV) =0 =01>@V CTU-13  

:;0A8DV:0B>@V2 =02G5=8E =0 ISCX Botnet 2014. 

#>@V3 rf_9 pca_12_log_reg pca_12_rf_9 pca_12_dnn_16_16_16 

0.51 0.8450 0.7952 0.7915 0.8518 

0.60 0.8181 0.7922 0.7689 0.8424 

0.70 0.7880 0.7858 0.7524 0.8267 

0.80 0.7607 0.7625 0.7231 0.7885 

0.85 0.7342 0.7552 0.7090 0.7637 

0.90 0.7084 0.7435 0.6990 0.7382 

0.95 0.6898 0.5782 0.6860 0.7134 

0.97 0.6855 0.5760 0.6816 0.6972 

 

/: 284=> 7 B01;8FV, @57C;ьB0B8 ?>?5@54=ь> =02G5=8E <>45;59 =0 =01>@V 

40=8E ISCX Botnet 2014 <>6CBь 1CB8 ?5@5=5A5=V V =0 CTU-13. ' 284V;5=8E 

:;VB8=:0E =02>4OBьAO ?>:07=8:8 4;O ?>@>3>28E 7=0G5=ь ?@8 O:8E E81=>?>78B82=89 

@V25=ь :;0A8DV:0B>@0 =5 ?5@528IC202 0.1% =0 ?>?5@54=V9 281V@FV. #@8 Fь><C, 

=09:@0I5 7=0G5==O ?>:0702 728G09=89 28?04:>289 ;VA, 7 ?>2=>B>N 28O2;5==O 

84.5% ?@8 ?>@>3>2><C 7=0G5==V 0.51. 
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 �;0A8DV:0B>@8 =0 >A=>2V 0;3>@8B<C 28?04:>2>3> ;VAC 740B=V 5D5:B82=> 

28O2;OB8 DonBot, Rbot B0 Virut, B0 28O2;OB8 Neris 7 A5@54=ь>N 5D5:B82=VABN. !0 

60;ь ?>:07=8: 28O2;5==O B@0DV:C NSIS.ay, O:89 =5 1C2 ?@8ACB=V9 C ISCX Botnet 

2014, 4;O F8E <>45;59 4C65 =87ь:89. 

 

$8A. 2.14. #>:07=8:8 ?>2=>B8 :;0A8DV:0B>@0 pca_12_rf _9  

70 B8?0<8 7;>2<8A=>3> #� (CTU-13) 

%C<0@=V ?>:07=8:8 ?>2=>B8 28O2;5==O 4;O =59@>==8E <5@56V 4C65 AE>6V, 0;5 

=86GV. /: V >GV:C20;>Aь, 7 45I> 28I>N 5D5:B82=VABN =59@><5@56V <>6CBь 28O28B8 

B@0DV: Murlo (482. $8A. 2.15), 7 O:8< 28?04:>2V ;VA8 <0;8 ?@>1;5<8 V =0 ?>?5@54=V9 

281V@FV. &0:>6 =59@><5@56V 740B=V @>7@V7=OB8 NSIS.ay, 0;5 4;O Fь>3> =5>1EV4=> 

?V428IC20B8 ?>@>3>25 7=0G5==O ?@89=OBBO @VH5=ь :;0A8DV:0B>@0, I> <>65 1CB8 

=5?@89=OB=8<. 
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$8A. 2.15. #>:07=8:8 ?>2=>B8 :;0A8DV:0B>@0 pca_12_dnn_16_16_16  

70 B8?0<8 7;>2<8A=>3> #� (CTU-13) 

� ?V4AC<:C, <>45;V =02G5=V =0 ?>?5@54=ь><C =01>@V (ISCX Botnet 2014), 

715@V30NBь A2>N 5D5:B82=VABь =02VBь 4;O 40=8E ?5@5E>?;5=8E 2 V=H><C 

<5@5652><C A5@54>28IV. &0:>6 <>45;V 2>;>4VNBь 4>AB0B=V<8 C7030;ь=NNG8<8 

2;0AB82>ABO<8 V <>6CBь 28O2;OB8 1>B=5B8, ?@8:;048 4;O O:8E =5 1C;8 ?@8ACB=V 2 

?>G0B:>2><C =01>@V. 

2.10.4. !>289 =01V@ =0 >A=>2V ?@>5:BC %TU 

� G0AV2 ?C1;V:0FVW =01>@V2 %TU-13 B0 ISCX Botnet 2014 79O28;>AO 157;VG =>28E 

=5157?5G=8E 1>B=5BV2 B0 V=H8E B8?V2 7;>2<8A=>3> #�, 7 ACBBє2> 1V;ьH8<8 

<0AHB010<8 70@065==O 2 ?>@V2=O==V 7 1030Bь<0 A2>W<8 ?>?5@54=8:0<8. ІA=CNGV 

=01>@8 H284:> 70AB0@V20NBь B0 ?>B@51CNBь >=>2;5==O. � FVєN <5B>N 2 @0<:0E 

Fь>3> 48A5@B0FV9=>3> 4>A;V465==O 1C2 AD>@<>20=89 =>289 =01V@ =02G0;ь=8E B0 

B5ABC20;ь=8E <5@56528E 40=8E. *59 =01V@ O2;OєBьAO @>7H8@5==O< 42>E ?>?5@54=VE 

=01>@V2 =>2VH8<8 ?@8:;040<8 B@0DV:C >?C1;V:>20=8<8 Stratosphere Lab 2 @0<:0E 

?@>5:BC «Malware Capture Facility Project». � 40=>3> ?@>5:BC 1C;8 27OBV PCAP-

40<?8 ?0:5BV2 >B@8<0=V 7 <0H8= 70@065=8E 1>B0<8 Zeus 2.1 [52], Kazy [77] 

(A?>@V4=5=89 4> Zeus), Emotet [78], TrickBot [79], 0 B0:>6 E@>10:>< WannaCry [80]. 

#@8:;048 ?>B>:V2 ?5@5@0E>20=8E 2V@CA=8E ?@>3@0< =5 1C;8 =0O2=V C ?>?5@54=ь> 

73040=8E =01>@0E V, O: ?>:070;8 5:A?5@8<5=B8, <>45;V =02G5=V =0 ISCX Botnet 2014 

<0NBь =04728G09=> >1<565=V <>6;82>ABV WE 28O2;5==O. !0?@8:;04, ?>2=>B0 

28O2;5==O ?>B>:V2 Zeus 2.0, Emotet B0 TrickBot =5 ?5@528I8;0 1% 4;O 6>4=>W 7 

<>45;59. #>B>:8 ?>@>465=V WannaCry 7<>3;0 28O28B8 ;8H5 <>45;ь 

pca_12_dnn_24_24_24, 7 ?>:07=8:>< ?>2=>B8 2 @09>=V 22% =570;56=> 2V4 

?>@>3>2>3> 7=0G5==O. �8:;NG5==O< 1C2 Kazy, ?>2=>B0 28O2;5==O O:>3> 4;O 2AVE 

<>45;59 AB0=>28;0 2V4 15% 4> 22%. *5 <>6=0 ?>OA=8B8 B8<, I> 7@07:8 B@0DV:C 

Kazy 7V1@0=V I5 2 2012, B><C ?>254V=:0 Fь>3> 1>B=5BC A?>@V4=5=0 7 1V;ьH AB0@8<8, 

=0O2=8<8 2 ISCX Botnet 2014. 
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$8A. 2.16. #>:07=8:8 ?>2=>B8 :;0A8DV:0B>@0 pca_12_dnn_24_24_24 70 

B8?0<8 7;>2<8A=>3> #� (&5ABC20;ь=0 281V@:0 %TU-Custom) 

�;O 7@>7C<V;>ABV, 40;V ?V4 B5@<V=>< «%TU-Custom» 1C45<> <0B8 =0 C207V 

157?>A5@54=ь> 73040=V @>7H8@NNGV 40=V 27OBV 7 Malware Capture Facility, 0 25Aь 

:><1V=>20=89 =01V@ «ISCX Botnet 2014 + CTU-13 + CTU-Custom» 1C45<> =07820B8 

«ISCX-CTU-Extended». �@V< B>3>, 2 %TU-Custom 1C;> 2:;NG5=> ?@8:;048 

728G09=>3> P2P B0 HTTP B@0DV:C, O:V B0:>6 =040=V Malware Capture Facility. *5 

7@>1;5=> 4;O ?V4B@8<:8 710;0=A>20=>ABV :;0AV2 C =02G0;ь=V9 281V@FV, 0 B0:>6 4;O 

>FV=:8 E81=>?>78B82=>3> @V2=O =0 =>@<0;ь=8E 40=8E ?5@5E>?;5=8E 2 <5@5652><C 

>B>G5==V 2V4<V==><C 2V4 ISCX Botnet 2014. 

&01;8FO 2.16. $>7?>4V; ?>B>:V2 2 ISCX-CTU-Extended 

�;0A !02G0;ь=0 281V@:0 &5ABC20;ь=0 281V@:0 

�28G09=V 139178 (48.06%) 46477 (7.46%) 

,:V4;82V 150386 (51.94%) 576823 (92.54%) 

 

/: 284=> 7 &01;8FV 2.16 >B@8<0=0 =02G0;ь=0 281V@:0 70;8H0єBьAO 

710;0=A>20=>N, I> є 206;828< D0:B>@>< 4;O >B@8<0==O 704>2V;ь=8E ?>:07=8:V2 

O:>ABV :;0A8DV:0B>@V2. �@V< Fь>3>, 0:F5=B C FV9 @>1>BV @>182AO ?5@H 70 2A5 =0 

@5?@575=B0B82=>ABV 281V@:8 40=8E. � &01;8FV 2.17 =02545=> DV=0;ь=89 @>7?>4V; 

?>B>:V2 70 :;0A0<8 H:V4;82>3> #� 2 ISCX-CTU-Extended. 
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&01;8FO 2.17. $>7?>4V; ?>B>:V2 70 :;0A0<8 H:V4;82>3> ?@>3@0<=>3> 

70157?5G5==O 2 ISCX-CTU-Extended. 

�;0A #� !02G0;ь=0 281V@:0 &5ABC20;ь=0 281V@:0 

Emotet 32019 (21.3%) 148905 (25.9%) 

IRC 2439 (1.6%) 250 (0. 0004%) 

Kazy 4991 (3.3%) 11916 (2.1%) 

Neris 12020 (8.0%) 103917 (18.1%) 

RBot 32324 (21.5%) 32643 (5.7%) 

TrickBot 19999 (13.3%) 153768 (26.8%) 

Virut 850 (0.6%) 66330 (11.6%) 

WannaCry 5744 (3.8%) 4531 (0.8%) 

Zeus 40000 (26.6%) 20393 (3.6%) 

DonBot (Menti) 3 2747 (0.5%) 

Murlo 3 5185 (0.9%) 

NSIS.ay 3 370 (0.0006%) 

Sogou 3 80 (~0.%) 

Weasel 3 23041 (4.0%) 

 

/: 284=> 7 B01;8FV 2.17, ACBBє2C G0AB8=C =02G0;ь=>W 281V@:8 A:;040NBь 

TrickBot, Emotet, Rbot B0 Zeus, 28O2;5==O O:8E є =091V;ьH :@8B8G=8< 70240==O<. � 

B5ABC20;ь=V9 281V@FV C =525;8:8E :V;ь:>ABOE DV3C@Cє B@0DV: 5 1>BV2, I> =5 1C2 

?@8ACB=V< C =02G0;ь=V9. 

2.10.5. !02G0==O B0 >FV=:0 O:>ABV :;0A8DV:0B>@V2 =0 =01>@V ISCX-CTU-

Extended 

#VA;O =02G0==O <>45;59 :;0A8DV:0FVW =0 :><1V=>20=><C @>7H8@5=><C =01>@V 

40=8E ISCX-%TU-Extended 1C;> 284V;5=> :V;ь:0 <>45;59 7 =09:@0I8<8 AC<0@=8<8 

?>:07=8:0<8 5D5:B82=>ABV. !0 60;ь, ;>3VAB8G=0 @53@5AVO A?@02;OєBьAO 7 F8< 

=01>@>< ACBBє2> 3V@H5 70 V=HV <>45;V, >A:V;ь:8 F5 ;V=V9=0 <>45;ь. &><C 40;V 

@>73;O40NBьAO ;8H5 0;3>@8B< 28?04:>2>3> ;VAC (rf_9) B0 HBCG=V =59@>==V <5@56V 
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(dnn_16_16_16, B0 dnn_24_24_24). /: 284=> 7 &01;8FV 2.18, 28:>@8AB0==O 

=59@>==8E <5@56 ?>:070;> 28IV ?>:07=8:8 AUROC =V6 28:>@8AB0==O 0;3>@8B<C 

28?04:>2>3> ;VAC. #@8 Fь><C C 2AVE AF5=0@VOE, 4>A;V46C20=V ?>:07=8:8 є ACBBє2> 

28I8<8 =V6 4;O <>45;59, =02G5=8E =0 107>2><C ISCX Botnet 2014. %;V4 70C2068B8, 

I> 2 Fь><C 5:A?5@8<5=BV, >B@8<0=V 7=0G5==O AUROC 20@B> V=B5@?@5BC20B8 45I> 

V=0:H5, 0465 2 @>7H8@5=><C =01>@V 40=8E 7=0G=C G0AB8=C B5ABC20;ь=>W 281V@:8 

A:;040NBь ?@8:;048 H:V4;82>3> #�. 

 &01;8FO 2.18. #>:07=8:8 AUROC 4;O <>45;59 =02G5=8E  

=0 ISCX-%TU-Extended (&5ABC20;ь=0 281V@:0). 

 >45;ь 36 >7=0: 12 >7=0: (PCA) 

iscx-ctu-extended/rf_9 0.9563 0.9545 

iscx-ctu-extended/dnn_16_16_16 0.9714 0.9728 

iscx-ctu-extended/dnn_24_24_24 0.9751 0.973 

  

/: V 2 <8=C;8E 5:A?5@8<5=B0E, ?@8 281>@V ?>@>3>2>3> 7=0G5==O :;0A8DV:0FVW 

1C45< ?5@H 70 2A5 72060B8 =0 E81=>?>78B82=89 @V25=ь. &5ABC20;ь=0 281V@:0 B0:>6 

1C;0 @>7H8@5=0 =>28<8 ?@8:;040<8 =>@<0;ь=>3> B@0DV:C, B><C >GV:CєBьAO, I> 

>B@8<0=V =0 F8E 40=8E ?>:07=8:8 1C4CBь 1V;ьH =04V9=V =V6 CAV ?>?5@54=V. �;O 

?>40;ьH>3> @>73;O4C V7 2Aь>3> =01>@C =02G5=8E <>45;59 1C;> >1@0=> 42V, O:V 

?>:07CNBь 28A>:5 7=0G5==O ?>2=>B8 28O2;5==O ?@8 4>AB0B=ь> =87ь:><C 

E81=>?>78B82=><C @V2=V, 0 A0<5 pca_12_rf_9, dnn_24_24_24.  

� B01;8FV 2.19 =02545=V ?>:07=8:8 4;O :;0A8DV:0B>@0 =0 >A=>2V 0;3>@8B<C 

28?04:>2>3> ;VAC ?@8 70AB>AC20==V <5B>4C 3>;>2=8E :><?>=5=B. /: 284=> 7 B01;8FV, 

4;O ?>@>3>2>3> 7=0G5==O 0.7 :V;ь:VABь E81=>?>78B82=8E @57C;ьB0BV2 =5 ?5@528ICє 

0.7% ?@8 Fь><C, 73.4% B@0DV:C 7;>2<8A=8E ?@>3@0< <>45;ь :;0A8DV:Cє :>@5:B=>. 

/:I> 7<5=H8B8 ?>@V3 4> 0.6, B> E81=>?>78B82=89 @V25=ь 7@>AB0є 4> 0.13%, V 

2>4=>G0A ACBBє2> 7@>AB0є ?>2=>B0 28O2;5==O 4> 79.87% 2AVE «H:V4;828E» ?>B>:V2. 

&01;8FO 2.19. #>:07=8:8 <>45;V iscx-ctu-extended/pca_12_rf_9 

=0 ISCX-%TU-Extended (&5ABC20;ь=0 281V@:0) 
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#>@V3 &>G=VABь #>2=>B0 )81=>?>78B82=89 @V25=ь 

0.51 0.8207 0.8074 0.0140 

0.6 0.8136 0.7987 0.0013 

0.7 0.7540 0.7342 0.0007 

0.8 0.6429 0.6142 0.0005 

0.85 0.5549 0.5191 0.0004 

0.95 0.4989 0.4585 0.0002 

 

#>2=>729O7=0 3-@V2=520 =59@><5@560 7 24 =59@>=0<8 =0 @V25=ь <0є 28I89 

2V4A>B>: E81=>?>78B82=8E @57C;ьB0BV2, 0;5 9 2>4=>G0A 28IC <0:A8<0;ь=C ?>2=>BC 

28O2;5==O. /: ?>:070=> C &01;8FV 2.2.0, ?@8 2AB0=>2;5=V ?>@>3>2>3> 7=0G5==O 

2?525=>ABV 0.97, ?>2=>B0 28O2;5==O AB0=>28Bь 80.7%. "4=0: O:I> 4>?CA:0єBьAO 

E81=>?>78B82=89 @V25=ь 0.5%, B> ?@8 ?>@>3>2><C 7=0G5==V 0.7 ?>2=>B0 28O2;5==O 

H:V4;82>3> B@0DV:C A:;040є 90.3%, I> є ACBBє2> 28I8< ?>:07=8:>< C ?>@V2=O==V 7 

CAV<0 @57C;ьB0B0<8, O:V ?>:070;> 45@52> ?@89=OBBO @VH5=ь. 

&01;8FO 2.20. #>:07=8:8 <>45;V iscx-ctu-extended/dnn_24_24_24 

=0 ISCX-%TU-Extended (&5ABC20;ь=0 281V@:0) 

#>@V3 &>G=VABь #>2=>B0 )81=>?>78B82=89 @V25=ь 

0.51 0.9195 0.9137 0.0075 

0.6 0.9152 0.9089 0.0064 

0.7 0.9102 0.9034 0.005 

0.8 0.8824 0.8733 0.0044 

0.85 0.8778 0.8682 0.0032 

0.9 0.8686 0.8583 0.0029 

0.95 0.8212 0.807 0.0019 

0.97 0.8161 0.8014 0.0014 

 

�0C2068<>, I> =59@><5@56V 7 16 =59@>=0<8 =0 @V25=ь, ?>:070;8 AE>6V 

@57C;ьB0B8. "4=0:, 4;O =8E ?>:07=8: ?>2=>B8 @>AB5 =5 =0ABV;ь:8 H284:> 7 @>AB>< 
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@V2=O E81=>?>78B82=8E @57C;ьB0BV2. !0?@8:;04, 4;O dnn_16_16_16 ?@8 

E81=>?>78B82=><C @V2=V 0.5% ?>2=>B0 28O2;5==O A:;040;0 ;8H5 82.7%. &0:8< 

G8=><, <>6=0 7@>18B8 ?@8?CI5==O, I> ?@8 71V;ьH5==V @>7<V@C =02G0;ь=8E 40=8E 

B0:>6 20@B> 71V;ьHC20B8 A:;04=VABь =59@><5@56V 4;O >B@8<0==O :@0I8E 

@57C;ьB0BV2. 

�;O >1>E <>45;59 pca_12_rf_9 B0 dnn_24_24_24 1C;0 ?@>2545=0 >FV=:0 
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7 O:8E 2>=8 ?>@>465=V (<0є 715@V30B8AO A5<0=B8:0 40=8E). 

Є 4>1@5 2V4><V <5B>48 4>?>2=5==O 40=8E 2 1V;ьH 4>A;V465=8E >1;0ABOE 

B0:8E O: >1@>1:0 7>1@065=ь, 0C4V> B0 B5:ABC. "4=0: 4;O >1@>1:8 <5@56528E 

?>B>:V2, 70AB>AC20==O :;0A8G=8E <5B>4V2 є >1<565=5 G5@57 >A>1;82>ABV 

?@54AB02;5==O B0 A5<0=B8:C 40=8E B0:>3> @>4C. !0 2V4<V=C 2V4 >1;0ABV >1@>1:8 

7>1@065=ь, 35=5@0FVO =>28E <5@56528E 40=8E G5@57 =0:;040==O HC<V2 >1<565=>W 

V=B5=A82=>ABV 28O28;>Aь <0;>5D5:B82=8<. !0?@8:;04, ?V4 G0A ?@>2545==O 

:;0A8DV:0FVW ?>B>:V2 V7 =02G0;ь=>W 281V@:8 7 =0:;040==O< HC<C, 0<?;VBC40 O:>3> 

=5 ?5@528ICє 10% 2V4 >@83V=0;ь=>3> 7=0G5==O, ?>3V@H5==O 2 B>G=>ABV ?>:07=8:0 

:;0A8DV:0FVW A:;0;> <5=H5 0.01% 4;O ?>2=>729O7=>W =59@><5@56V, O:0 >?8A0=0 2 

?>?5@54=ь><C @>74V;V. �V4?>2V4=> <>45;ь 265 є 4>A8Bь ABV9:>N 4> 28?04:>28E 

71C@5=ь. 

�=0G=> 28I89 2V4A>B>: ?><8;>: :;0A8DV:0FVW <>6=0 >B@8<0B8 

28:>@8AB>2CNG8 =5 28?04:>2V HC<8, 0 A?5FV0;ь=V <>48DV:0FVW, >B@8<0=V <5B>40<8 

=0 >A=>2V 28@0EC20==O «7<030;ь=8E ?@8:;04V2» 3 B5@<V=, O:89 2?5@H5 

70?@>?>=C20;8 �. %5354V B0 V=. 2 @>1>BV 2013 @>:C «І=B@83CNGV 2;0AB82>ABV 

=59@>==8E <5@56» [81]. 

3.2.  �5=5@0FVO 7<030;ь=8E ?@8:;04V2 
� Fь><C @>74V;V >?8A0=0 040?B0FVO «H284:>3> <5B>4C 7=0:C 3@04Vє=BC» 

(FGSM) [6], 4;O ?5@5B2>@5==O <5@56528E ?>B>:V2 ?@54AB02;5=8E 25:B>@0<8 >7=0:. 

*V;ь ?5@5B2>@5==O: V7 ?>G0B:>2> 2V@=>-:;0A8DV:>20=8E =59@>==>N <5@565N 

5:75<?;O@V2 7@>18B8 A5<0=B8G=> AE>6V, 0;5 B0:V, I> <>45;ь 18 :;0A8DV:C20;0 WE 

=52V@=>. � ?>40;ьH><C, 4>?>2=82H8 =02G0;ь=C <=>68=C 5:75<?;O@0<8 B0:>W 

?@8@>48, <>6=0 >B@8<0B8 1V;ьH @5?@575=B0B82=C 281V@:C. "GV:CєBьAO, I> =02G5=0 

=0 =V9 <>45;ь 1C45 1V;ьH ABV9:>N 4> AE>68E 71C@5=ь C 2EV4=8E 40=8E. 
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�;O <5@56528E ?>B>:V2 0;3>@8B< 35=5@0FVW 1C45 =0ABC?=89: >18@0NBьAO 

?>B>:8, O:V =0;560Bь 70740;53V4ь 2V4><><C :;0AC (=0?@8:;04, «7;>O:VA=V»). !5E09 

?>BV: <0є N >7=0: B0 ?>7=0G0єBьAO O: 1( ,..., )Nx x x= . �V4=>A=> :>6=>3> x 7=0E>48BьAO 

3@04Vє=B x  DC=:FVW 2B@0B ( , , )J x y , O:0 28:>@8AB>2C20;0Aь ?@8 =02G0==V <>45;V. 

(C=:FVO 2B@0B J 3 F5 1V=0@=0 ?5@5E@5A=0 5=B@>?VO, >1G8A;5=0 4;O 40=>3> � B0 <VB:8 

9>3> DC=40<5=B0;ь=>W VAB8=8 y (<VB:0 <1= ?>7=0G0є ?>BV: O: «7;>O:VA=89», <0= 3 O: 

«4>1@>O:VA=89»). θ 3 F5 2038 B0 7AC28 <>45;V, 282G5=V =5N ?V4 G0A =02G0==O. 

�=0E>465==O 3@04Vє=BC ( , , )x J x y  2V41C20єBьAO G5@57 >1G8A;5==O G0AB8==8E 

?>EV4=8E J  ?> :>6=V9 7 :><?>=5=B (>7=0:) x. 

1

( , , ) ( , , )
( , , ) ( ,..., )x

N

J x y J x y
J x y

x x

   
 =

    

+0AB8==V ?>EV4=V =5;V=V9=>W DC=:FVW, O:>N O2;OєBьAO J, >1G8A;NNBьAO 

AB0=40@B=8< 0;3>@8B<>< 72>@>B=>3> ?>H8@5==O [89] (>:@5<89 28?04>: 

02B><0B8G=>W 48D5@5=FV0FVW, O:89 @50;V7CєBьAO H;OE>< 72>@>B=>W 0:C<C;OFVW 2 

>1G8A;N20;ь=><C 3@0DV [90]): 

1. �0=> 5;5<5=B 281V@:8 x. %?5@HC, ?@>2>48BьAO ?@O<89 ?@>EV4 ?> 3@0DC, 7 

>1G8A;5==O< @57C;ьB0BC :>6=>W >?5@0FVW 4;O 40=>3> x. 

2. �0;V, ?>G8=0NG8 7 28EV4=>3> H0@C V @CE0NG8Aь C 72>@>B=><C =0?@O<:C H0@ 

70 H0@>< >1G8A;NNBьAO G0AB8==V ?>EV4=V DC=:FVW 2B@0B ?> ?0@0<5B@0< B0 

>?5@0FVO< ?@54AB02;5=8<8 40=8< H0@><. �;O >1G8A;5==O 28:>@8AB>2CєBьAO 

:;0A8G=5 ;0=FN3>25 ?@028;> ?>2=>W 48D5@5=FV0FVW DC=:FVW. 

3. !0@5HBV, :>;8 ?@>F54C@0 72>@>B=>3> @>7?>2AN465==O 4>E>48Bь 4> ?5@H>3> 

<2EV4=>3>= H0@C, G0AB8==V ?>EV4=V 
( , , )

i

J x y

x


  >1G8A;NNBьAO 0=0;>3VG=> 

?>EV4=8< ?> 2AV< V=H8< ?0@0<5B@0E 40=>3> >1G8A;N20;ь=>3> 3@0DC. 

"B@8<0=89 3@04Vє=B 2:07Cє =0?@O<>: =091V;ьH AB@V<:>3> 7@>AB0==O 7=0G5==O 

DC=:FVW 2B@0B J C :>=:@5B=V9 B>GFV ?@>AB>@C >7=0:. +8< 1V;ьH0 25;8G8=0 i-B>W 
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:><?>=5=B8 3@04Vє=B0, B8< 1V;ьH5 <>45;ь :;0A8DV:0FVW є GCB;82>N 4> ?B>4?ьABW 

7<V=8 i-B>W >7=0:8 (xi). 

&0: O: B@0=AD>@<0FVW C ?@>AB>@V >7=0: =5 702648 <0NBь 72>@>B=5 

2V4>1@065==O C ?@>ABV@ ?>4V9 >@83V=0;ь=>W 7040GV, B> <>65 28=8:0B8 =5>1EV4=VABь 

=0:;0AB8 ?52=V >1<565==O =0 ?@8?CAB8<V 7<V=8 2 >7=0:0E 5:75<?;O@0. #>7=0G8<> 

O: x  25:B>@ ?>?5@54=ь> >1G8A;5=8E :><?>=5=BV2 3@04Vє=BC, 45 ?52=V >1@0=V >7=0:8 

70;8H0NBьAO =57<V==8<8, 0 2AV V=HV :><?>=5=B8 28AB02;ONBьAO 2 0 (V=H8<8 

A;>20<8 V3=>@CNBьAO). &>4V 4;O >B@8<0==O ?>B5=FV9=>3> 7<030;ь=>3> ?@8:;04C, 

>7=0:8 >@83V=0;ь=>3> 5:75<?;O@C =5>1EV4=> 7<0AHB01C20B8 2 =0?@O<:C 3@04Vє=BC, 

B0:8< G8=>< 71V;ьHCNG8 7=0G5==O DC=:FVW 2B@0B. "B@8<0==O =>2>3> 5:75<?;O@C  

7 >@83V=0;ь=>3> I ?>:070=> C D>@<C;V (3.1). 

( ) ( )(1 ( , , ) ), 0,1
x

x x sign J x y  ò = ÷ + ÷  þ  (3.1) 

%;V4 707=0G8B8, I> 2 :;0A8G=><C FGSM [83] 28:>@8AB>2CєBьAO =0ABC?=0 

D>@<C;0: 

( ) ( )    ( , , ) , 0,1 , 0,1 , 0,1
x i i

x x sign J x y x x  ò ò= + ÷  þ þ þ   (3.2) 

45 xi B0 x'i 3 i-B0 >7=0:0 ?>G0B:>2>3> 9 735=5@>20=>3> ?@8:;04C 2V4?>2V4=>. 

�8:>@8AB0==O D>@<C;8 (3.2) ?5@5410G0є, I> >7=0:8 xi ?>?5@54=ь> 

7<0AHB01>20=> (O: ?@028;> 2V4=>A=> <V=V<0;ь=>3> B0 <0:A8<0;ь=>3> 7=0G5==O<, 

O:V 7CAB@VG0;8Aь C =02G0;ь=><C =01>@V), V WW 7=0G5==O B5?5@ ;568Bь 2 <560E 2V4 [0..1]. 

#@8 Fь><C 4;O :>6=>3> >1@>1;N20=>3> ?@8:;04C, 7=0G5==O 2V4?>2V4=>W >7=0:8 

71C@NєBьAO =0 ?52=C 01A>;NB=C 25;8G8=C. /:I> =>25 7=0G5==O >7=0:8 x'i  28E>48Bь 
70 707=0G5=V <56V, B> 2>=> «>1@V70єBьAO», B>1B> 2AB0=>2;NєBьAO 2 0 G8 1.  

' E>4V 28:>=0==O FVєW @>1>B8, 1C;> ?><VG5=>, I> A?@>10 35=5@0FVW =>28E 

<5@56528E ?>B>:V2 G5@57 D>@<C;C (3.2), ?@872>48Bь 4> 2 ?@>1;5<: 

1. /:I> 4V0?07>= <0AHB01C20==O >7=0:8, >B@8<0=89 7  =02G0;ь=>3> =01>@C, є 

4>A8Bь 25;8:8<, B> =02VBь ?@8 2V4=>A=> =525;8:8E ε, 735=5@>20=89 ?>BV: 

;53:> 28E>48Bь 70 @0<:8 A5<0=B8G=>W ?>4V1=>ABV.  !0?@8:;04: ?@8?CAB8<> 

7=0G5==O «$>7<V@ :>@8A=>3> =020=B065==O» 4;O :>=:@5B=>3> ?>B>:C xi = 1010 
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109B, 0;5 4V0?07>= 7=0G5=ь 4;O FVєW >7=0:C 2 <560E O:>3> ?@>2>48;>Aь 

<0AHB01C20==O, A:06V< 3 [0..10000], B>4V ?@8 ε = 0.1 V 7=0:C 3@04Vє=BC <-= 

7=0G5==O >7=0:8 >B@8<0=5 D>@<C;>N (3.2) <0B8<5 283;O4 

1010
0.1 ( 1) 0.101 0.1 0.001

10000ixò = + ÷ − = − =
, I> 2V4?>2V40є ;8H5 10 109B0<. &0:5 @V7:5 

7<5=H5==O @>7<V@C :>@8A=>3> =020=B065==O (2 1V;ьH5 =V6 100 @07V2) 

?>@CHCє 28<>3C ?>4V1=>ABV 735=5@>20=>3> ?>B>:C 4> >@83V=0;ь=>3>. 

2. �@V< B>3>, 7=0G=> 7@>AB0є :V;ь:VABь 28?04:V2 :>;8 2V41C20єBьAO >1@V7:0 

7=0G5==O >7=0:8. (0:B8G=> ?@8 4>4020==V 01A>;NB=>W 25;8G8=8 ε, 1C4ь-O:5 

7=0G5==O >7=0:8, O:5 ;568Bь 2 <560E [0..ε] V [ε..1], 1C45 >1@V70=5 ?@8 7=0:0E 

3@04Vє=BC <-= B0 <+= 2V4?>2V4=>. #@8 >1@>1FV <5@56528E ?>B>:V2, 

?@54AB02;5=8E ;8H5 :V;ь:><0 45AOB:0<8 >7=0:, 2B@0B0 V=D>@<0FVW ?> >4=V9 7 

=8E є 4>A8Bь :@8B8G=>N. 

�0<V=0 4>4020==O >4=0:>2>3> 01A>;NB=>3> 7=0G5==O 4> >7=0:8 4;O 2AVE 

?@8:;04V2 ((>@<C;0 3.2), =0 2V4=>A=5 <0AHB01C20==O WW 25;8G8=8 4;O :>6=>3> 

>:@5<>3> ?@8:;04C ((>@<C;0 3.1), ?>2=VABN 28@VHCє ?@>1;5<C 1 V B0:>6 70?>1V30є 

>1@V7:0< 7=0G5=ь ?> =86=V 3@0=8FV, ?@8 ε < 1 V B0:>6 7<5=HCє G0AB>BC >1@V7>: ?> 

25@E=V9 3@0=8FV, I> G0AB:>2> 28@VHCє ?@>1;5<C 2. 

3.3.  "A>1;82>ABV ?@>AB>@C >7=0: <5@56528E ?>B>:V2 
"1@>1:0 <5@56528E 40=8E C D>@<V AB0B8AB8: <5@5652>3> ?>B>:C <0є ?52=C 

A?5F8DV:C, 157 2@0EC20==O O:>W, A?@>18 35=5@0FVW =>28E ?@024>?>4V1=8E ?>B>:V2 

1C4CBь =5240;8<8. 

#>-?5@H5, ?@>ABV@ >7=0: <5@56528E ?>B>:V2 є =87ь:>28<V@=8<, =0 I> 265 

725@B0;0Aь C2030 2 ?>?5@54=ь><C @>74V;V. &>4V O:, 7>1@065==O A:;040єBьAO 7 

<V;ь9>=V2 ?V:A5;V2, ?>BV:, O: ?@028;>, ?@54AB02;OєBьAO ;8H5 :V;ь:><0 45AOB:0<8 

7=0G5=ь. � 5:A?5@8<5=B0;ь=V9 G0AB8=V Fь>3> @>74V;C, ?>B>:8 ?@54AB02;O;8AO 50 

>7=0:0<8 (482. �>40B>: �). 

#>-4@C35, 1V;ьHVABь >7=0: =5 <0NBь GVB:> 2AB0=>2;5=>W 25@E=ь>W 3@0=8FV. !0 

2V4<V=C 2V4 7>1@065=ь, 45 :>65= ?V:A5;ь 70:>4>20=89 DV:A>20=>N :V;ь:VABN 1VB V 
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:>;ь>@8 ?V:A5;V2 4>AB0B=ь> @V2=><V@=> @>7?>4V;5=V ?> 2Aь><C A?5:B@C, 7=0G5==O 

E0@0:B5@8AB8: ?>B>:C <>6CBь =5>1<565=> 7@>AB0B8 V 7=0G=> 20@VN20B8AO, 0465 WE 

:>4C20==O =VO: =5 @53;0<5=BCє WE 25@E=N 3@0=8FN. #@8:;04>< є >7=0:0 «:V;ь:VABь 

?0:5BV2 C ?>B>FV» B0 V=HV A?>@V4=5=V W9. !02VBь 4;O B8E E0@0:B5@8AB8: 4;O O:8E 

VA=CNBь ?52=V B5E=VG=V >1<565==O 25@E=O <560 20@VNєBьAO 2V4 <5@56V 4> <5@56V, V 

WW <>6=0 >FV=8B8 EV10 I> AB0B8AB8G=>. !0?@8:;04, <0:A8<0;ь=5 7=0G5==O 

«B@820;VABь ?>B>:C» <>65 ?>-@V7=><C >1<56C20B8Aь 2 70;56=>ABV 2V4 :>=DV3C@0FVW 

<5@5652>3> H;N7C G8 251-A5@25@0. 

&@5Bь>N >A>1;82VABN, є B5 I>, >7=0:8 ?>B>:V2 70728G09 4C65 35B5@>35==V. 

�>=8 7=0G=> 2V4@V7=ONBьAO >4=0 2V4 >4=>W A2>W<8 25@E=V<8 B0 =86=V<8 3@0=8FO<8, 

0 B0:>6 48A?5@AVєN. !0?@8:;04, 7=0G5==O «:V;ь:VABь TCP ACK ?@0?>@FV2», O: 

?@028;>, ACBBє2> <5=H5 70 «<0:A8<0;ь=89 @>7<V@ :>@8A=>3> =020=B065==O» 2 

>4=><C 9 B><C A0<><C ?>B>FV. *5 B0:>6 є 7=0G=>N 2V4<V==VABN 2V4 >1;0ABV >1@>1:8 

7>1@065=ь, 45 >7=0:8 є D0:B8G=> 3><>35==8<8. 

�@V< B>3>, =5 2AV >7=0:8 є 4>ABC?=8<8 4;O 4>2V;ь=>W <>48DV:0FVW 157 

A?@8G8=5==O ?>@CH5==O A5<0=B8:8 ?>B>:C. &0:V ?>;O O: «:V;ь:VABь ?@0?>@FV2 

SYN/ACK/FIN&» 28?;820NBь 7 ?@028; 2AB0=>2;5=8E TCP-?@>B>:>;><. 

&0:>6, G5@57 A?5F8DV:C ?V4@0EC=:C B0 ?@54AB02;5==O >7=0: ?>B>:C 

(1V;ьHVABь V7 =8E 3 F5 AB0B8AB8:8), 45O:V >7=0:8 :>@5;NNBь <V6 A>1>N B0 48=0<VG=> 

>1<56CNBь >4=0 >4=C. !0?@8:;04, :>;8 25;8G8=8 >?8ACNBь <V=V<0;ь=5, 

<0:A8<0;ь=> B0 AC<0@=5 7=0G5==O ?52=>3> ?0@0<5B@C, B> ?@8=09<=V <0є 

28:>=C20B8Aь =5@V2=VABь «<V=.» ≤ «<0:A.» ≤ «AC<0@=0».  

� 2Aь>3> 707=0G5=>3> AB0є 7@>7C<V;8<, I> 35=5@0FVO 4>2V;ь=8E 20@V0FV9 

<5@56528E ?>B>:V2 (=5 ;8H5 7<030;ь=8E), O: V 27030;V 1C4ь-O:0 :>=B@>;ь>20=0 

35=5@0FVO <5@5652>3> B@0DV:C, є =5B@82V0;ь=>N 7040G5N V ?>B@51Cє >:@5<>3> 

4>A;V465==O.  

#@8 Fь><C, 4;O 35=5@0FVW A0<5 7<030;ь=8E ?@8:;04V2, 4> C2038 20@B> 27OB8 9 

B5, I> 7;>2<8A=8: <0є <>6;82VABь 7<V=N20B8 7=0G5==O >7=0: ?>B>:C ;8H5 

>?>A5@54:>20=> 3 25;8G8=8 >7=0: ?>B>:V2 >1G8A;NNBьAO A8AB5<>N 0=0;V7C 

<5@5652>3> B@0DV:C, 4> O:>W 7>2=V =5<0є ?@O<>3> 4>ABC?C, I> CA:;04=Nє 70240==O 
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AB2>@5==O CA?VH=8E 0B0: ?@>B8 :;0A8DV:0B>@0. �>4=>G0A 70240==O ?V428I5==O 

ABV9:>ABV <>45;V 4> B0:8E 0B0:, <>65 1CB8 72545=8< 4> AB2>@5==O =04<=>68=8, O:0 

2:;NG0є V ?52=89 2V4A>B>: @50;ь=> =54>AO6=8E 5:75<?;O@V2, 4>B8, ?>:8 FO 

<=>68=0 <0:A8<0;ь=> H8@>:> ?>:@820є 2AV @50;ь=> <>6;82V 0B0:8. %0<5 B0:89 

<5B>4 1C2 28:>@8AB0=89 2 ?@0:B8G=V9 G0AB8=V @>1>B8, O:0 1C45 >?8A0=0 2 =0ABC?=8E 

?V4@>74V;0E. �;O <V=V<V70FVW @878:C ?>@CH5==O A5<0=B8:8 ?>B>:C ?@8 <>48DV:0FVW 

B0 28E>4C 70 <56V 4>AO6=>ABV, 71C@5==O 1C;8 74V9A=5=V ;8H5 =04 >1<565=8<8 

3@C?0<8 >7=0:, 2 O:8E 2>=8 18 <0;8 :>=:@5B=C A5<0=B8G=C V=B5@?@5B0FVN. #@8 

Fь><C 1C;> =0:;045=> @O4 107>28E >1<565=ь ?@8 ?>@CH5==V O:8E, 735=5@>20=89 

5:75<?;O@ 2V4:8402AO. 

3.4.  "1@>1:0 281V@:8 B0 >1@0==O 3@C? 2@07;828E >7=0: <5@56528E ?>B>:V2 

/: V 2 ?>?5@54=ь><C @>74V;V, 4;O >B@8<0==O ?@0:B8G=8E @57C;ьB0BV2 

28:>@8AB>2C202AO =01V@ 40=8E UNB %IC Botnet 2014 [19]. %0<V ?>B>:8 B0 WE >7=0:8 

V7 =01>@C ?0:5BV2 284V;5=V <>48DV:>20=>N 25@AVєN V=AB@C<5=BC %ICFlowMeter [21]. 

�@V< AB0=40@B=>3> V45=B8DV:CNG>3> :>@B56C, O:89 A:;040єBьAO 7 IP-04@5A, ?>@BV2, 

?@>B>:>;C B0 G0A>2>W <VB:8 4;O :>6=>3> ?>B>:C 1C;> >1@0=> B0 >1G8A;5=> 50 >7=0: 

(482. �>40B>: �). 

�0C2068<>, I> 1>B=5B8 ?>4V;ONBьAO =0 3 >A=>2=8E B8?8, 70 A?>A>1>< 

:><C=V:0FVW <V6 @V7=8<8 2C7;0<8 WE @>1>G>W Vє@0@EVW [91]: IRC (Internet Relay Chat), 

HTTP (HyperText Transfer Protocol) B0 P2P (peer-to-peer). �2060NG8 =0 B5, I> C 

=02G0;ь=><C =01>@V 40=8E 1C;8 ?>2=VABN 2V4ACB=V ?@8:;048 P2P (peer-to-peer) 

B@0DV:C, B> 2 E>4V >FV=:8 O:>ABV <>45;V =0 B5ABC20;ь=><C =01>@V ?>B>:8 P2P-

1>B=5BV2 B0:>6 28:;NG0;8Aь, 4;O >B@8<0==O 1V;ьH GVB:8E @57C;ьB0BV2. 

�V;ь:VABь ?>B>:V2 70 :;0A0<8 2 =02G0;ь=><C B0 B5ABC20;ь=><C =01>@V 

=02545=> C &01;8FV 3.1. �;O =02G0;ь=8E 40=8E, ?@8:;048 >B@8<0=V ?@8 @V7=8E 

7=0G5==OE ε >19є4=C20;8Aь 2 A?V;ь=C <=>68=C, O:>N 4>?>2=N202AO ?>G0B:>289 

=02G0;ь=89 =01V@, I> B0:>6 ?>:070=> C B01;8FV. �;O B5ABC20;ь=8E 40=8E ?>:07=8:8 

:;0A8DV:0FVW ?V4@0E>2C20;8Aь 4;O :>6=>3> 7=0G5==O ε V=482V4C0;ь=>, B><C 2 

B01;8FV 1 WE :V;ь:VABь =5 =02>48BьAO. #V4 B5ABC20;ь=8<8 40=8<8 <0єBьAO =0 C207V 



111 
 

281V@:0, O:C <>45;ь =5 10G8;0 ?@8 =02G0==V (=V A0<V 5;5<5=B8 281V@:8, =V ?>EV4=V 

2V4 =8E). 

&01;8FO 3.1 

�0=V !02G0;ь=V &5ABC20;ь=V (=>2V) 
�>?>2=5==O �> #VA;O �> #VA;O 
!>@<0;ь=V 306056 1191153 126232 (157 7<V=) 

,:V4;82V 
(1>B=5B8) 109305 396711 87960 (157 7<V=) 

% H:V4;828E 35.7 33.3 69.7 (157 7<V=) 

 

�;O >B@8<0==O 1V;ьH ?@024>?>4V1=8E ?@8:;04V2, 28:>@8AB0==O 71C@5=ь B0 

?>40;ьH0 >FV=:0 ABV9:>ABV <>45;V ?@>2>48;0Aь ;8H5 70 42><0 A5<0=B8G=> 

28>:@5<;5=8<8 3@C?0<8 >7=0:: 

● �@C?0 >7=0: 1 (9 >7=0:): &@820;VABь ?>B>:C,  V=V<0;ь=89, <0:A8<0;ь=89 

<V6?0:5B=89 V=B5@20; 2 ?@O<><C B0 72>@>B=><C =0?@O<:0E, 

%5@54=ь>:204@0B8G=5 2V4E8;5==O <V6?0:5B=8E V=B5@20;V2 C ?@O<><C B0 

72>@>B=><C =0?@O<:0E, %C<0 <V6?0:5B=8E V=B5@20;V2 2 >1>E =0?@O<:0E. 

● �@C?0 >7=0: 2 (6 >7=0:8):  V=V<0;ь=5, <0:A8<0;ь=5, B0 A5@54=ь>:204@0B8G=5 

2V4E8;5==O 4>268=8 ?0:5BV2 2 ?@O<><C B0 72>@>B=><C =0?@O<:0E. 

�1C@5==O 2 >7=0:0E «3@C?8 1» <>6=0 V=B5@?@5BC20B8 O: <0=V?C;OFVO 7 G0A>28<8 

?0@0<5B@0<8 ?>B>:C: 2V440;5==O G8 71;865==O ?5@H>3> B0 >AB0B=ь>3> ?0:5BC 

287=0G0є 7=0G5==O «B@820;>ABV ?>B>:C», 0 4>40B:>20 70B@8<:0 (G8 =02?0:8 WW 

A:>@>G5==O) <V6 2V4?@02:>N 42>E ?>A;V4>2=8E ?0:5BV2 2?;820є =0 AB0B8AB8:C 

<V6?0:5B=8E V=B5@20;V2. 

�<V=8 2 >7=0:0E «3@C?8 2» 2V4>1@060NBь 20@VN20==O @>7<V@V2 ?0:5BV2. 

!0?@8:;04, 4>40NG8 =04;8H:>2V 109BV2 2 :V=5Fь :>@8A=>3> =020=B065==O <>6=0 

71V;ьH8B8 AB0B8AB8:C «<0:A8<0;ь=>W 4>268=8 ?0:5BC», 0 >@30=V7C202H8 40=V 1V;ьH 
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:><?0:B=> (G8 27030;V ?5@5402H8 ?CAB89 ?0:5B) 3  7<5=H8B8 7=0G5==O «<V=V<0;ь=>W 

4>268=8». 

#@8 Fь><C, E>G0 9 ?@8 2=5A5==V 4>2V;ь=8E 7<V= 2 >7=0:8 :>6=>W 7 3@C? =5 <>6=0 

30@0=BC20B8 ?>2=C A5<0=B8G=C B>B>6=VABь =>2>3> >B@8<0=>3> ?>B>:C. "4=0:, O: 

1C45 ?>:070=> 5:A?5@8<5=B0;ь=>, 35=5@0FVO @>7H8@5==O 40=8E 7 4>4020==O< ;8H5 

107>28E ;>3VG=8E >1<565=ь є 4>AB0B=ь>N 4;O O:VA=>3> ?>:@0I5==O ABV9:>ABV 

<>45;V :;0A8DV:0FVW. 

�;O :>6=>W 7 3@C? >7=0: 1C;8 22545=V =0ABC?=V >1<565==O (?>2=89 A?8A>: =072 

>7=0: B0 WE >?8A =02545=> C �>40B:C �). 

�@C?0 1: 

● "Fwd IAT Min" ≤ "Fwd IAT Max" 

● "Bwd IAT Min" ≤ "Bwd IAT Max" 

�@C?0 2: 

● "Fwd Packet Length Min" ≤ "Fwd  

● "Bwd Packet Length Min" ≤ "Bwd Packet Length Max" 

● "Fwd Packet Length Max" ≤ "Total Length of Fwd Packet"  

"Bwd Packet Length Max" ≤ "Total Length of Bwd Packet" 

3.5.  �07>20 <>45;ь B0 >FV=:0 ?>:07=8:V2 5D5:B82=>ABV B0 ABV9:>ABV 
&0: O: =02G0==O <>45;V V ?>HC: 7<030;ь=8E ?@8:;04V2 є @5AC@A>є<=8<8 

7040G0<8, 0 ?@>2545=V 5:A?5@8<5=B8 ?> 4>?>2=5==N 40=8E ?>B@51C20;8 

1030B>@07>28E ?>2B>@5=ь, B> >4=VєN 7 >A=>2=8E 28<>3 4> <>45;V 1C;0 

>1G8A;N20;ь=0 ?@>AB>B0. �@V< B>3>, 28:>@8AB0==O 2V4=>A=> ?@>AB>W 0@EVB5:BC@8 

=59@>==>W <5@56V, 4>72>;Oє 7<5=H8B8 @878: >B@8<0==O 240;8E, 0;5 

=52V4B2>@N20=8E @57C;ьB0BV2 G5@57 28?04:>2C CA?VH=C V=VFV0;V70FVN ?>G0B:>28E 

203>28E :>5DVFVє=BV2  :;0A8DV:0B>@0 ?@8 =02G0==V. 

� O:>ABV <>45;V :;0A8DV:0FVW 1C;> 70AB>A>20=> 3;81>:C =59@>==C <5@56C 7 3-

<0 ?@8E>20=8<8 ?>2=>729O7=8<8 H0@0<8 ?> 24 =59@>=8, B0 >4=8< 28EV4=8<. � 
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?@8E>20=8E H0@0E C @>;V DC=:FVW 0:B820FVW 28:>@8AB>2CєBьAO ReLU (7@V70=89 

;V=V9=89 2C7>;), 0465 7=0E>465==O 3@04Vє=BC 4;O =5W B@82V0;ь=5 (G0AB8==0 ?>EV4=0 

702648 0 01> 1). � O:>ABV DC=:FVW 0:B820FVW 28EV4=>3> =59@>=C 1C;0 28:>@8AB0=0 

A83<>W40, 7040G0 O:>W 3 72C65==O 4V0?07>=C 28EV4=8E 7=0G5=ь 2 <560E <V6 0 B0 1. 

#@8 =02G0==V DC=:FVєN 2B@0B A;C3C20;0 1V=0@=0 ?5@5E@5A=0 5=B@>?VO. �;O 

>?B8<V70FVW ?0@0<5B@V2 <>45;V 28:>@8AB>2C202AO 0;3>@8B< Adam (040?B82=0 >FV=:0 

<><5=BC). 

�;O 1V;ьH 4>AB>2V@=>3> ?>@V2=O==O >B@8<0=8E <>45;59, :;0A8DV:0B>@ ?>2B>@=> 

=02G02AO 10 @07V2 4> B0 ?VA;O 4>?>2=5==O, ?VA;O G>3> 4;O :>6=>3> 28?04:C 1C;> 

>1@0=> <>45;ь 7 =0928I8<8 ?>:07=8:>< AUROC (?;>I0 ?V4 :@82>N @>1>G>W 

E0@0:B5@8AB8:8 ?@89<0G0) =0 B5ABC20;ь=8E 40=8E. 

#VA;O >B@8<0==O 107>2>W <>45;V 7 4>AB0B=ь> 28A>:8<8 ?>:07=8:0<8 

5D5:B82=>ABV =0 B5AB>2><C =01>@V 40=8E (AUROC = 0.932, B>G=VABь = 0.88, ?@8 

?>@>7V 2?52=5=>ABV = 0.51), 1C;> ?@>2545=> 0=0;V7 WW 2@07;82>ABV 4> 7<030;ь=8E 0B0:. 

�;O Fь>3>, 4;O :>6=>W B>G:8 2 =01>@V B5ABC20;ь=8E 40=8E 1C;> ?V4@0E>20=> 25:B>@8 

3@04Vє=BV2 <>45;V C ?@>AB>@V >7=0:. �0;V, <5B>4><, >?8A0=8< C <8=C;8E 

?V4@>74V;0E, 1C;> >B@8<0=> 7<030;ь=V ?@8:;048 4;O :>6=>W B>G:8 107>2>3> =01>@C 

G5@57 <0AHB01C20==O 7=0G5=ь C =0?@O<:C 3@04Vє=BC, >:@5<> 4;O :>6=>3> 7 

707=0G5=8E =01>@V2 >7=0:. 

�;O :>6=>3> 7=0G5==O ε 1C;> ?V4@0E>20=> 2V4A>B>: E81=8E :;0A8DV:0FV9 

5:75<?;O@V2 >B@8<0=8E >?8A0=8< A?>A>1>< 7 >@83V=0;ь=8E <5@56528E ?>B>:V2, O:V 

=0;560;8 :;0AC «1>B=5BV2». $57C;ьB0B8 =02545=V 2 &01;8FV 3.2. /: 1C;> 70C2065=> 

@0=VH5, =0 5B0?V :>;8 4;O :>=:@5B=>3> ε B@0=AD>@<0FVO AB0є =54V9A=>N 

(?>@CHCNBьAO 2AB0=>2;5=V >1<565==O) 4;O ?52=>3> ?>B>:C, 2V= B0 9>3> >@83V=0; 

28:;NG0єBьAO 7 5:A?5@8<5=BC. �V4?>2V4=>, 4;O 1V;ьH :>@5:B=>W V=B5@?@5B0FVW 

@57C;ьB0BV2, B0:>6 =5>1EV4=> A;V4:C20B8 70 7030;ь=>N :V;ь:VABN ?>B>:V2, O:V 

@>73;O40NBьAO =0 40=><C 5B0?V. 

!86G5 =02545=> ?A524>:>4 O:89 ?>:07Cє ?>@O4>: :@>:V2 35=5@0FVW 

7<030;ь=8E ?@8:;04V2 B0 >FV=:8 2@07;82>ABV 4> =8E <>45;V. 
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INPUT 

F : >7=0:8 

FG : 3@C?0 >7=0:, =04 O:>N ?@>2>4OBьAO 71C@5==O 

C : >1<565==O 

X : 25:B>@8 >7=0: <5@56528E ?>B>:V2 

Y : <VB:8 <5@56528E ?>B>:V2 (7=0G5==O 0 3 728G09=89, 1 3 

7;>O:VA=89/1>B=5B) 

E : 25;8G8=0 71C@5==O ({ 0, 0.01, 0.05, 0.1, 0.2, 0.3, 0.4, 0.5, 0.6, 0.7 }) 

t : ?>@V3 2?52=5=>ABV, ?@8 4>AO3=5==V O:>3>, ?>BV: 22060єBьAO 

«7;>O:VA=8<» 

BEGIN 

 1
1 0

F

i
f if f FG else þ   // 25:B>@-A5;5:B>@ 3@C?8 >7=0: 

   min max
1 1

, min , max
FF

i i
x X x X

X X x x
 þ  þ


    // 287=0G8B8 3@0=8FV >7=0: 

( )( )( )min max, , , , ,train J scale X X X Y      // =02G0==O <>45;V 

// θ 3 ?0@0<5B@8 =59@><5@56V, J 3 DC=:FVO 2B@0B (1V=0@=0 ?5@5E@5A=0 

5=B@>?VO) 

 adversarialX        // ?>@>6=O V=VFV0;V70FVO 

foreach ε in E: 

foreach xn in X: 

  ( ), ,n n

n n

x x
f J x y  ÷    // ?V4@0EC20B8 3@04Vє=B 

( )( )1 n

n n

adversarial x
x x sign ÷ + ÷ 

  // 2=5AB8 71C@5==O  

  end 

  ( ) | ,n n

adversarial adversarial adversarial
X x satisfies x C  // 70AB>AC20B8 >1<565==O 

 _ | 1, ,n n n n

adv malicious adv adv adversarial
X x y y Y x X = þ þ  // 284V;8B8 «7;>O:VA=V» 
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( )( )_ , min max, ,
adv malicious

P predict scale X X X   // 7@>18B8 ?5@5410G5==O 

// >1@0B8 ?@8:;048, O:V <>45;ь ?><8;:>2> 22060є 70 «728G09=V» 

 _ | , ,n n n n

adv misclassified adv adv adversarial
X x p t p P x X ü þ þ

 

_

_

_ [ ]
adv misclassified

adv malicious

X
missclassification rate

X
 

 // 7=09B8 G0AB:C ?><8;>: 

 end 

END 

%;V4 707=0G8B8, I> 4;O 1V;ьH>W =03;O4=>ABV 2 B01;8FV 3.2 =02545=> =5 

01A>;NB=C 25;8G8=C 2V4A>B:C E81=8E :;0A8DV:0FV9, 0 WW ?@8@VAB 2V4=>A=> 

?>G0B:>2>3> =01>@C 40=8E 157 71C@5=ь. 

&01;8FO 3.2 

Г@C?4 >7=4: 1 Г@C?4 >7=4: 2 

ε #@8@VAB % ?><8;>: 
:;0A8DV:0FVW 

�V;ь:VABь 
@>73;O=CB8E 
5:75<?;O@V2 

#@8@VAB % 
?><8;>: 
:;0A8DV:0FVW 

�V;ь:VABь 
@>73;O=CB8E 
5:75<?;O@V2 

0 0 70024 0 70024 

0.01 0.01 69663 0.07 67431 

0.05 0.07 69658 0.80 67388 

0.1 0.34 69654 2.6 67040 

0.2 0.61 69645 4.52 66535 

0.3 0.83 69635 9.12 66521 

0.4 0.99 69450 11.35 66506 

0.5 1.08 69286 12.44 66491 

0.6 1.40 69263 13.00 66464 

0.7 1.48 69240 13.21 66457 

 

/: 284=> 7 &01;8FV 3.2, <>45;ь 28O28;0Aь <0;>2@07;82>N (E>G0 9 =5 ?>2=VABN 

ABV9:>N) 4> 7<030;ь=8E 0B0: >?8A0=8< <5B>4>< H;OE>< 20@VN20==O <V6?0:5B=8E 
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V=B5@20;V2 B0 B@820;>ABV ?>B>:C (3@C?0 >7=0: 1). �>4=>G0A, <0=V?C;OFVW 

AB0B8AB8:0<8 @>7<V@V2 ?0:5BV2 (3@C?0 >7=0: 2) 2?;8=C;8 =0 <>45;ь 7=0G=> 

A8;ь=VH5. 

3.6.  #>1C4>20 4>?>2=5=>3> =02G0;ь=>3> =01>@C 40=8E 
#VA;O 28O2;5==O 2@07;82>ABV 107>2>W <>45;V 4> 7<030;ь=8E 0B0: ?>AB0є 7040G0 

?>1C4>28 =>2>3> =02G0;ь=>3> =01>@C, 4>?>2=5=>3> 7<030;ь=8<8 ?@8:;040<8 V 

?>40;ьH5 =02G0==O =0 =ь><C =>2>W <>45;V :;0A8DV:0FVW. #@8 Fь><C <>6=0 284V;8B8 

2-0 >A=>2=V :@8B5@VW, O:V <0NBь 28:>=C20B8Aь 4;O =>2>W <>45;V: 

1. !>20 <>45;ь :;0A8DV:0FVW <0є 1CB8 1V;ьH ABV9:0 4> 7<030;ь=8E 0B0: 

(?@8=09<=V 4> :;0AC 0B0: ?@54AB02;5=>3> C =02G0;ь=><C =01>@V). 

2. �030;ь=V ?>:07=8:8 O:>ABV >B@8<0=>W <>45;V, B0:V O: B>G=VABь B0 2V4A>B>: 

E81=>-?>78B82=8E @57C;ьB0BV2 <0NBь 1CB8 =5 3V@HV =V6 C 107>2>W. 

%;V4 70C2068B8, I> 2 E>4V 28:>=0==O @>1>B8 1C;> 7@>1;5=> :V;ь:0 A?@>1 

4>?>2=5==O =02G0;ь=>3> =01>@C 7<030;ь=8<8 ?@8:;040<8 AB2>@5=8<8 =02545=8< 

28I5 <5B>4>< 4;O >1>E 2:070=8E 3@C? >7=0: ?@8 Fь><C 28:>@8AB>2CNG8 @V7=V 

7=0G5==O ε. �>?>2=5==O =02G0;ь=>W 281V@:8 ?@8:;040<8 >B@8<0=8<8 4;O >7=0: 

3@C?8 1 =5 ?@8=5A;> 7=0G=8E @57C;ьB0BV2: O: 284=> 7 &01;8FV 3.2, 107>20 <>45;ь є 

A;01:> GCB;82>N 4> 20@V0FV9 2 <V6?0:5B=8E V=B5@20;0E. "4=0:, ?@8 4>?>2=5==V 

5:75<?;O@0<8 735=5@>20=8<8 4;O >7=0: 3@C?8 2 (AB0B8AB8:8 @>7<V@V2 ?0:5BV2), 

ABV9:VABь 4> 7<030;ь=8E 0B0: 7=0G=> ?>:@0I8;0Aь V <>45;ь 704>2V;ь=8;0 >18420 V7 

707=0G5=8E :@8B5@VW2.  

!09:@0I89 @57C;ьB0B ?@8=5A;> 4>?>2=5==O =02G0;ь=>3> =01>@C 5:75<?;O@0<8 

>B@8<0=8<8 7 ?>G0B:>28E <0AHB01C20==O< 2 =0?@O<:C 3@04Vє=BC >7=0: 2 3@C?8 4;O 

ε = [0.05, 0.1, 0.2]. 'B2>@5=0 =02G0;ь=0 281V@:0 >?8ACєBьAO 2 B01;8FV 1, 

?@54AB02;5=V9 @0=VH5. 

$57C;ьBCNG0 <>45;ь, O:0 =02G0;0Aь =0 4>?>2=5=><C =01>@V, ?>:070;0 A515 

7=0G=> 1V;ьH ABV9:>N 4> 20@VN20==O @>7<V@V2 ?0:5BV2 >?8A0=8< <5B>4><, C 

?>@V2=O==V 7 >@83V=0;ь=>N (482. $8A. 3.2). �>40B:>28< AB>@>==V< 5D5:B>< AB0;> 9 
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B5, I> E>G0 4>?>2=5==O V =5 2:;NG0;> 2 A515 71C@5==O >7=0: 3@C?8 1, >4=0: =0 

4V0?07>=V ε 2V4 0.1 4> 0.3 2@07;82VABь 4> 7<030;ь=8E 0B0: B0:>3> @>4C =04 FVєN 

3@C?>N B0:>6 45I> ?>:@0I8;0Aь (482. $8A. 3.3). &0:8< G8=><, =02G5=0 <>45;ь 

704>2>;ь=Oє ?5@H><C :@8B5@VN. 

 

$8A. 3.2. �@>AB0==O G0AB:8 ?><8;>: :;0A8DV:0FVW 7V 7@>AB0==O< ε ?@8 

20@VN20==V @>7<V@V2 :>@8A=>3> =020=B065==O ?0:5BV2.  

 

 

$8A. 3.3. �@>AB0==O G0AB:8 ?><8;>: :;0A8DV:0FVW 7V 7@>AB0==O< ε ?@8 

20@VN20==V <V6?0:5B=8E V=B5@20;V2 ?0:5BV2.  

 

 #>?@8 28:>=0==O :@8B5@VN ?V428I5=>W ABV9:>ABV 4> 7<030;ь=8E 0B0:, 

=5>1EV4=> ?5@5A2V4G8B8Aь, I> B0:5 HBCG=5 4>?>2=5==O =02G0;ь=>3> =01>@C =5 

?@872>48Bь 4> ?>3V@H5==O O:>ABV :;0A8DV:0B>@0 ?> V=H8< ?0@0<5B@0< 
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5D5:B82=>ABV. � &01;8FV 3.3 =02>48BьAO ?>@V2=O;ь=0 E0@0:B5@8AB8:0 28<V@O=8E 

?>:07=8:V2 107>2>W <>45;V B0 <>45;V =02G5=>W =0 4>?>2=5=8E 40=8E. �;O >1>E 

<>45;59 >1G8A;5=> B0:V ?>:07=8:8 5D5:B82=>ABV: 

1. AUROC (?;>I0 ?V4 ROC-:@82>N): 

( ) ( )
1

0

AUROC TPR t FPR t dtò= ÷
,  

(3.5) 

45 TPR(t) 3 DC=:FVO G0AB:8 VAB8==>-?>78B82=8E @57C;ьB0BV2, 0 FPR(t) 3 DC=:FVO 

G0AB:8 E81=>-?>78B82=8E @57C;ьB0BV2, 2 70;56=>ABV 2V4 ?>@>3C 2?52=5=>ABV t. 

2. &>G=VABь ((>@<C;0 3.3):  

TP TN
Accuracy

N

+
=

,  
(3.3) 

45 TP 3 :V;ь:VABь VAB8==>-?>78B82=8E @57C;ьB0BV2, TN 3 :V;ь:VABь VAB8==>-

=530B82=8E @57C;ьB0BV2, ?V4@0E>20=8E 4;O DV:A>20=>3> ?>@>3C, 0 N 3 7030;ь=0 

:V;ь:VABь ?@8:;04V2. 

3. +0AB:0 ?><8;>: І B0 ІІ @>4C ((>@<C;8 3.4 B0 3.5 2V4?>2V4=>): 

FP
FPR

N
=

,  
(3.4) 

FN
FNR

N
=

,  
(3.5) 

45 FP 3 :V;ь:VABь E81=>-?>78B82=8E @57C;ьB0BV2, FN 3 :V;ь:VABь E81=>-=530B82=8E 

@57C;ьB0BV2, ?@8 >1@0=><C ?>@>7V 2?52=5=>ABV. 

%;V4 70C2068B8, I> ?V4 «?>@>3>< 2?52=5=>ABV» <0єBьAO =0 C207V 25;8G8=0 

[0..1]tþ , 7 O:>N ?>@V2=NєBьAO 7=0G5==O 2?52=5=>ABV ?5@5410GC20=5 <>45;;N 4;O 

:>6=>3> 5;5<5=BC 2EV4=>W 281V@:8. �V?>B570 :;0A8DV:0FVW ?@89<0єBьAO 4;O 40=>3> 

5;5<5=BC, O:I> 7=0G5==O A?@>3=>7>20=5 <>45;;N ?5@528ICє ?>@V3 t, 0 V=0:H5 

2V4:840єBьAO ((>@<C;0 3.6). � 40=V9 7040GV, 3V?>B570 :;0A8DV:0FVW 3 F5 =0;56=VABь 

<5@5652>3> ?>B>:C 4> B@0DV:C 1>B=5BV2.  

( ),ˆ
,

i

i

if p x t
y

else

ü+ þ
= ý

−þ ,  
(3.6) 
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45 p(xi) 3 ?5@5410GC20=0 =59@>==>N <5@565N 2?52=5=VABь 4;O 5:75<?;O@0 Ii 

�>6=><C 5;5<5=BC xi :;0A8DV:0B>@ AB028Bь C 2V4?>2V4=VABь <VB:C ˆiy . #VA;O 

G>3>, 2>=0 ?>@V2=NєBьAO 7V 7=0G5==O< 0?@V>@V 2V4><8< 7 ?>G0B:>2>W @>7<VB:8 =01>@C 

40=8E, V B0:8< G8=>< @>18BьAO 28A=>2>: ?@> VAB8==VABь G8 E81=VABь 7@>1;5=>3> 

<>45;;N ?@8?CI5==O.

&01;8FO 3.3 

�0=V !02G0;ь=V &5ABC20;ь=V (=>2V) 
 >45;ь �> #VA;O �> #VA;O 
AUROC 0.976 0.981 0.932 0.932 

&>G=VABь  
(?>@V3 9<>2V@=>ABV = 0.51) 0.935 0.937 0.880 0.891 

+0AB:0 ?><8;>: � @>4C  
(?>@V3 9<>2V@=>ABV = 0.51) 0.032 0.041 0.061 0.053 

+0AB:0 ?><8;>: II @>4C 
 (?>@V3 9<>2V@=>ABV = 0.51) 0.157 0.122 0.204 0.190 

 

�8A=>2:8 4> @>74V;C 3 
� E>4V @>1>B8 =04 F8< @>74V;>< 1C;> >?8A0=> B0 @50;V7>20=> C4>A:>=0;5==O 

<5B>4C 35=5@0FVW HBCG=8E ?@8:;04V2 <5@56528E ?>B>:V2 H;OE>< 040?B0FVW 

H284:>3> <5B>4C 7=0:C 3@04Vє=BC 7 <5B>N >FV=:8 2@07;82>ABV A8AB5< 28O2;5==O 

2B>@3=5=ь 4> 7<030;ь=8E 0B0:.  

"A>1;82VABN 28:>@8AB0=>3> <5B>4C є 2@0EC20==O A5<0=B8:8 >7=0: ?>B>:V2: 

284V;5==O ;>3VG=8E 3@C? AB0B8AB8:, V ?>1C4>20 7<030;ь=8E 40=8E >:@5<> AC?@>B8 

:>6=>W 3@C?8, I> @>18Bь @57C;ьB0B8 ?5@52V@:8 2@07;82>ABV <>45;V B0 ?V428I5==O WW 

ABV9:>ABV 7=0G=> :@0I5 ?V440NBьAO V=B5@?@5B0FVW. !0 2V4<V=C 2V4 V=H8E @>1VB, 45 

FV;;N є 0=0;V7 V ?>:@0I5==O C=V25@A0;ь=>W ABV9:>ABV <>45;V 4> 7<030;ь=8E 0B0: =0 

2Aь><C ?@>AB>@V >7=0: (=5 70;56=> 2V4 B>3> O: V G8 27030;V <>6;82> @50;V7C20B8 B0:C 

0B0:C =0 ?@0:B8FV), 70?@>?>=>20=89 <5B>4 4>72>;Oє @>18B8 1V;ьH :>=:@5B=V 

AC465==O, O:->B ?@> 2@07;82VABь/ABV9:VABь 4> «20@V0FVW <V6?0:5B=8E V=B5@20;V2» G8 
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«<0=V?C;OFVW 7 @>7<V@>< :>@8A=>3> =020=B065==O ?0:5BV2».  >6;82VABь B0:>W 

A5<0=B8G=>W V=B5@?@5B0FVW <0є ?@0:B8G=5 7=0G5==O 2 >1;0ABV :V15@157?5:8 V C 

?>40;ьH><C <>65 1CB8 28:>@8AB0=0 4;O D>@<C;N20==O :>=:@5B=8E 28<>3 V 

30@0=BV9 4> A8AB5<8 28O2;5==O 703@>7.  

&0:>6 5:A?5@8<5=B0;ь=> ?@>45<>=AB@>20=> 5D5:B82=VABь 70AB>AC20==O 

<5B>4C 4>?>2=5==O 281V@:8 =02G0;ь=8E 40=8E 7<030;ь=8<8 ?@8:;040<8 <5@56528E 

?>B>:V2. *5 70157?5G8;> ?><VB=5 ?V428I5==O ABV9:>ABV A8AB5<8 4> <>6;82>AB59 

=02<8A=>3> CE8;5==O 2V4 28O2;5==O ?@8 Fь><C =5 ?>3V@HCNG8 ?@0:B8G=V 

C7030;ь=NNGV 2;0AB82>ABV :;0A8DV:0B>@0. 

"?8A0=89 ?V4EV4 є E>@>H>N >A=>2>N 4> ?>40;ьH8E 4>A;V465=ь 2 FV9 >1;0ABV, 

7>:@5<0 2 =0?@O<:0E 1V;ьH O:VA=>W 35=5@0FVW 7<030;ь=8E ?@8:;04V2 =5 ;8H5 

>4=>:@>:>28<8, 0 9 VB5@0B82=8<8 <5B>40<8, 0 B0:>6 >B@8<0==O 1V;ьH ABV9:8E 

<>45;59 <5B>40<8 7<030;ь=>3> =02G0==O. 
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$"���� 4. ("$ ��Ь!� ��$�(���*�/ ���%&��"%&�� %&���"%&� 
%�%&� � ��/���!!/  �$�����) ���$"� 

� @>1>B0E, 45 70728G09 @>73;O40єBьAO ?@>1;5<0 ?V428I5==O ABV9:>ABV 

<>45;59 :;0A8DV:0FVW 4> 7<030;ь=8E 0B0:, 70728G09 28:>@8AB>2CNBьAO :;0A8G=V 

5<?V@8G=V <5B>48 AB0B8AB8G=>W >FV=:8 ABV9:>ABV <>45;59 =0 HBCG=> 735=5@>20=8E 

40=8E, =0 :HB0;B B5E=V:8 35=5@0FVW 7<030;ь=8E ?@8:;04V2, 28:>@8AB0=>W C 

?>?5@54=ь><C @>74V;V. !54>;V:>< B0:>3> ?V4E>4C, є B5, I> 2 @57C;ьB0BV =5 =040єBьAO 

6>4=8E 01A>;NB=8E 30@0=BV9 ?@> =04V9=VABь <>45;V, O:V 1 @>7?>2AN46C20;8Aь 70 

<56V B5AB>2>W 281V@:8. �V4?>2V4=>, ?>254V=:0 :;0A8DV:0B>@V2 ,І, 2 >A>1;82>ABV 

70A=>20=8E =0 =59@><5@560E, 70;8H0єBьAO 4>A8Bь =5?5@5410GC20=>N. �;O 

:;0A8G=8E ?@>3@0<=8E A8AB5< 265 є @O4 4>1@5 AD>@<>20=8E AB0=40@BV2 4;O 

?>AB0=>2:8 B0 D>@<C;N20==O 28<>3 O:>ABV [92]. �;O A8AB5< =0 >A=>2V ,І, >4=0:, 

=0@07V =5 VA=Cє 7030;ь=>287=0=8E AB0=40@BV2 25@8DV:0FVW B0 >FV=N20==O WE=ь>W 

O:>ABV, V =0O2=V ?V4E>48 ?5@5206=> >1<56CNBьAO AB0B8AB8G=8<8 30@0=BVO<8, 

74>1CB8<8 =0 20;V40FV9=8E 281V@:0E. *5 є 203><8< 0@3C<5=B>< ?@>B8 28:>@8AB0==O 

,І 2 >1;0ABV :V15@157?5:8, 45 =02VBь =57=0G=0 ?><8;:0 <>65 ?@8725AB8 4> 

A5@9>7=8E =0A;V4:V2. !5?5@5410GC20=VABь <>45;59 ,І AB028Bь ?V4 703@>7C WE=N 

5D5:B82=VABь C 28O2;5==V =>28E 20@V0FV9 =02VBь 2V4><8E 703@>7, O:V =5 1C;8 

2@0E>20=V ?V4 G0A =02G0==O. *5 <>65 ?@8725AB8 4> ?@>?CI5==O :@8B8G=8E 0B0: 01>, 

=02?0:8, 4> ?><8;:>28E A?@0Fь>2C20=ь, I> 7=86Cє 5D5:B82=VABь V 4>2V@C 4> A8AB5< 

:V15@157?5:8 =0 >A=>2V ,І. �06;82> 2@0E>2C20B8 FV @878:8 ?@8 2?@>20465==V 

B0:8E B5E=>;>3V9 V @>7@>1;OB8 4>40B:>2V <5B>48 :>=B@>;N B0 20;V40FVW 4;O 

?V428I5==O WE=ь>W =04V9=>ABV, 0 B0:>6 AB2>@N20B8 <>45;V B0 AB0=40@B8 WE O:>ABV 

[93]. 

!5 B0: 402=>, ?>G02 =01C20B8 @>728B:C ?V4EV4 «D>@<0;ь=>W 25@8DV:0FVW» 

=59@>==8E <5@56, ?@8 O:><C 28<>38 7040NBьAO D>@<0;ь=> C D>@<V >1<565=ь, I> 

=0:;040NBьAO =0 2E>48 B0 28E>48 <>45;V. #VA;O Fь>3> 2V41C20єBьAO 02B><0B8G=0 

<0B5<0B8G=0 ?5@52V@:0 28:>=0==O >1<565=ь <>45;;N =0 2AVE <>6;828E 2EV4=8E 

40=8E. &0:89 ?V4EV4 ?@8=F8?>2> 2V4@V7=OєBьAO 2V4 ?5@52V@:8 @57C;ьB0BV2 4;O 
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>:@5<8E HBCG=>-735=5@>20=8E ?@8:;04V2, 0465 >B@8<0=V @57C;ьB0B8 =04V9=>ABV 

@>7?>2AN46CNBьAO =0 2AN D>@<0;ь=> 287=0G5=C >1;0ABь 2 ?@>AB>@V 2EV4=8E 40=8E.  

� Fь><C @>74V;V @>7@>1;5=> <5B>4 D>@<0;ь=>W 25@8DV:0FVW 2;0AB82>AB59 

=59@>==8E <5@56 4;O ?5@52V@:8 WE ABV9:>ABV 2 A5<0=B8G=> 287=0G5=8E @53V>=0E C 

?@>AB>@V >7=0: 70 4>?><>3>N SMT-@>72'O7C20G0. І E>G0 2 FV9 @>1>BV ?@54<5B=>N 

>1;0ABN є A8AB5<8 28O2;5==O B@0DV:C 7;>2<8A=>3> #�, >4=0:, @50;V7>20=89 <5B>4 

25@8DV:0FVW <>6=0 70AB>A>2C20B8 4;O 4>2V;ь=8E =59@><5@56 ?@O<>3> ?>H8@5==O 7 

1V;ьH5 =V6 >4=8< ?@8E>20=8< H0@>< B0 :CA:>2>-;V=V9=>N DC=:FVєN 0:B820FVW 

?@8E>20=8E =59@>=V2 =570;56=> 2V4 WE FV;ь>2>W 7040GV.  

&0:>6 D>@<0;V7>20=> :@8B5@V9 ABV9:>ABV =59@><5@56-:;0A8DV:0B>@V2 

<5@56528E ?>B>:V2 4> 71C@5=ь C 2EV4=8E 40=8E. ' 5:A?5@8<5=B0;ь=V9 G0AB8=V 

@>74V;C ?@>45<>=AB@>20=> 70AB>AC20==O @>7@>1;5=>3> <5B>4C 4;O 25@8DV:0FVW 

;>:0;ь=>3> 704>2V;ь=5==O :;0A8DV:0B>@>< AD>@<>20=>3> :@8B5@VN. *5 4>72>;8;> 

7 1V;ьH>N 4>AB>2V@=VABN >FV=8B8 ABV9:VABь AB2>@5=>W A8AB5<8 28O2;5==O 703@>7 4> 

7<030;ь=8E 2?;82V2. %0< 0;3>@8B< >?B8<V7>20=>, 7 <5B>N C=8:=5==O 

:><1V=0B>@=>3> 281CEC A:;04=>ABV ?@8 0=0;V7V @>729O7C20G5< 3@0DV2 =59@><5@56 7 

1V;ьH5 =V6 2 ?@8E>20=8<8 H0@0<8. 

 

4.1.   5B>48 25@8DV:0FVW 2;0AB82>AB59 <>45;59 ,� 
�;O B>3> I>1 :@0I5 7@>7C<VB8 ?5@52038 28:>@8AB0==O ?V4E>4C 4> 25@8DV:0FVW 

=59@><5@56V, O:89 >?8A0=> 2 Fь><C @>74V;V, 20@B> 73040B8 ?5@52038 B0 =54>;V:8 

VA=CNG8E 1V;ьH CAB0;5=8E <5B>4V2 ?5@52V@:8 2;0AB82>AB59 ,І. 

!091V;ьH ?>H8@5=8< <5B>4>< є 5<?V@8G=>-AB0B8AB8G=0 >FV=:0 

E0@0:B5@8AB8: <>45;V. #5@52V@:0 40=8E 2;0AB82>AB59 ?@>2>48BьAO H;OE>< 

>B@8<0==O @57C;ьB0BV2 @>1>B8 <>45;V =04 DV:A>20=>N <=>68=>N B>G>: 7 2EV4=>3> 

?@>AB>@C. #VA;O G>3> ?@>2>48BьAO ?>@V2=O==O >B@8<0=8E @57C;ьB0BV2 V7 70740;53V4ь 

2V4><8<8 B0 ?V4@0E>2CNBьAO AB0B8AB8G=V >FV=:8 WE AE>6>ABV. �;0A8G=8<8 

?>:07=8:0<8 ?@8 B0:V9 >FV=FV є, B>G=VABь, 2;CG=VABь, G0AB:0 ?>78B82=>-=530B82=8E 

@57C;ьB0BV2, 2V4A>B>: ?><8;>: =04 <=>68=>N 7<030;ь=8E ?@8:;04V2 V B.4. /: V 
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28?;820є 7 =0728, B0:V 2;0AB82>ABV =5 =040NBь 6>4=8E 30@0=BV9 O:>ABV <>45;V, 0 

;8H5 ?>:07CNBь AB0B8AB8:C @>1>B8 <>45;V =0 4>ABC?=V9 281V@FV. 

І=H8< <5B>4>< 25@8DV:0FVW є ?5@52V@:0 28:>=0==O 3;>10;ь=8E >1<565=ь 

(constraints satisfaction). &0:V 2;0AB82>ABV 287=0G0NBьAO C D>@<V A8AB5<8 6>@AB:8E 

>1<565=ь =0:;045=8E =0 ?@>ABV@ 2EV4=8E B0 28EV4=8E 40=8E <>45;V. #@8 Fь><C 

25@8DV:0FVO ?@>2>48BьAO =5 =0 DV:A>20=><C =01>@V 2EV4=8E 40=8E, 0 =0 ?>2=><C 

B5>@5B8G=> <>6;82><C ?V4?@>AB>@V 7 ?@>AB>@C 2E>4V2. #@8:;04>< B0:>W 

2;0AB82>ABV C 28?04:C 1030B>-:;0A>2>W :;0A8DV:0FVW <>65 1CB8, B0:0 C<>20, I> 

O:I> <>45;ь :;0A8DV:0FVW 265 2V4=5A;0 ?52=89 >19є:B 4> O:>3>Aь :;0AC, B> ?>:07=8: 

2?52=5=>ABV 4;O 2AVE V=H8E :;0AV2 <0є 1C45 =86G8< 70 ?52=89 ?>@V3. 

 5B>4 O:89 @>73;O40єBьAO 2 Fь><C @>74V;V 3 F5 25@8DV:0FVO ;>:0;ь=>W 

=04V9=>ABV (local robustness). �>;8 <>45;ь є ;>:0;ь=> =04V9=>N (ABV9:>N), 

>GV:CєBьAO, I> O:I> 4;O ?52=>3> 5;5<5=BC 7 >1;0ABV 2E>4C <>45;ь ?@>4C:Cє 

:>@5:B=89 @57C;ьB0B, B> ?@8 2=5A5==V 2V4=>A=> =57=0G=8E ?5@BC@10FV9 C 7=0G5==O 

>7=0: 40=>3> 2EV4=>3> 5;5<5=BC, @57C;ьB0B 7<V=NєBьAO ;8H5 2 >GV:C20=8E <560E. 

!0?@8:;04, C 28?04:C 7040GV :;0A8DV:0FVW, >1842V 3 >@83V=0;ь=0 B0 7<V=5=0 B>G:8 

<0NBь 1CB8 2V4=5A5=V <>45;;N 4> >4=0:>2>3> :;0AC. *O 2;0AB82VABь G0AB> 

@>73;O40єBьAO 2 :>=B5:ABV ABV9:>ABV <>45;V 4> 7<030;ь=8E 0B0:, >4=0: <>65 1CB8 

@>7H8@5=0 4> ?5@52V@:8 2;0AB82>AB59 C7030;ь=5==O <>45;V I>4> 4>2V;ь=8E 71C@5=ь 

2EV4=8E 40=8E 2 4>?CAB8<8E <560E. � @>1>BV [94] =02>4OBьAO 287=0G5==O 4 B8?V2 

=04V9=>ABV 2 ?>@O4:C ?>A8;5==O WE C<>2 B0 >1<565=ь: 

1. !04V9=VABь :;0A8DV:0FVW, I> ?5@5410G0є 715@565==O :;0AC 4;O 2AVE 
5;5<5=BV2 7 >:>;C B>G:8 7 ?@>AB>@C 2EV4=8E 40=8E. 

2. %B0=40@B=0 =04V9=VABь ?>;O30є 2 B><C, I> 4;O >:>;C 2EV4=>W B>G:8, 
28EV4=5 7=0G5==O <>45;V 20@VN20B8<5BьAO B0:>6 2 ?52=><C >:>;V. 

3. !04V9=VABь �V?H8F0 287=0G0єBьAO B8<, I> ?@8 2=5A5==V 7<V= C 7=0G5==O 
>7=0: 2EV4=>3> 5;5<5=BC, 28EV4 7<V=NєBьAO ?@>?>@FV9=>. 

4. �>@AB:0 =04V9=VABь :;0A8DV:0FVW ?5@5410GCє, I> 2 >:>;V 2EV4=>W B>G:8, 
7=0G5==O =0 28E>4V :;0A8DV:0B>@0 4;O :>@5:B=>3> :;0AC 1C45 28I5 

?52=>3> ?>@>3C. 
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�0 @50;V70FVєN <5B>48 25@8DV:0FVW <>6=0 @>74V;8B8 =0 ?9OBь =0ABC?=8E 

:;0AV2. 

�<?V@8G=5 B5ABC20==O [95]. !09?@>ABVH89 :;0A <5B>4V2, ACBь O:>3> - 

?5@52V@:0 @57C;ьB0BV2 28E>4V2 <>45;V, =0 <=>68=V 70740;53V4ь 2V4><8E 2EV4=8E 

5;5<5=BV2. &5AB>20 <=>68=0 <>65 1CB8 >B@8<0=0 @07>< 7 =02G0;ь=8< =01>@>< 

40=8E, 01> 735=5@>20=0 G5@57 B@82V0;ь=V <5B>48 @>7H8@5==O 40=8E (O:->B 

45D>@<0FVW, =0:;040==O 28?04:>28E HC<V2 B>I>). �> Fь>3> :;0AC =0;560Bь 9 V=HV 

:;0A8G=V <5B>48 O: D078=3 [96], G8 B5ABC20==O =0 >A=>2V ?>:@8BBO [97]. 

�2@8AB8G=89 ?>HC: :>=B@?@8:;04V2 [98]. � 40=><C :;0AV @V7=8<8 

52@8AB8G=8<8 <5B>40<8 ?@>2>48BьAO ?>HC: ?@024>?>4V1=8E 2EV4=8E 5;5<5=BV2, 

4;O O:8E <>45;ь ?>@CHCє 2;0AB82>ABV, I> ?5@52V@ONBьAO. "4=8< 7 :;0A8G=8E 

A?>A>1V2 є ?5@5B2>@5==O ?>G0B:>28E 2V@=>-:;0A8DV:>20=8E 5;5<5=BV2 2EV4=>W 

281V@:8 =0 <7<030;ь=V ?@8:;048= 70 4>?><>3>N 3@04Vє=B=8E <5B>4V2 (=0?@8:;04, 

<<5B>4>< H284:>3> 3@04Vє=BC= (FGSM) [83]). *59 :;0A <5B>4V2 >4=0:, =5 

>1ґ@C=B>2Cє ABV9:VABь <>45;V, 0 ;8H5 <>65 28O28B8 WW 2@07;82VABь. 

$VH5==O 7040GV >?B8<V70FVW [99]. /:I> <>45;ь <>6=0 725AB8 4> A8AB5<8 

;V=V9=8E @V2=O=ь B0 =5@V2=>AB59, B> 4;O 25@8DV:0FVW <>6=0 70AB>AC20B8 <5B>48 

;V=V9=>3> G8 7<VH0=>3> FV;>G8A5;ь=>3> ?@>3@0<C20==O. %;V4 70C2068B8 >4=0:, 

I> G5@57 =0O2=VABь =5;V=V9=8E DC=:FV9 0:B820FVW =59@>=V2, O: ?@028;> 

=5<>6;82> 70AB>AC20B8 F59 :;0A <5B>4V2 4> =59@>==8E <5@56 <O:-є=. 

�V4?>2V4=>, WE 70728G09 28:>@8AB>2CNBь C :><1V=0FVW 7 V=H8<8 ?V4E>40<8 B0:8<8 

O: 70AB>AC20==O SMT (Satisfiability Modulo Theories) @>729O7C20G0 [100][101]. 

(>@<C20==O 01AB@0:B=>W V=B5@?@5B0FVW <>45;V [102]. *59 <5B>4 

70728G09 4>?>2=Nє V=HV. �>3> ACBь 2 ?5@51C4>2V AB@C:BC@8 =59@>==>W <5@56V, I> 

@>73;O40єBьAO =0 A5<0=B8G=> AE>6C, 0;5 1V;ьH ?@>ABC [103]. $57C;ьBCNG0 <>45;ь 

є ?V4- 01> =04- 0?@>:A8<0FVєN >@83V=0;ь=>W.  5B0 B0:>W >?5@0FVW 3 A?@>I5==O 

>1G8A;N20;ь=>W A:;04=>ABV ?@8 ?>40;ьH><C 4>2545==V 28:>=0==O (G8 

?>@CH5==O) =0:;045=8E >1<565=ь V=H8<8 <5B>40<8. "GV:CєBьAO, I> 7 

28O2;5==O ?>@CH5==O >1<565==O 4;O ?V4-0?@>:A8<>20=>W <>45;V, 28?;820є 

?>@CH5==O 40=>3> >1<565==O V 4;O >@83V=0;ь=>W. �>4=>G0A 4>2545==O ABV9:>ABV 
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?V4-0?@>:A8<>20=>W <>45;V, =5 30@0=BCє ABV9:VABь >@83V=0;ь=>W. ' 28?04:C =04-

0?@>:A8<0FVW 2A5 7 B>G=VABN =02?0:8. 

�>2545==O 70 4>?><>3>N SMT – @>72’O7C20G0 [104]. � 40=><C <5B>4V 

>1G8A;N20;ь=89 3@0D <>45;V ?@54AB02;OєBьAO C 283;O4V SMT D>@<C;8. �0;V =0 

2E>48 B0 28E>48 <>45;V =0:;040NBьAO ?52=V >1<565==O, ?VA;O G>3> SMT-

@>729O7C20G 4>2>48Bь 01> A?@>AB>2Cє WE 28:>=C20=VABь. �0728G09 F59 <5B>4 

28<030є ?>?5@54=ь>W 0?@>:A8<0FVW 2AVE =5;V=V9=8E DC=:FV9 0:B820FVW =59@>=V2 

G5@57 ;V=V9=V A53<5=B8. 

� @0<:0E Fь>3> @>74V;C 1C45 70AB>A>20=0 :><1V=0FVO <5B>4C 01AB@0:B=>W 

V=B5@?@5B0FVW B0 4>2545==O 2;0AB82>AB59 <>45;V 70 4>?><>3>N SMT @>729O7C20G0 

(Microsoft Z3 [105]). 

4.2.  #>AB0=>2:0 7040GV 25@8DV:0FVW 2 >:>;V B>G:8. 
�;O ?>G0B:C, =5>1EV4=> D>@<0;V7C20B8 :@8B5@VW 70 O:8<8 1C45 74V9A=N20B8AO 

?5@52V@:0 <>45;V. #@>45<>=AB@Cє<> 02B><0B870FVN ?5@52V@:8 ;>:0;ь=>W ABV9:>ABV 

(=04V9=>ABV) :;0A8DV:0B>@0 <5@5652>3> B@0DV:C <5B>4>< 25@8DV:0FVW C 2V4=>A=><C 

>:>;V B>G:8 7 2EV4=>3> ?@>AB>@C. �;0A8DV:0B>@ 1C45<> 22060B8 ABV9:8< 2 >:>;V 

B>G:8, O:I> 4;O 1C4ь-O:>W B>G:0 2 <560E 40=>3> >:>;C 715@V30єBьAO 28EV4=89 :;0A.  

!5E09 I 3 n-28<V@=89 25:B>@ =0 2EV4=><C ?@>AB>@V >7=0:, F 3 <=>68=0 

V=45:AV2 >7=0: 4;O O:8E 74V9A=NєBьAO 25@8DV:0FVO, ε 3 ?0@0<5B@, I> 7040є 25;8G8=C 

>:>;C (0 ≤ ε ≤ 1). &>4V ?>7=0G8<> 2V4=>A=89 >:V; B>G:8 I 70 >7=0:0<8 F O: E(x, ε, 

F).  

( ) 0 ,,  ,  n
E x F   (4.1) 

�C45<> 22060B8, I> O:I> B>G:0 V7 2EV4=>3> ?@>AB>@C x' ;568Bь 2 Fь><C >:>;V: 

( ),  ,  x E x Fòþ , B> 

(1 () ,1 )

,
i i i

i i

я
і
кM>x x x

x x =акL
i F

е
 ò÷ ó ó

þ

−
=

þ÷+ü
ý ò    (4.2) 

!5E09 N 3 1V=0@=89 :;0A8DV:0B>@, t 3 28EV4=89 ?>@V3 :;0A8DV:0FVW. &>4V 

<>45;ь 22060B8<5<> ABV9:>N C 2V4=>A=><C >:>;V B>G:8 I O:I>: 
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( ) ( )
( , , ),

( ) ( )

N x t N x t
x E x F

N x t N x t


òþ  þüò þ ý òó  óþ    (4.3) 

4.3.  �040G0 28:>=C20=>ABV >1<565=ь. 
�;O 4>2545==O (01> A?@>ABC20==O) 2;0AB82>ABV ABV9:>ABV <>45;V C 2V4=>A=><C 

>:>;V B>G:8, 72545<> 7040GC 25@8DV:0FVW 4> 7040GV 28:>=C20=>ABV A8AB5<8 >1<565=ь. 

� A8AB5<C 2:;NG0B8<5<> 3 :;0A8 >1<565=ь: 

"5@9:9AAO A4?9:ABEFV FBK>< 8B 6V8ABEAB7B B>B?G =04 ?V4<=>68=>N >7=0: 

287=0G0NBь 107>2C D>@<C @53V>=C 2EV4=8E 40=8E =04 O:8< ?@>2>48BьAO 

25@8DV:0FVO.  

( ) ( )( ) ): 1 (1ieps i i
F i F

i
i

C xx x x x 
þ ÿ

ö öö ö ò− + ù ÷ò÷ ÷ó ó ÷ =÷ ÷ø ø ø ø
Λ Λ

 

%9@4AF<KAV B5@9:9AAO =04 2EV4=8<8 >7=0:0<8 =5>1EV4=V 4;O 70157?5G5==O 

?@024>?>4V1=>ABV 2EV4=8E 40=8E. *V >1<565==O 2V4AV:0NBь B5>@5B8G=> =54>AO6=V 

@53V>=8 2 ?@>AB>@V >7=0: H;OE>< 2AB0=>2;5==O <V6>7=0:>28E 2V4=>H5=ь. 

:
semantic ji k l h m

C xx x x x x
ö ö ö ö ö öù ù÷ ÷ ÷ ÷ò ò ò ò ò òþ ü =÷ ÷
ø ø ø ø ø øΛ Λ Λ  

45 , , , , ,i j k l h m Fþ , V (i,j), (k,l) B0 (h,m) 3 F5 ?0@8 V=45:AV2 >7=0:, O:V ?>29O70=V 

2V4?>2V4=8< <V6>7=0:>28< >1<565==O<. 

�<IV8A9 B5@9:9AAO 3 F5 >1<565==O, O:5 :>=AB0BCє, I> ?5@5410GC20=89 

<>45;;N :;0A 4;O >@83V=0;ь=>W B>G:8 B0 B>G>: 7 WW >:>;C <0NBь A?V2?040B8. 

( ) , ( )
:

( ) , ( )output

N x t якM> N x t
C

N x t якM> N x t
ò þ þü

ý ò ó óþ
   (4.4) 

&>4V 2@0E>2CNG8 2AV 707=0G5=V >1<565==O, AD>@<Cє<> 7040GC 28:>=C20=>ABV 

C 283;O4V: 

, ( ) ( ) ( )eps semantic outputx С x С x С xò ò ò ò ù →    (4.5) 

/:I> SMT-@>729O7C20GC 240єBьAO 4>25AB8 7030;ь=>7=0G8<VABь D>@<C;8 

28I5, B> <>45;ь є ABV9:>N =0 7040=><C >:>;V 7 C@0EC20==O< =0:;045=8E 

A5<0=B8G=8E >1<565=ь. 
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�>40B:>2> 707=0G8<>, I> =0 ?@0:B8FV <>65 1CB8 :>@8A=8< ?>71CB8AO 

:20=B>@0 7030;ь=>ABV. � B0:><C @07V, 7040GC 28:>=C20=>ABV <>6=0 

?5@5D>@<C;N20B8 C B>B>6=C 7040GC «=528:>=C20=>ABV» (B>1B> 4>2545==O, I> =5 

VA=Cє 6>4=>W V=B5@?@5B0FVW, ?@8 O:V9 D>@<C;0 є VAB8=>N). �;O Fь>3> 28@078<> 

V<?;V:0FVN G5@57 4879N=:FVN, ?VA;O G>3> 4> >B@8<0=>3> 28@07C 70AB>ACє<> 

70?5@5G5==O V 4@C35 ?@028;> 45  >@30=0. &5?5@ 7040G0 25@8DV:0FVW 725;0AO 4> 

4>2545==O =528:>=C20=>ABV >15@=5=>W D>@<C;8: 

, ( ) ( ) ( )eps semantic outputx С x С x С xò ò ò ò ù ùø    (4.6) 

�;O :@0I>W 45<>=AB@0FVW >?8A0=>3> D>@<C;N20==O @>73;O=5<> A?@>I5=89 

?@8:;04 >1<565=ь 4;O :;0A8DV:0B>@0 <5@56528E ?>B>:V2. !5E09 <5@565289 ?>BV: 

E0@0:B5@87CєBьAO 25:B>@>< V7 5 >7=0: 

 0є<> 1V=0@=89 :;0A8DV:0B>@ ?>B>:V2 N, 7 ?>@>3>28< 

7=0G5==O< t = 0.51, ?@8 ?5@528I5==V O:>3> 3V?>B570 :;0A8DV:0FVW ?@89<0єBьAO V 

?>BV: 2V4=>A8BьAO 4> :;0AC «H:V4;82V». #@8?CAB8<>, =5>1EV4=> 4>25AB8 ABV9:VABь 

<>45;V N C 2V4=>A=><C >:>;V «H:V4;82>3>» ?>B>:C I = [0.3, 0.1, 0.01, 0.05, 0.5] ?@8 

20@VN20==V <V6?0:5B=8E V=B5@20;V2 (IAT 3 <inter-arrival time=) 4;O ε = 0.4. &>4V 

V=45:A8 >7=0:, 4;O O:8E ?@>2>48BьAO 25@8DV:0FVO: F = {1, 2, 3} (=C<5@0FVO 

?>G8=0єBьAO 7 0). Є48=5 A5<0=B8G=5 >1<565==O =04 >7=0:0<8: "IAT Min" ≤ "IAT 

. %D>@<C;Nє<> 2AV B@8 >1<565==O 4;O FVєW 7040GV: 

1. "1<565==O 2V4=>A=>3> >:>;C: 

0

1 1

2 2

3 3

4

:

0.3

(1 0.4) 0.1 (1 0.4) 0.1

(1 0.4) 0.01 (1 0.4) 0.01

(1 0.4) 0.05 (1 0.4) 0.05

0.5

eps
С

x

x x

x x

x x

x

ò = ù
ò ò− ÷ ó ù ó + ÷ ù
ò ò− ÷ ó ù ó + ÷ ù
ò ò− ÷ ó ù ó + ÷ ù

ò =

2. %5<0=B8G=5 >1<565==O =04 >7=0:0<8 2 3:semanticС x xò òó . 

3. �8EV4=5 >1<565==O : ( ) 0.51outputС N xò þ . 
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�;O 02B><0B8G=>W ?5@52V@:8 28:>=C20=>ABV 40=8E >1<565=ь =5>1EV4=> 

AB2>@8B8 A8<2>;ь=5 ?@54AB02;5==O ?>2=>3> >1G8A;N20;ь=>3> 3@0DC =59@>==>W 

<5@56V N(x) C 2EV4=V9 <>2V SMT-@>729O7C20G0. � 40;V 1C45 >?8A0=> ?@8=F8? 

?>1C4>28 B0:>3> ?@54AB02;5==O 4;O ?>40;ьH>W >1@>1:8 @>729O7C20G5< Microsoft 

Z3. 

4.4.  �0AB>AC20==O Z3 4;O 25@8DV:0FVW =59@>==>W <5@56V. 
/: 73040=> C ?>?5@54=VE @>74V;0E, >19є:B>< ?5@52V@:8 є ?>2=>729O7=0 

=59@><5@560 7 50 2E>40<8, 3 ?@8E>20=8<8 @V2=O<8 ?> 24 =59@>=0<8 2 :>6=><C B0 

>4=8< 28EV4=8< =59@>=><. (C=:FVW 0:B820FVW ?@8E>20=8E @V2=V2 - ReLU, 0 

28EV4=>3> =59@>=C - Sigmoid. 

�;O 0=0;V7C =59@>==>W <5@56V SMT-@>729O7C20G5< Z3, =5>1EV4=> ?>1C4C20B8 

WW B>B>6=C V=B5@?@5B0FVN G5@57 AB@C:BC@=V 5;5<5=B8 Z3. �;O 270є<>4VW V7 Z3 1C45<> 

28:>@8AB>2C20B8 V=B5@D59A Z3Py (Python Z3 API).  

#>1C4>20 01AB@0:B=>3> A8=B0:A8G=>3> 45@520 =59@><5@56V 2V41C20єBьAO 

?>@V2=52>, ?>G8=0NG8 2V4 2EV4=>3> @V2=O V 70:V=GCNG8 28EV4=8<. *5 2V41C20єBьAO 

73V4=> 107>28E ?@028; >1G8A;5==O 0:B820FV9 =59@>=V2 4;O ?>2=>729O7=8E <5@56: 

25:B>@-@O4>: 0:B820FV9 ?>?5@54=ь>3> @V2=O <=>68BьAO =0 203>2C <0B@8FN 

=0ABC?=>3> 7 4>4020==O< 25:B>@C-@O4:C 7<VI5=ь. #VA;O G>3> 4> >B@8<0=>3> 

25:B>@C ?>5;5<5=B=> 70AB>A>2CєBьAO DC=:FVO 0:B820FVW. �=0G5==O :>6=>3> 

?0@0<5B@C <>45;V «703>@B0NBьAO» 2 >19є:B , O:89 ?@54AB02;Oє 4V9A=5 

G8A;>-:>=AB0=BC. �=0G5==O 2V;ь=8E 7<V==8E (=59@>=8 2EV4=>3> H0@C <5@56V) 

?@54AB02;ONBьAO G5@57 . &0: O: 2 :>=B5:ABV 0;351@0WG=8E >?5@0FV9 =04 

4V9A=8<8 G8A;0<8, API Z3 ?V4B@8<Cє ;8H5 A:0;O@=V 7=0G5==O, 0 >1G8A;5==O 

7=0G5=ь <5@56V ;53H5 ?@54AB028B8 C 25:B>@=>-<0B@8G=><C 283;O4V <8 

28:>@8AB>2Cє<> DC=:FVN 25:B>@870FVW 7 1V1;V>B5:8 numpy. *5 4>72>;Oє AB2>@N20B8 

numpy-<0A828 7 5;5<5=B0<8 B8?V2 @>7?V7=020є<8E Z3. 

�0;V =02545=> A?@>I5=89 Python :>4 4;O :>=25@AVW =59@>==>W <5@56V C D>@<0BV 

TensorFlow 2 A8<2>;ь=89 3@0D Z3. 
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# �аB@8Fя 6а7 ?>B>G=>7> @і6=я
# Ве:B>@ 7<іIе=ь

# �е а:B86C6аB8 >ABа==і9 Hа@

!0 28E>4V >B@8<Cє<>: 1)  - 25:B>@ 2V;ь=8E 2EV4=8E 7<V==8E 2)  - 25:B>@ 

01AB@0:B=8E A8=B0:A8G=8E 45@52, O:V 2V4>1@060NBь ?@>F5A >1@0EC=:C 7=0G5=ь 

:>6=>3> 7 28EV4=8E =59@>=V2 (C 28?04:C 1V=0@=>W :;0A8DV:0FVW 28EV4=89 =59@>= 

;8H5 >48=). #@8 Fь><C BCB =02<8A=5 >?CA:0єBьAO 0:B820FVO 28EV4=>3> =59@>=0 

(=59@>=V2), 0465 =5;V=V9=V DC=:FVW, B0:V O: sigmoid, =5<>6;82> B>B>6=> 

?@54AB028B8 2 Z3 ;8H5 G5@57 107>2V 0@8D<5B8G=V >?5@0FVW B0 1C;52C ;>3V:C. 

&5?5@ =5E09  - B>G:0 7 2EV4=>W 281V@:8, V =5>1EV4=> ?@>25AB8 25@8DV:0FVN 

<>45;V C 2V4=>A=><C >:>;V FVєW B>G:8. &>4V 2EV4=V >1<565==O< 7040<> C D>@<V: 

�;O 2V4AVN20==O ?@0:B8G=> =54>AO6=8E @53V>=V2 C 2EV4=><C ?@>AB>@V >7=0:, 

є 7<VAB 225AB8 4>40B:>2V >1<565==O, I> 28?;820NBь V7 A5<0=B8:8 40=8E. 

!0?@8:;04, 4;O >7=0: <5@56528E ?>B>:V2 <0є 28:>=C20B8Aь =5@V2=VABь «Fwd IAT 

Min (f1) ≤ Fwd IAT Max (f2)», 45 f1 B0 f2 3 V=45:A8 F8E >7=0: C 2EV4=><C 25:B>@V. 

&>4V <=>68=0 2EV4=8E >1<565=ь @>7H8@NєBьAO ?@548:0B><: 
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' 28?04:C 1V=0@=>W :;0A8DV:0FVW, AB>WBь 70240==O ?5@52V@:8 G8 2AV 5;5<5=B8, 

O:V ;560Bь 2 >:>;V >@83V=0;ь=>3> 5;5<5=BC 2 ?@>AB>@V >7=0:, =0;560B8<CBь B><C-6 

:;0AC. � =0H><C 28?04:C, <5@565289 ?>BV: :;0A8DV:CєBьAO O: 7;>O:VA=89, O:I> 

2?52=5=VABь =0 28E>4V <>45;V ?5@528ICє ?>@>3>25 7=0G5==O 0.51, B>1B> =5>1EV4=> 

?5@52V@8B8 G8 4;O 2AVE B>G>: V7 >:>;C, I> @>73;O40єBьAO, 7=0G5==O 0:B820FVW 

28EV4=>3> =59@>=C <>45;V 1C45 1V;ьH5 70 0.51. 

"AB0==V< :@>:>< є 72545==O 7040GV ?5@52V@:8 >1<565=ь =04 >1;0ABN 2E>4V2 

4> 7040GV 28:>=C20=>ABV. �8:>=C20=VABь 28EV4=8E >1<565=ь 70 C<>28 28:>=0==O 

2EV4=8E <>6=0 28@078B8 4>40B:>28< >1<565==O<, G5@57 :20=B>@ 7030;ь=>ABV (∀) B0 
>?5@0B>@ V<?;V:0FVW (⇒). 

  

&0:89 ?V4EV4 >4=0:, 28<030є 2V4 @>729O7C20G0 ?V4B@8<:C =5 ;8H5 ;V=V9=>W 

0@8D<5B8:8 4V9A=8E G8A5; (LRA - Linear Real Arithmetic), B0 1C;528E 28@07V2, 0;5 9 

?V4B@8<:C :20=B>@V2, I> =530B82=> 2?;820є =0 G0A 4>2545==O. /: 707=0G0;>Aь 2 

?>?5@54=ь><C @>74V;V, :20=B>@0 7030;ь=>ABV <>6=0 ?>71C48B8AO 72V2H8 7040GC 4> 

?@>1;5<8 4>2545==O =528:>=C20=>ABV. *5 4>72>;Oє 70AB>AC20B8 @>729O7C20G 4;O 

157:20=B>@=>W 0@8D<5B8:8 QF_LRA (Quantifier-Free Linear Arithmetic), I> <>65 

?@8A:>@8B8 ?@>F5A 4>2545==O: 

 

 

 

 

� ?>1C4>20=><C >1G8A;N20;ь=><C 3@0DV 2V4ACB=O DC=:FVO 0:B820FVW 

28EV4=>3> =59@>=C (O:0 C 28?04:C =0H>W 7040GV - A83<>W40). �;O ?@54AB02;5==O 

A83<>W48 =5>1EV4=0 B@0=AF5=45=B=0 DC=:FVO, 0 B><C WW =5 <>6=0 B>B>6=> 

?@54AB028B8 ;8H5 ;V=V9=>N 0@8D<5B8:>N B0 1C;52>N 0;351@>N. �0728G09, 4;O 

?@54AB02;5==O B0:8E =5;V=V9=8E DC=:FV9 28:>@8AB>2CNBь 0?@>:A8<0FVN 
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;V=V9=8<8 A53<5=B0<8. � :>=B5:ABV ?>AB02;5=>W 7040GV, >4=0:, ?@>?>=CєBьAO 

A:>@8AB0B8AO B8<, I> A83<>W40 є <>=>B>==> 7@>AB0NG>N =0 2AV9 <=>68=V 

287=0G5==O, 0 B><C ?>@V2=O==O WW 7=0G5==O 7 >GV:C20=8< ?>@>3>< :;0A8DV:0FVW 

( ) <>6=0 70<V=8B8 =0 ?>@V2=O==O WW 0@3C<5=BC (;V=V9=>W :><1V=0FVW 

0:B820FV9 =59@>=V2 ?5@54>AB0==ь>3> @V2=O) 7V 7=0G5==O< >15@=5=>W DC=:FVW 2V4 

?>@>3C ( ). &0:8< G8=>< <>6;82> C=8:=CB8 

=5>1EV4=>ABV 0?@>:A8<0FVW V B0:5 ?@54AB02;5==O <5@56V 70;8H0єBьAO <0B5<0B8G=> 

B>B>6=8< >@83V=0;ь=><C. 

�;O 45<>=AB@0FVW 0;3>@8B<C >?8A0=>3> 28I5, =0 $8A. 4.1 ?>:070=0 B@82V0;ь=0 

=59@><5@560 7 2 2E>40<8, >4=8< ?@8E>20=8< @V2=5< B0 >4=8< 28EV4=8< =59@>=><. 

 
$8A. 4.1. #@8:;04 3@0DC =59@><5@56V. 

!0 $8A. 4.2 =02545=> AB@C:BC@=C V=B5@?@5B0FVN >1G8A;N20;ь=>3> 3@0DC 

28EV4=>3> =59@>=C B0:>W <5@56V, 28@065=C 5;5<5=B0<8 Z3Py (4;O ?@>AB>B8 

A?@89=OBBO, >13>@B:8 «z3.RealVal» =04 4V9A=8<8 :>=AB0=B0<8 ?@>?CA:0NBьAO). 

 
$8A. 4.2. #@54AB02;5==O 28EV4=>3> =59@>=C 2 Z3Py. 
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%;V4 707=0G8B8, I> V45O <=0W2=>W= :>=25@AVW ?>2=>729O7=>W =59@>==>W <5@56V 

C 28@07 Z3 265 70AB>A>2C20;0Aь (O:->B 2 Sapphire [106]). &0:5 ?@54AB02;5==O є 

=04728G09=> ?>BC6=8<, 0465 4>72>;Oє 704020B8 4>2V;ь=V >1<565==O =04 2EV4=8<8 

7<V==8<8 B0 28EV4=8<8 7=0G5==O<8 2 @0<:0E B5>@V9 2V4><8E Z3 (;V=V9=0, =5;V=V9=0, 

1C;520 0@8D<5B8:0 V B.4.). *59 ?V4EV4 >4=0: ?>:8 =5 =01C2 7=0G=>3> @>728B:C G5@57 

=5?@89=OB=C G0A>70B@0B=VABь ?@8 >1@>1FV SMT @>729O7C20G5< B0:>3> 

>1G8A;N20;ь=>3> 3@0DC, I> >A>1;82> ?><VB=> ?@8 7@>AB0==V :V;ь:>ABV H0@V2 2 

=59@><5@56V. � =0ABC?=><C ?V4@>74V;V 70?@>?>=>20=> =>289 A?>AV1 28@VH5==O FVєW 

?@>1;5<8 4;O 28?04:C ;>:0;ь=>W 25@8DV:0FVW =59@><5@56V 2 >:>;0E B>G>: 7 

2EV4=>3> ?@>AB>@C. 

4.5.  �;3>@8B< A?@>I5==O AB@C:BC@8 ?@54AB02;5==O =59@>==>W <5@56V. 
"4=8< 7V H;OEV2 4> A:>@>G5==O G0AC =5>1EV4=>3> 4;O 4>2545==O G8 

A?@>ABC20==O 2;0AB82>AB59 =59@>==>W <5@56V SMT-@>729O7C20G5< є A?@>I5==O 

?@54AB02;5==O WW >1G8A;N20;ь=>3> 3@0DC, 0 A0<5 28O2;5==O B0 28;CG5==O 

=5;V=V9=>AB59. 

$>73;O=5<> A8BC0FVN, :>;8 2AV DC=:FVW 0:B820FVW =59@>=V2 <5@56V є 3;>10;ь=> 

=5;V=V9=8<8, 0;5 ?@8 Fь><C :CA:>2>-;V=V9=8<8 (B>1B> ;V=V9=8<8 =0 V=B5@20;0E). 

�;O 287=0G5==O @5;ьєDC :>@4>=C ?@89=OBBO @VH5=ь :;0A8DV:0B>@0 =04 CAV< 

2EV4=8< ?@>AB>@>< =5>1EV4=0 ?>2=0 :><?>78FVO =5;V=V9=8E 0:B820FV9 CAVE 

=59@>=V2 <5@56V. "4=0:, =0 2V4=>A=> <0;><C, ;>:0;ь=><C ?@><V6:C 2EV4=8E 

7=0G5=ь :V;ь:VABь =5;V=V9=8E DC=:FV9 =5>1EV4=8E 4;O B>B>6=>3> ?@54AB02;5==O 

=59@>==>W <5@56V 7=0G=> A:>@>GCєBьAO. � B0:><C 28?04:C >1G8A;N20;ь=89 3@0D 

=59@><5@56V <>6=0 A?@>AB8B8. �;O :>6=>3> =59@>=C @>73;O40єBьAO <>6;82VABь 

A?@>I5==O H;OE>< 70<V=8 9>3> =5;V=V9=>W DC=:FVW 0:B820FVW, =0 ;V=V9=C, B>B>6=C 7 

>@83V=0;ь=>N =0 7040=><C @53V>=V 2EV4=>3> ?@>AB>@C. *5 AB0є <>6;828<, O:I> 

4V0?07>= <>6;828E 7=0G5=ь DC=:FVW 0:B820FVW ;568Bь ?>2=VABN 2 <560E V=B5@20;C 

WW ;V=V9=>ABV. +8< 2C6G89 4V0?07>= 2E>4V2 <5@56V, B8< 1V;ьH5 A?@>I5=ь =59@>==8E 

0:B820FV9 =0 =ь><C <>6=0 ?@>25AB8. #@8 Fь><C C 28?04:C 72C65==O 2EV4=>3> 

https://github.com/wenkokke/sapphire
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4V0?07>=C 4> є48=>W B>G:8, >1G8A;N20;ь=89 3@0D 28@>46CєBьAO 2 FV;ь=C ;V=V9=C 

DC=:FVN. 

!0 $8A. 4.3 ?@>45<>=AB@>20=0 V45O ;>:0;ь=>W 0?@>:A8<0FVW :CA:>2>-;V=V9=>W 

DC=:FVW 4> =>2>W, B>B>6=>W 7 >@83V=0;ь=>N ;8H5 =0 ?52=><C V=B5@20;V. /: 284=>, 

?@8 72C65==V V=B5@20;C, 3;>10;ь=0 A:;04=VABь 0?@>:A8<>20=>W DC=:FVW 

7<5=HCєBьAO, 0465 7<5=HCєBьAO :V;ь:VABь B>G>: 7;0<C («:CB>28E B>G>:»). 

 
$8A. 4.3. #@8:;048 ;>:0;ь=8E 0?@>:A8<0FV9 :CA:>2>-;V=V9=>W DC=:FVW. 

�;O =59@>==8E <5@56 2;0AB82VABь =5;V=V9=>ABV 70157?5GCєBьAO DC=:FVO<8 

0:B820FVW =59@>=V2 - 2 40=><C 28?04:C F5 ReLU. �>4=>G0A, A0<5 DC=:FVW 0:B820FVW 

є =091V;ьH8< D0:B>@>< A:;04=>ABV ?@8 0=0;V7V 3@0DC =59@><5@56V SMT-

@>729O7C20G5<, 0465 :V;ь:VABь <>6;828E H;OEV2 ?>@>465=8E C<>2=8<8 

@>730;C65==O<8 («if-else», 2 O:V B@0=A;NєBьAO ReLU) C 3@0DV :><1V=0B>@=> 7@>AB0є 

@07>< 7V 7@>AB0==O< 3;818=8 <5@56V. 

ReLU A:;040єBьAO ;8H5 7 42>E ;V=V9=8E A53<5=BV2, O:V 287=0G0NBьAO =0 

?@><V6:0E (-inf, 0], B0 (0, +inf). /:I> =0 ?52=V9 ?V4<=>68=V 2EV4=8E 7=0G5=ь <>45;V 

4V0?07>= 7=0G5=ь, I> ?>40NBьAO =0 2EV4 =59@>=0, ;568Bь ?>2=VABN 2 >4=><C 7 F8E 

42>E ?@><V6:V2, B> DC=:FVO 0:B820FVW ReLU 4;O 40=>3> =59@>=C @V2=>FV==0 

:>=AB0=BV 0 (x = 0), 01> 6 DC=:FVW B>B>6=>ABV (x = x). &0:8< G8=><, ?@8 70<V=V ReLU 

=0 >4=C 7 B@82V0;ь=8E 0;ьB5@=0B82 2 ?>1C4>20=><C >1G8A;N20;ь=><C 3@0DV 

=59@>==>W <5@56V, 7040G0 4>2545==O 2;0AB82>AB59 SMT-@>729O7C20G5< 7=0G=> 

A?@>ICєBьAO, 0465 7<5=HCєBьAO :V;ь:VABь @>730;C65=ь.  >6;82VABь B0:>3> 
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A?@>I5==O 7304CєBьAO 2 [100], I>?@0240 2 :>=B5:ABV 72C65==O <>6;828E <56 

2E>4V2 28:>@8AB>2CNG8 A8<?;5:A-<5B>4. 

� FV9 48A5@B0FV9=V9 @>1>BV ?@>?>=CєBьAO =>289 <5B>4 4;O 7=0E>465==O 

<>6;82>AB59 A?@>I5==O DC=:FV9 0:B820FVW ReLU H;OE>< @>729O70==O ;>:0;ь=>W 

SMT-7040GV 4;O :>6=>3> >:@5<>3> =59@>=C. !5E09 =5>1EV4=> ?@>25AB8 

25@8DV:0FVN ?>2=>729O7=>W =59@><5@56V 2 >:>;V B>G:8 I 7 2EV4=>3> =01>@C 40=8E. 

/: V @0=VH5, >:V; ?>7=0G8<> O: E(x,ε,F). %?@>I5==O 74V9A=NєBьAO ?>@V2=52> 2 >48= 

?@>EV4 ?> 3@0DC <5@56V, ?>G8=0NG8 7 ?5@H>3> ?@8E>20=>3> @V2=O. �;O :>6=>3> 

@V2=O 0;3>@8B< 28:>=Cє 2 D078.  

#5@H0 D070 3 F5 A?@>10 ?@>25AB8 ?>?5@54=N «=0W2=C» >?B8<V70FVN DC=:FV9 
0:B820FVW =59@>=V2 157 @>729O7C20==O SMT-7040G. �;O =59@>=0 ?@>2>48BьAO >FV=:0 

=09H8@H8E B5>@5B8G=> <>6;828E <56 9>3> 2EV4=8E 7=0G5=ь 28E>4OG8 7 

>1@0E>20=8E <56 0:B820FV9 =59@>=V2 ?>?5@54=ь>3> @V2=O. "G5284=>, I> >B@8<0=V 

<56V =5 >1>29O7:>2> є ?@0:B8G=> 4>AO6=8<8 V, 70728G09, 1C4CBь 7=0G=> H8@HV =V6 

@50;ь=> <>6;82V. /:I> =86=O <560 2EV4=8E 7=0G5=ь =59@>=C > 0, B> ReLU 

70<V=OєBьAO =0 B>B>6=C DC=:FVN, 0 O:I> 25@E=O <560 ≤ 0, B> ReLU 70<V=OєBьAO =0 

:>=AB0=BC 0. #@8 Fь><C <56V 4;O 2EV4=>3> @V2=O 287=0G0NBьAO 157?>A5@54=ь> 

>1@0=8< >:>;>< E(x,ε,F). /:I> 4;O =59@>=C =0 ?5@HV9 D07V A?@>I5==O =5 

2V41C;>AO, B> 4;O =ь>3> 1C45 70AB>A>20=0 4@C30 D070. 

� 4@C3V9 D07V, SMT-@>729O7C20G ?@>2>48Bь ?>2=89 0=0;V7 >1G8A;N20;ь=>3> 

3@0DC :>6=>3> 7 =5A?@>I5=8E =59@>=V2 40=>3> @V2=O =04 >:>;>< E(x,ε,F). !0< 265 

2V4><5 7=0G5==O, I> ?>40єBьAO =0 2EV4 DC=:FVW 0:B820FVW =59@>=0 4;O 2EV4=>W B>G:8 

I. #>7=0G8<> F5 7=0G5==O O: n(x). �040G0 ?5@52V@:8 <>6;82>ABV A?@>I5==O ReLU 

72>48BьAO 4> 4>2545==O 2V4ACB=>ABV B0:>W B>G:8 x' ∈ E(x,ε,F) 4;O O:>W 7=0G5==O, I> 

?>40єBьAO =0 2EV4 40=>3> =59@>=C n(x') ;560B8<5 ?> ?@>B8;56=89 1V: 2V4 0 2V4=>A=> 

n(x). *5 <>6=0 28@078B8 C D>@<V >1<565==O: 

( ) 0, ( ) 0
:

( ) 0, ( ) 0neuron

n x якM> n x
C

n x якM> n x
ò þ üü

ý ò ó þ
   (4.7)
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/:I> SMT-@>729O7C20G 4>2>48Bь =528:>=C20=VABь 40=>3> >1<565==O, B> 4V0?07>= 

7=0G5=ь n(x') ?>2=VABN ;568Bь 2 >4=><C 7 V=B5@20;V2 ;V=V9=>ABV ReLU 4;O 

( ),  ,  x E x Fò þ , I> 4>72>;Oє ?@>25AB8 A?@>I5==O. ReLU 70<V=NєBьAO =0 B>B>6=C 

DC=:FVN, O:I> n(x) > 0, 01> 6 =0 :>=AB0=BC 0, O:I> n(x) ≤ 0. � V=H><C 28?04:C 

A?@>I5==O 4;O 40=>3> =59@>=0 =5 2V41C20єBьAO. 

!86G5 =02545=> ;VAB8=3 :>4C 0;3>@8B<C H284:>W >FV=:8 =09H8@H89 

B5>@5B8G=>-<>6;828E <56, O:89 28:>@8AB>2CєBьAO 2 ?5@HV9 >?B8<V70FV9=V9 D07V. 

#0@0<5B@8  B0  3 F5 <0B@8FO 203 B0 25:B>@ 7<VI5=ь, O:V 

E0@0:B5@87CNBь ?0@0<5B@8 <>45;V <V6 ?>?5@54=V< B0 ?>B>G=8< @V2=5<, #0@0<5B@ 

 3 F5 <0A82 ?0@ 265 >1@0E>20=8E <56 0:B820FV9 ?>?5@54=ь>3> @V2=O. 

�;O =09?5@H>3> @V2=O <56V 287=0G0NBьAO 157?>A5@54=ь> >1<565==O<8 

=0:;045=8<8 =0 2EV4=V 7<V==V =59@><5@56V =0 5B0?V ?>AB0=>2:8 7040GV 25@8DV:0FVW. 

 

#VA;O >1G8A;5==O B5>@5B8G=8E <56, ?@>2>48BьAO ?5@H0 A?@>10 A?@>I5==O 

?>B>G=>3> @V2=O (WW :>4 B@82V0;ь=89). 
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�0;V @>7?>G8=0єBьAO 4@C30 D070, ;VAB8=3 :>4C O:>W =02545=89 =86G5. 

#0@0<5B@  - F5 <0B@8FO 0:B820FV9, O:0 265 ?@>9H;0 ?>?5@54=N 

>?B8<V70FVN 2 ?5@HV9 D07V,  - F5 ?@548:0B=89 28@07 Z3, O:89 

?@54AB02;Oє 2EV4=V B0 A5<0=B8G=V >1<565==O,  - F5 <0A82 >1G8A;N20;ь=8E 

3@0DV2 Z3 =59@>=V2 ?>B>G=>3> @V2=O,  - F5 <0A82 G8A;>28E 7=0G5=ь, O:V ?>ABC?0NBь 

=0 2EV4 DC=:FV9 0:B820FVW :>6=>3> 7 =59@>=V2 ?>B>G=>3> @V2=O :>=:@5B=> 4;O B>G:8 

2 >:>;V O:>W 74V9A=NєBьAO 25@8DV:0FVO. 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

�0C2068<>, I> V45O B0:>3> A?@>I5==O є 52@8AB8G=>N. "GV:CєBьAO, I> 

28B@0B8 =0 V=:@5<5=B0;ь=5 A?@>I5==O H;OE>< ?>=59@>==>3> @>729O7C20==O SMT-

7040G =0 265 A?@>I5=8E ?V43@0D0E є <5=H G0A>70B@0B=8<8 =V6 >4=>@07>289 0=0;V7 

>@83V=0;ь=>3> 3@0DC =59@><5@56V. �@V< B>3>, >G5284=>, I> 7V 71V;ьH5==O< 

2EV4=>3> >:>;C 7<5=HCєBьAO :V;ь:>ABV <>6;82>AB59 A?@>I5==O DC=:FV9 0:B820FVW, 

V B><C 5D5:B82=VABь B0:>3> ?V4E>4C 1C45 ?040B8. � =093V@H><C 28?04:C, G0A 

28:>=0==O 1C45 1V;ьH8< =V6 ?@8 0=0;V7V =5>?B8<V7>20=>3> 3@0DC <5@56V. 

!572060NG8 =0 F5, 2 :>=B5:ABV 7040GV 25@8DV:0FVW <>45;V :;0A8DV:0FVW <5@56528E 
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?>B>:V2, A0<5 B0:0 >?B8<V70FVO 4>72>;8;0 ?@>0=0;V7C20B8 ?>2=C <=>68=C B>G>: 

V=B5@5AC 70 ?@89=OB=89 G0A, ?@> I> 945BьAO 2 =0ABC?=><C ?V4@>74V;V. 

 

4.6.  �:A?5@8<5=B0;ь=5 70AB>AC20==O <5B>4C D>@<0;ь=>W 25@8DV:0FVW 
=59@>==8E <5@56 

"AB0==V< :@>:>< Fь>3> 4>A;V465==O 1C;> 70AB>AC20==O @>7@>1;5=>3> <5B>4C 

25@8DV:0FVW 4;O ?5@52V@:8 2;0AB82>AB59 A8AB5<8 28O2;5==O B@0DV:C 7;>2<8A=>3> 

#� =0 ?@54<5B WW ABV9:>ABV 4> <>6;828E 71C@5=ь C 2EV4=8E 40=8E.  >45;ь 

:;0A8DV:0FVW ?@54AB02;5=0 =59@>==>N <5@565N, =02G5=>N =0 <5@56528E ?>B>:0E 

284V;5=8E 7 =01>@C 40=8E ISCX Botnet 2014 [19]. /: 265 7304C20;>Aь, :>65= 

<5@565289 ?>BV: ?@54AB02;5=89 =01>@>< 7 50 >7=0:, >B@8<0=8E 70 4>?><>3>N 

V=AB@C<5=BC CIC Flow Meter V4.0 [21]. #>@>3>25 7=0G5==O :;0A8DV:0B>@0 

2AB0=>2;5=> 2 0.51 3 O:I> 7=0G5==O =0 28EV4=><C =59@>=V <5@56V ?5@528ICє F59 

?>@V3, ?>BV: 22060єBьAO «H:V4;828<», B>1B> B0:8<, I> <VAB8Bь 0:B82=VABь 1>B=5BV2. 

#VA;O ?@>2545==O <0@:C20==O 2AVE ?>B>:V2 7 =02G0;ь=>W 281V@:8 C 2V4?>2V4=>ABV 7 

@57C;ьB0B0<8 :;0A8DV:0FVW, 1C;> 284V;5=> 2AV ?>B>:8, O:V <>45;ь :;0A8DV:C20;0 

2V@=>, 0;5 ?@8 Fь><C 2>=8 ;560Bь 1;87ь:> 4> <56V ?@89=OBBO @VH5=ь (B>1B> 4;O =8E 

?@>3=>7>20=0 2?52=5=VABь > 0.51, 0;5 < 0.55) 3 2Aь>3> 836 ?>B>:V2 (B>1B> 0.76% 2V4 

?>2=>W 281V@:8). 

�5@8DV:0FVO C 2V4=>A=><C >:>;V B>G>: 74V9A=N20;0Aь =04 A5<0=B8G=> 

729O70=>N 3@C?>N V7 9 >7=0:, 0 A0<5, «7030;ь=0 B@820;VABь» B0 AB0B8AB8:8 

«<V6?0:5B=8E V=B5@20;V2» ?>B>:V2 (V=HV >7=0:8 70;8H0;8Aь DV:A>20=8<8):  

 

#@8 Fь><C =0:;040;8Aь 4>40B:>2V >1<565==O ?@024>?>4V1=>ABV: 

 



138 
 
�5@8DV:0FVO ?@>2>48;0Aь 4;O 2V4=>A=8E >:>;V2 7 ?0@0<5B@>< ε: 0.05, 0.1 B0 

0.15. )0@0:B5@8AB8:8 A8AB5<8 =0 O:V9 ?@>2>48;8Aь >1G8A;5==O =0ABC?=V: ?@>F5A>@ 

AMD Ryzen 7 5800H (3200 Mhz, 8 O45@), 16 GB "�'. "1G8A;5==O ?@>2>48;8Aь 2 

>4=>?>B>G=><C @568<V. 

&01;8FO 4.1  
$57C;ьB0B8 25@8DV:0FVW :;0A8DV:0B>@0 <5@56528E ?>B>:V2 

ε # verified # failed Time 

Avg.  

final  

ReLU count 

0.05 763 73 6m 32s 0.23 
0.1 722 114 15m 8s 0.48 
0.15 711 125 92m 22s 0.83 

 

� &01;. 4.1, AB>2?5Fь <# verified= ?>:07Cє :V;ь:VABь <5@56528E ?>B>:V2, 4;O 

O:8E 4>2545=>, I> 702648 715@V30єBьAO :;0A ?@8 4>2V;ь=><C 20@VN20==V 

<V6?0:5B=8E V=B5@20;V2 2 707=0G5=8E <560E. %B>2?5Fь <# failed= 2V4>1@060є 

:V;ь:VABь 28?04:V2, 4;O O:8E VA=Cє B0:0 20@V0FVO, ?@8 O:V9 ?5@5410GC20=89 <>45;;N 

:;0A =5 A?V2?040є 7 >@83V=0;ь=8<. /: V >GV:C20;>Aь, ?@8 7@>AB0==V ε, B0:>6 7@>AB0є 

V :V;ь:VABь <>6;82>AB59 ?><8;:8 :;0A8DV:0FVW. � >AB0==ь><C AB>2?FV =02545=> 

A5@54=N :V;ь:VABь DC=:FV9 ReLU, O:V 70;8H8;8AO ?VA;O ?@>2545==O A?@>I5==O 

>1G8A;N20;ь=>3> 3@0DC <5@56V. /: 284=>, 4;O 1V;ьH>ABV 28?04:V2 4>AB0B=ь> 

I>=091V;ьH5 >4=VєW ReLU 4;O <0B5<0B8G=>-B>B>6=>3> ?@54AB02;5==O 

=59@><5@56V =0 2EV4=8E 4V0?07>=0E 7040=8E >1<565==O<8 25@8DV:0FVW. *5 

?V4B25@46Cє 3V?>B57C, I> =0 ;>:0;V7>20=8E 2EV4=8E V=B5@20;0E, @5;ьєD <56V 

?@89=OBBO @VH5=ь ACBBє2> B@82V0;V7CєBьAO V <VAB8Bь ;8H5 :V;ь:0 B>G>: =5;V=V9=>ABV, 

0 2 1V;ьH>ABV 28?04:V2, 27030;V =5 1V;ьH5 >4=VєW. &0:8< G8=><, 40=89 <5B>4 

4>72>;Oє ?@>2>48B8 25@8DV:0FVN ;>:0;ь=8E 2;0AB82>AB59 ?>2=>729O7=8E 

=59@><5@56 70 7=0G=> <5=H89 G0A. �;O ?>@V2=O==O, 157 28:>@8AB0==O >?8A0=>3> 

<5B>4C >?B8<V70FVW, 25@8DV:0FVO BVєW A0<>W =59@><5@56V C 2V4=>A=>3> >:>;V ;8H5 

>4=VєW B>G:8 7 836 709<0є 2V4 ~2 E28;8= 4;O ε = 0.05, 70 C<>28 28:>@8AB0==O 

V45=B8G=8E >1G8A;N20;ь=8E @5AC@AV2. #@8 Fь><C 4;O 45O:8E B>G>: SMT-

@>729O7C20G 27030;V =5 740B5= 7=09B8 4>2545==O G8 A?@>ABC20B8 3V?>B57C 25@8DV:0FVW 



139 
 

=02VBь G5@57 10 E28;8= ?VA;O ?>G0B:C ?>HC:C @VH5==O, I> @>18Bь 28:>@8AB0==O Z3 

?@>AB> =5?@0:B8G=8< 4;O 40=>W 7040GV 157 70AB>AC20==O @>7@>1;5=>3> 

>?B8<V7CNG>3> @VH5==O. %0<5 B><C, @>7@>1;5=89 <5B>4 >?B8<V70FVW 

>1G8A;N20;ь=>3> 3@0DC =59@><5@56 є :@8B8G=> =5>1EV4=8< 4;O <>6;82>ABV 

4>2545==O 2;0AB82>AB59 =04V9=>ABV :;0A8DV:0B>@V2 B0:>3> @>4C. �>:@5<0, 4;O 

D>@<0;V7>20=>W ?5@52V@:8 A8AB5< 0=0;V7C <5@56528E 40=8E =0 >A=>2V =59@><5@56, 

I>4> WE ABV9:>ABV 4> 7<030;ь=8E 0B0:, O: V 1C;> 5:A?5@8<5=B0;ь=> ?>:070=>. 

�8A=>2:8 4> $>74V;C 4. 
� Fь><C @>74V;V 1C;> 70?@>?>=>20=> B0 D>@<0;V7>20=> :@8B5@V9 ;>:0;ь=>W 

ABV9:>ABV A8AB5<8 28O2;5==O <5@56528E 703@>7 =0 >A=>2V =59@>==8E <5@56 4> 

<>6;828E 7<030;ь=8E 2?;82V2. �C;> AB2>@5=> B0 @50;V7>20=> <5B>4 4;O 25@8DV:0FVW 

AD>@<>20=>3> :@8B5@VN ABV9:>ABV 70 4>?><>3>N SMT-@>72'O7C20G0. �C;> 

?@>45<>=AB@>20=> ?@0:B8G=5 70AB>AC20==O Fь>3> <5B>4C 4;O 25@8DV:0FVW A8AB5<8 

0=0;V7C <5@5652>3> B@0DV:C =0 ?@54<5B 0:B82=>ABV 1>B=5BV2. *5 є 206;828< 

@57C;ьB0B><, 0465 70AB>AC20==O ,І 2 >1;0ABV :V15@157?5:8 ACBBє2> >1<565=5 

>19є<>< =0O2=8E =01>@V2 40=8E 4;O WE 5<?V@8G=>3> B5ABC20==O. �@V< B>3>, F59 

<5B>4 40є <>6;82VABь 30@0=BC20B8 ;>:0;ь=C ABV9:VABь :;0A8DV:0B>@V2 4> 

7<030;ь=8E 0B0:, B>1B> =02<8A=8E A?@>1 CE8;5==O 7;>2<8A=8:V2 2V4 28O2;5==O WE 

4V9. #>:070=>, I> 0;3>@8B< 740B5= O: 4>25AB8 :>@5:B=VABь @>1>B8 <>45;V 

:;0A8DV:0FVW =0 ?52=8E @53V>=0E 2EV4=>3> ?@>AB>@C 40=8E, B0: V 28O28B8 ?@>1;5<=V 

7>=8, 45 <>45;ь <>65 ?@8?CAB8B8AO ?><8;:8. 

�@V< B>3>, >B@8<0=V 5:A?5@8<5=B0;ь=V 40=V ?V4B25@46CNBь 5D5:B82=VABь 

70?@>?>=>20=>W >?B8<V70FVW >1G8A;N20;ь=>3> 3@0DC <5@56V G5@57 ?>@V2=525 

A?@>I5==O DC=:FV9 0:B820FVW H;OE>< @VH5==O ;>:0;ь=8E SMT-7040G. 

"?8A0=89 ?V4EV4 25@8DV:0FVW =59@><5@56 <>65 1CB8 70AB>A>20=89 =5 ;8H5 2 

7040G0E :V15@157?5:8, 0 9 2 1C4ь-O:8E A8AB5<0E :;0A8DV:0FVW, 45 B>G=VABь є 

:@8B8G=>N, 7>:@5<0 2 @>7?V7=020==V >1@07V2 01> <>28. 



140 
 
"4=8< V7 =0?@O<:V2 ?>40;ьH8E 4>A;V465=ь, є 28:>@8AB0==O 70?@>?>=>20=>3> 

<5B>4C 25@8DV:0FVW 4;O <5@56 V7 4>2V;ь=8<8 DC=:FVO<8 0:B820FVW. !0?@8:;04, G5@57 

WE 0?@>:A8<0FVN ;V=V9=8<8 A53<5=B0<8. 

�@V< B>3>, 70?@>?>=>20=89 A?>AV1 V=:@5<5=B0;ь=>W >?B8<V70FVW 3@0DC <5@56V 

B0:>6 <0є 7=0G=89 ?>B5=FV0; 4;O ?>40;ьH>3> @>728B:C. #>-?5@H5, A0<C ?@>F54C@C 

A?@>I5==O >1G8A;N20;ь=>3> 3@0DC <>6;82> 7=0G=> ?@8A:>@8B8, O:I> ?>A;V4>2=5 

@VH5==O ?>=59@>==8E SMT-7040G 2 <560E >4=>3> @V2=O 70<V=8B8 =0 ?0@0;5;ь=5, 

0465 B0:V 7040GV =5 ?>B@51CNBь <V6-?>B>:>2>W A8=E@>=V70FVW.  #>-4@C35, ?@8 

28;CG5==V =5;V=V9=>AB59 <>6=0 1@0B8 4> C2038 <56V <>6;828E 2EV4=8E 7=0G5=ь =5 

O:>3>Aь >:@5<>3> =59@>=C, 0 :><1V=0FVW <56 4;O :V;ь:>E =59@>=V2 40=>3> @V2=O.  

!0@5HBV, A0<8< 206;828< =0?@O<:>< ?>40;ьH8E 4>A;V465=ь 2 

157?>A5@54=ь> >1;0ABV :V15@157?5:8 є AB2>@5==O <5B>4V2 ?> ?V428I5==N =04V9=>ABV 

B0 ABV9:>ABV <>45;59 28O2;5==O <5@56528E 703@>7, O: 4> 7<030;ь=8E 0B0:, B0: V 4> 

28?04:>28E D;C:BC0FV9 2 <5@56528E 40=8E. 

 

 



141 
 

��%!"��� 

' 48A5@B0FV9=V9 @>1>BV @>729O70=> 0:BC0;ь=C 4>A;V4=8Fь:C V ?@0:B8G=C 7040GC 3 

>FV=N20==O, 25@8DV:0FVW B0 ?V428I5==O ABV9:>ABV A8AB5< 28O2;5==O H:V4;82>3> 

<5@5652>3> B@0DV:C =0 >A=>2V <5B>4V2 HBCG=>3> V=B5;5:BC, 4> <>6;828E 

7<030;ь=8E 2?;82V2 7 1>:C 7;>2<8A=8:0. 

� E>4V 4>A;V465==O >B@8<0=> @O4 206;828E =0C:>2>-?@0:B8G=8E @57C;ьB0BV2, 

A5@54 O:8E A;V4 284V;8B8 =0ABC?=V: 

1. !0 >A=>2V ?@>2545=>3> >3;O4C B0 0=0;V7C VA=CNG8E <5B>4V2 28O2;5==O 

<5@56528E 703@>7, 0 A0<5 B@0DV:C 7;>2<8A=8E ?@>3@0<, 70A>10<8 HBCG=>3> 

V=B5;5:BC, ?>:070=>, I> HBCG=V =59@>==V <5@56V 40NBь 7<>3C 5D5:B82=> 

28O2;OB8 1>B=5B8. #@>B5 2>=8 28<030NBь @5B5;ь=>3> ?V41>@C 

E0@0:B5@8AB8G=8E >7=0:, 4>AB0B=ь>3> >1AO3C =02G0;ь=8E 40=8E B0 28@VH5==O 

?@>1;5< ?5@5=02G0==O V ?>:@0I5==O 740B=>ABV <>45;59 :;0A8DV:0FVW 4> 

C7030;ь=5==O. �>4=>G0A 28O2;5=> =5>1EV4=VABь @>729O70==O 42>E, 

=54>AB0B=ь> 4>A;V465=8E, ?@>B5 :@8B8G=8E 7040G C FV9 30;C7V. #5@H0 ?>;O30є 

C =5>1EV4=>ABV @>7@>1:8 <5B>4V2 28O2;5==O H:V4;82>3> ?@>3@0<=>3> 

70157?5G5==O, 740B=>3> >1E>48B8 VA=CNGV A8AB5<8 :V15@157?5:8 H;OE>< 

<V=V<0;ь=8E <>48DV:0FV9 >7=0: <5@5652>W 0:B82=>ABV. �@C30 ?>;O30є C 

D>@<0;V70FVW B0 70157?5G5==V <0B5<0B8G=>-4>2545=8E 30@0=BV9 =04V9=>ABV 

DC=:FV>=C20==O HBCG=8E =59@>==8E <5@56 ?V4 G0A WE 70AB>AC20==O 4;O 

28O2;5==O <5@56528E 2B>@3=5=ь C :><?9NB5@=8E A8AB5<0E. 

2. � @>1>BV 5:A?5@8<5=B0;ь=> ?>:070=0 206;82VABь 4825@A8DV:0FVW 

<=>68=8 B8?V2 B@0DV:C 7;>2<8A=>3> #� C =02G0;ь=8E B0 B5ABC20;ь=8E 

281V@:0E. %D>@<>20=> =>289 @>7H8@5=89 =01V@ <5@56528E 40=8E, H;OE>< 

:><1V=0FVW 2V4:@8B8E =01>@V2 ICSX Botnet 2014, CTU-13, 0 B0:>6 @V7=8E 

40=8E >B@8<0=8E 7  Malware Capture Facility Project. !0 >A=>2V >B@8<0=>3> 

=01>@C 1C;> ?@>2545=> =02G0==O :;0A8DV:0B>@V2 <5@5652>3> B@0DV:C 7 

28:>@8AB0==O< 0;3>@8B<V2 <0H8==>3> =02G0==O B0 =59@>==8E <5@56. 

!09:@0IV @57C;ьB0B8 ?>:070;8 :;0A8DV:0B>@8 =0 >A=>2V 0;3>@8B<C 

28?04:>2>3> ;VAC C :><1V=0FVW 7 <5B>4>< 3>;>2=8E :><?>=5=B, 0 B0:>6 



142 
 
3;81>:V =59@>==V <5@56V. �;O 28?04:>2>3> ;VAC 7=0G5==O ?;>IV ?V4 ROC-

:@82>N =0 @>7H8@5=8E B5AB>28E 40=8E A:;0;> 0.95.  >45;ь 740B=0 28O2;OB8 

?@8:;048 B0:>3> 7;>2<8A=>3> #� O: WannaCry, TrickBot B0 Emotet 7 

?>2=>B>N > 80%, ?@8 Fь><C 715@V30NG8 E81=>?>78B82=89 @V25=ь =86G5 0.2%. 

#@8 28:>@8AB0==V 3;81>:>3> =02G0==O, =09:@0IV @57C;ьB0B8 1C;8 >B@8<0=V 

4;O ?>2=>729O7=8E =59@><5@56, 4;O O:8E 7=0G5==O ?;>IV ?V4 ROC-:@82>N 

A:;040є 0.975 =0 @>7H8@5=><C B5AB>2><C =01>@V. #@8 E81=>?>78B82=><C 

@V2=V <0.2% <>45;ь ?>:070;0 ?>2=>BC 28O2;5==O 80.7%. #@8 71V;ьH5==V 

?>@>3>2>3> 7=0G5==O :;0A8DV:0B>@0, ?>:07=8: ?>2=>B8 AO302 91.3% ?@8 

Fь><C E81=>?>78B82=89 @V25=ь =5 ?5@528IC202 0.75%. &0:>6 1C;> 

?@>45<>=AB@>20=> <>6;82VABь 0=0;V7C ?>B>:V2 <5@56528E 40=8E O: G0A>28E 

@O4V2, 7>:@5<0 @5:C@5=B=8<8 B0 73>@B:>28<8 =59@><5@560<8 V7 

B5<?>@0;ь=>N A:;04>2>N. �;O 4>2545==O ?@0:B8G=>W FV==>ABV ?@>2545=8E 

4>A;V465=ь, 1C2 @50;V7>20=89 1030B>FV;ь>289 0=0;V70B>@ <5@5652>3> 

B@0DV:C. #@>B>B8? 1C;> 2?@>20465=> 2 5:A?;C0B0FVN C @>;V A8AB5<8 

28O2;5==O <5@56528E 703@>7 C :><?0=VW &"� «!�# «$04V:A», I> 

A?5FV0;V7CєBьAO =0 @>7@>1FV 0?0@0B=>3> B0 ?@>3@0<=>3> 70157?5G5==O 4;O 

��%. 

3. $>7@>1;5=> <5B>4 >FV=:8 2@07;82>ABV B0 ?V428I5==O ABV9:>ABV =59@><5@56-

:;0A8DV:0B>@V2 B@0DV:C 4> 7<030;ь=8E 0B0:, =0 >A=>2V 24>A:>=0;5==O 

«H284:>3> <5B>4C 7=0:C 3@04Vє=BC» 4;O 35=5@0FVW HBCG=8E 40=8E, 0 B0:>6 

4>?>2=5==O =8<8 =02G0;ь=>W 281V@:8. !0 2V4<V=C 2V4 <5B>4V2 D>@<C20==O 

7<030;ь=8E ?@8:;04V2 ?>H8@5=8E C 30;C7V >1@>1:8 7>1@065=ь, 

70?@>?>=>20=89 <5B>4 2@0E>2Cє =87ь:>28<V@=VABь B0 35B5@>35==VABь 

?@>AB>@C >7=0: <5@5652>3> B@0DV:C, 0 B0:>6 WE ;>3VG=V B0 AB0B8AB8G=V 

>1<565==O. &0:0 040?B0FVO 4>72>;8;0 AB2>@8B8 ?@024>?>4V1=V 7<030;ь=V 

?@8:;048 1>B=5B-B@0DV:C B0 >FV=8B8 2@07;82VABь :;0A8DV:0B>@V2 <5@56528E 

40=8E 4> 0B0: B0:>3> @>4C. �0?@>?>=>20=89 <5B>4 B0:>6 <0є ?5@5203C 

=040==O A5<0=B8G=>W V=B5@?@5B0FVW @57C;ьB0BV2: 2V= 4>72>;Oє >:@5<> >FV=8B8 

2@07;82VABь A8AB5<8 4> B0:8E 7<V=, O: 20@V0FVO <V6?0:5B=8E V=B5@20;V2 G8 



143 
 
<0=V?C;OFVO @>7<V@0<8 :>@8A=>3> =020=B065==O ?0:5BV2. &0:>6 1C;> 

5:A?5@8<5=B0;ь=> ?@>45<>=AB@>20=> :>@8ABь 4>?>2=5==O =02G0;ь=>W 

281V@:8 7<030;ь=8<8 ?@8:;040<8 4 F5 40;> 7<>3C ACBBє2> 7=878B8 

2@07;82VABь =59@><5@56V-:;0A8DV:0B>@0 4> 0B0: =0 >A=>2V 71C@5=ь C @>7<V@0E 

?0:5BV2, 157 453@040FVW V=H8E ?>:07=8:V2 5D5:B82=>ABV 28O2;5==O. 

4. $>7@>1;5=> B0 70AB>A>20=> <5B>4 D>@<0;ь=>W 25@8DV:0FVW =59@>==8E <5@56 

=0 ?@54<5B WE ABV9:>ABV 4> 71C@5=ь C 2EV4=8E 40=8E. (>@<0;V7>20=> :@8B5@V9 

;>:0;ь=>W ABV9:>ABV :;0A8DV:0B>@0 B0 @>7@>1;5=> <5B>4 25@8DV:0FVW 

=59@><5@56 70 4>?><>3>N SMT-@>729O7C20G0.  �0?@>?>=>20=> ?@54AB02;OB8 

>1G8A;N20;ь=89 3@0D =59@><5@56V C 283;O4V SMT-D>@<C;8 B0 ?@>2>48B8 

;>:0;V7>20=C ?5@52V@:C :>@5:B=>ABV :;0A8DV:0FVW ?@8 2=5A5==V >1<565=8E 

71C@5=ь C 2EV4=V ?0@0<5B@8. �024O:8 Fь><C 240;>AO 7=09B8 B>G:8 G8 4V;O=:8 

2EV4=>3> ?@>AB>@C :;0A8DV:0B>@0, 45 =59@><5@560 2A5 I5 740B=0 ?><8;OB8AO, 

01> 6 4>25AB8, I> =0 D>@<0;ь=> 7040=8E @53V>=0E 2EV4=8E 40=8E 2>=0 ?@0FNє 

157?><8;:>2>. &0:>6 1C;> @>7@>1;5=> =>289 <5B>4 A?@>I5==O 

?@54AB02;5==O 3@0DC =59@><5@56V =0 @V2=V >:@5<8E =59@>=V2, I> ACBBє2> 

7<5=HCє >1G8A;N20;ь=C A:;04=VABь @>729O70==O ?>AB02;5=>W SMT-7040GV. 

"?8A0=V <5B>48 1C;> 28:>@8AB0=> 4;O 25@8DV:0FVW ;>:0;ь=>W ABV9:>ABV 

A8AB5<8 28O2;5==O B@0DV:C 7;>2<8A=8E ?@>3@0< 4> <>6;82>ABV CE8;5==O 2V4 

28O2;5==O H;OE>< 20@VN20==O <V6?0:5B=8E V=B5@20;V2. *5 4>72>;Oє 

>B@8<C20B8 4>40B:>2V 30@0=BVW B0 71V;ьHC20B8 @V25=ь 4>2V@8 4> A8AB5< 

02B><0B87>20=>3> 28O2;5==O 703@>7, I> є =04728G09=> 206;828< C AD5@V 

:V15@157?5:8. 

"B@8<0=V @57C;ьB0B8 B0 @>7@>1;5=V <5B>48 4>72>;ONBь AB2>@N20B8 A8AB5<8 

28O2;5==O <5@56528E 703@>7 =0 >A=>2V 70A>1V2 HBCG=>3> V=B5;5:BC B0 74V9A=N20B8 

>FV=:C, D>@<0;ь=C 25@8DV:0FVN B0 ?V428I5==O ABV9:>ABV B0:8E A8AB5< 4> 

7<030;ь=8E 2?;82V2. 

 

  



144 
 

%#�%"� ���"$�%&�!�) ���$�� 

1. Debar H. An Introduction to Intrusion-Detection Systems / H. Debar. 3 2009. 

2. Pathan A.-S. K. New Unknown Attack Detection with the Neural Network3Based 

IDS / A.-S. K. Pathan. 3 2014. 

3. Arnaldo I. Learning Representations for Log Data in Cybersecurity / I. Arnaldo, A. 

Cuesta-Infante, A. Arun, M. Lam, C. Bassias, K. Veeramachaneni // Lecture Notes 

in Computer Science. 3 2017. 3 Vol. 10423. 3 P. 2503268. 3 DOI: 10.1007/978-3-

319-60080-2_19. 

4. Dewes C. An analysis of Internet chat systems / C. Dewes, A. Wichmann, A. 

Feldmann // Proceedings of the 3rd ACM SIGCOMM Conference on Internet 

Measurement (IMC '03). 3 New York: ACM, 2003. 3 P. 51364. 3 DOI: 

10.1145/948205.948214. 

5. Umer M.F. Flow-based intrusion detection: Techniques and challenges / M.F. 

Umer, M. Sher, Y. Bi // Computers & Security. 3 2017. 3 &. 70. 3 %. 2383254. 3 

DOI: 10.1016/j.cose.2017.05.009. 

6. Roughan M. Class-of-service mapping for QoS: a statistical signature-based 

approach to IP traffic classification / M. Roughan, S. Sen, O. Spatscheck, N. 

Duffield // Proceedings of the 4th ACM SIGCOMM Conference on Internet 

Measurement (IMC '04). 3 New York: ACM, 2004. 3 P. 1353148. 3 DOI: 

10.1145/1028788.1028805. 

7. Sen S. Accurate, scalable in-network identification of p2p traffic using application 

signatures / S. Sen, O. Spatscheck, D. Wang // Proceedings of the 13th International 

Conference on World Wide Web (WWW '04). 3 New York: ACM, 2004. 3 P. 5123

521. 3 DOI: 10.1145/988672.988742. 

8. Moore A. W. Internet traffic classification using bayesian analysis techniques / A. 

W. Moore, D. Zuev // Proceedings of the 2005 ACM SIGMETRICS International 



145 
 
Conference on Measurement and Modeling of Computer Systems (SIGMETRICS 

'05). 3 New York: ACM, 2005. 3 P. 50360. 3 DOI: 10.1145/1064212.1064220. 

9. Zeek. URL: https://zeek.org/ (40B0 725@=5==O: 13.04.2025). 

10. Snort. URL: https://www.snort.org/ (40B0 725@=5==O: 13.04.2025). 

11. Pretty Park. URL: http://virus.wikidot.com/prettypark (40B0 725@=5==O: 

13.04.2025). 

12. Ahmad W. Why Botnets Persist: Designing Effective Technical and Policy 

Interventions / W. Ahmad // Internet Policy Research Initiative. 3 2019. 3 

IPRI(2019)02. 3 URL: https://internetpolicy.mit.edu/wp-

content/uploads/2019/09/publications-ipri-2019-02.pdf (40B0 725@=5==O: 

13.04.2025). 

13. Livadas C. Using Machine Learning Techniques to Identify Botnet Traffic / C. 

Livadas, R. Walsh, D. Lapsley, W. T. Strayer // Proceedings of the 31st IEEE 

Conference on Local Computer Networks. 3 Tampa, FL: IEEE, 2006. 3 P. 9673

974. 3 DOI: 10.1109/LCN.2006.322210. 

14. Strayer T. Botnet Detection Based on Network Behavior / T. Strayer, D. Lapsley, 

R. Walsh, C. Livadas // Advances in Information Security. 3 2007. 3 Vol. 36. 3 P. 

1324. 3 DOI: 10.1007/978-0-387-68768-1_1. 

15. Xing Y. Survey on Botnet Detection Techniques: Classification, Methods, and 

Evaluation / Y. Xing, H. Shu, H. Zhao, D. Li, L. Guo // Mathematical Problems in 

Engineering. 3 2021. 3 Article ID 6640499. 3 24 A. 3 DOI: 10.1155/2021/6640499. 

16. Alomari D. A Survey on Botnets Attack Detection Utilizing Machine and Deep 

Learning Models / D. Alomari, F. Anis, M. Alabdullatif, H. Aljamaan // 

Proceedings of the 27th International Conference on Evaluation and Assessment in 

Software Engineering (EASE '23). 3 New York: ACM, 2023. 3 %. 4933498. 3 DOI: 

10.1145/3593434.3593967. 



146 
 

17. Zhao D. Botnet detection based on traffic behavior analysis and flow intervals / D. 

Zhao, I. Traore, B. Sayed, W. Lu, S. Saad, A. Ghorbani, D. Garant // Computers & 

Security. 3 2013. 3 Vol. 39. 3 P. 2316. 3 DOI: 10.1016/j.cose.2013.04.007. 

18. French chapter of The Honeypot Project. URL: 

https://www.honeynet.org/2012/12/05/french-chapter-status-report-2012/ (40B0 

725@=5==O: 13.04.2025). 

19. Beigi E. B. Towards effective feature selection in machine learning-based botnet 

detection approaches / E. B. Beigi, H. H. Jazi, N. Stakhanova, A. A. Ghorbani // 

2014 IEEE Conference on Communications and Network Security. 3 2014. 3 P. 

2473255. 

20. ISCX Botnet 2014 dataset. URL: https://www.unb.ca/cic/datasets/botnet.html 

(40B0 725@=5==O: 13.04.2025). 

21. Habibi Lashkari A. CICFlowmeter-V4.0 (formerly known as ISCXFlowMeter) is 

a network traffic Bi-flow generator and analyser for anomaly detection / A. Habibi 

Lashkari. 3 2018. 3 URL: https://github.com/ISCX/CICFlowMeter (40B0 

725@=5==O: 13.04.2025). 3 DOI: 10.13140/RG.2.2.13827.20003. 

22. Velasco-Mata J. Real-time botnet detection on large network bandwidths using 

machine learning / J. Velasco-Mata, V. González-Castro, E. Fidalgo B0 V=. // 

Scientific Reports. 3 2023. 3 &. 13. 3 %. 4282. 3 DOI: 10.1038/s41598-023-31260-

0. 

23. Moorthy R.S.S. Botnet Detection Using Artificial Intelligence / R.S.S. Moorthy, 

N. Nathiya // Procedia Computer Science. 3 2023. 3 &. 218. 3 %. 140531413. 3 

DOI: 10.1016/j.procs.2023.01.119. 

24. Salih Y.T. Machine Learning Approaches for Botnet Detection in Network Traffic 

/ Y.T. Salih, A. Fenjan, S.R. Ahmed, H. Ali, E.N. Abdulwahab, S. Algruri, N.A. 

Kurdi, M. Al-Sarem, J.F. Tawfeq // Proceedings of the Cognitive Models and 



147 
 
Artificial Intelligence Conference (AICCONF '24). 3 New York: ACM, 2024. 3 %. 

3103315. 3 DOI: 10.1145/3660853.3660933. 

25. Tikekar P. An Approach for Detection of Botnet Based on Machine Learning 

Classifier / P. Tikekar, S. Sherekar, J. Kumar // SN Computer Science. 3 2024. 3 

&. 5. 3 DOI: 10.1007/s42979-024-02636-4. 

26. Pektaş A. Botnet detection based on network flow summary and deep learning / A. 

Pektaş, T. Acarman // International Journal of Network Management. 3 2018. 3 &. 

28. 3 DOI: 10.1002/nem.2039. 

27. Saad S. Detecting P2P botnets through network behavior analysis and machine 

learning / S. Saad, I. Traore, A. Ghorbani, B. Sayed, D. Zhao, W. Lu, J. Felix, P. 

Hakimian // Proceedings of the 9th Annual International Conference on Privacy, 

Security and Trust (PST). 3 2011. 3 %. 1743180. 

28. Kumar S. Internet of Things is a revolutionary approach for future technology 

enhancement: a review / S. Kumar, P. Tiwari, M. Zymbler // Journal of Big Data. 

3 2019. 3 &. 6. 3 %. 111. 3 DOI: 10.1186/s40537-019-0268-2. 

29. Griffioen H. Examining Mirai's Battle over the Internet of Things / H. Griffioen, 

C. Doerr // Proceedings of the 2020 ACM SIGSAC Conference on Computer and 

Communications Security (CCS '20). 3 New York: ACM, 2020. 3 %. 7433756. 3 

DOI: 10.1145/3372297.3417277. 

30. Lee H. Intrusion Detection Systems for IoT / H. Lee, A. Mudgerikar, N. Li, E. 

Bertino // In: IoT for Defense and National Security. 3 IEEE, 2023. 3 %. 2373258. 

3 DOI: 10.1002/9781119892199.ch13. 

31. Sicato J. A Comprehensive Analyses of Intrusion Detection System for IoT 

Environment / J. Sicato, S.K. Singh, S. Rathore, J. Park // Journal of Information 

Processing Systems. 3 2020. 3 &. 16. 3 %. 9753990. 3 DOI: 10.3745/JIPS.03.0144. 



148 
 

32. Lefoane M. Internet of Things botnets: A survey on Artificial Intelligence based 

detection techniques / M. Lefoane, I. Ghafir, S. Kabir, I.-U. Awan // Journal of 

Network and Computer Applications. 3 2025. 3 &. 236. 3 %. 104110. 3 DOI: 

10.1016/j.jnca.2025.104110. 

33. Spadaccino P. Intrusion Detection Systems for IoT: opportunities and challenges 

offered by Edge Computing / P. Spadaccino, F. Cuomo // arXiv. 3 2020. 3 

arXiv:2012.01174. 3 DOI: 10.48550/arXiv.2012.01174. 

34. Sriram S. Network Flow based IoT Botnet Attack Detection using Deep Learning 

/ S. Sriram, R. Vinayakumar, M. Alazab, S. KP // IEEE INFOCOM 2020 - IEEE 

Conference on Computer Communications Workshops (INFOCOM WKSHPS). 3 

Toronto, Canada, 2020. 3 %. 1893194. 3 DOI: 

10.1109/INFOCOMWKSHPS50562.2020.9162668. 

35. Chen R. GBDT-IL: Incremental Learning of Gradient Boosting Decision Trees to 

Detect Botnets in Internet of Things / R. Chen, T. Dai, Y. Zhang, Y. Zhu, X. Liu, 

E. Zhao // Sensors (Basel). 3 2024. 3 &. 24. 

36. Shareef S.K. Enhanced botnet detection in IoT networks using zebra optimization 

and dual-channel GAN classification / S.K. Shareef, R.K. Chaitanya, S. 

Chennupalli B0 V=. // Scientific Reports. 3 2024. 3 &. 14. 3 %. 17148. 3 DOI: 

10.1038/s41598-024-67865-2. 

37. Trojovská E. Zebra Optimization Algorithm: A New Bio-Inspired Optimization 

Algorithm for Solving Optimization Algorithm / E. Trojovská, M. Dehghani, P. 

Trojovský // IEEE Access. 3 2022. 3 &. 10. 3 %. 49445349473. 3 DOI: 

10.1109/ACCESS.2022.3172789. 

38. Memos V.A. AI-Powered Honeypots for Enhanced IoT Botnet Detection / V.A. 

Memos, K.E. Psannis // 3rd World Symposium on Communication Engineering 

(WSCE). 3 2020. 3 %. 64368. 



149 
 

39. Lee S. Honeypot Coupled Machine Learning Model for Botnet Detection and 

Classification in IoT Smart Factory 3 An Investigation / S. Lee, A. Abdullah, N. 

Jhanjhi, S. Kok // MATEC Web of Conferences. 3 2021. 3 &. 335. 3 %. 04003. 3 

DOI: 10.1051/matecconf/202133504003. 

40. Garcia S. IoT-23: A labeled dataset with malicious and benign IoT network traffic 

(Version 1.0.0) [Dataset] / S. Garcia, A. Parmisano, M.J. Erquiaga // Zenodo. 3 

2020. 3 DOI: 10.5281/zenodo.4743746. 

41. Rabbani M. Device Identification and Anomaly Detection in IoT Environments / 

M. Rabbani, J. Gui, F. Nejati, Z. Zhou, A. Kaniyamattam, M. Mirani, G. Piya, I. 

Opushnyev, R. Lu, A.A. Ghorbani // IEEE Internet of Things Journal. 3 2024. 3 

�@C45=ь. 

42. AL-Akhras M. Botnet attacks detection in IoT environment using machine learning 

techniques / M. AL-Akhras, A. Alshunaybir, H. Omar, S. Alhazmi // International 

Journal of Data and Network Science. 3 2023. 3 &. 7, № 4. 3 %. 168331706. 

43. Guo Z. Botnet Detection Method Based on Artificial Intelligence / Z. Guo, J. Peng, 

J. Fu, Y. Cheng, C. Chen // 2019 IEEE Fourth International Conference on Data 

Science in Cyberspace (DSC). 3 Hangzhou, China, 2019. 3 %. 4873494. 3 DOI: 

10.1109/DSC.2019.00080. 

44. Khan R.U. An Adaptive Multi-Layer Botnet Detection Technique Using Machine 

Learning Classifiers / R.U. Khan, X. Zhang, R. Kumar, A. Sharif, N. Amiri 

Golilarz, M. Alazab // Applied Sciences. 3 2019. 3 &. 9. 3 %. 2375. 3 DOI: 

10.3390/app9112375. 

45. Farhan M. Efficient Botnet Detection using Feature Ranking and Hyperparameter 

Tuning / M. Farhan, M. G. // International Journal of Computer Applications. 3 

2019. 



150 
 

46. +8G:0@ь>2 Є.  5B>4 281>@C >7=0: 4;O A8AB5<8 28O2;5==O 2B>@3=5=ь 7 

28:>@8AB0==O< 0=A0<1;52>3> ?V4E>4C B0 =5GVB:>W ;>3V:8 / Є. +8G:0@ь>2, ". 

�V=G5=:>, �. �>=40@GC:, �. �Aєє20 // �V15@157?5:0: >A2VB0, =0C:0, B5E=V:0. 3 

2023. 3 № 1(21). 3 %. 2343251. 3 DOI: 10.28925/2663-4023.2023.21.234251. 

47. Patil S. Explainable Artificial Intelligence for Intrusion Detection System / S. Patil, 

V. Varadarajan, S.M. Mazhar, A. Sahibzada, N. Ahmed, O. Sinha, S. Kumar, K. 

Shaw, K. Kotecha // Electronics. 3 2022. 3 &. 11, № 19. 3 %. 3079. 3 DOI: 

10.3390/electronics11193079. 

48. Ali S. Explainable Artificial Intelligence (XAI): What we know and what is left to 

attain Trustworthy Artificial Intelligence / S. Ali, T. Abuhmed, Sh. El-Sappagh, K. 

Muhammad, J.M. Alonso-Moral, R. Confalonieri, R. Guidotti, J. Del Ser, N. Díaz-

Rodríguez, F. Herrera // Information Fusion. 3 2023. 3 &. 99. 3 %. 101805. 3 DOI: 

10.1016/j.inffus.2023.101805. 

49. Kundu P.P. Detection and Classification of Botnet Traffic using Deep Learning 

with Model Explanation / P.P. Kundu, T. Truong-Huu, L. Chen, L. Zhou, S.G. Teo 

// IEEE Transactions on Dependable and Secure Computing. 3 PrePrints 5555. 3 

%. 1315. 3 DOI: 10.1109/TDSC.2022.3183361. 

50. Blaise A. Botnet Fingerprinting: a Frequency Distributions Scheme for 

Lightweight Bot Detection / A. Blaise, M. Bouet, V. Conan, S. Secci // IEEE 

Transactions on Network and Service Management. 3 2020. 3 &. 17, № 3. 3 %. 

170131714. 3 DOI: 10.1109/TNSM.2020.2996502. 

51.  Kirubavathi G. Botnet Detection Based On Network Traffic Flow Statistical 

Features and Model Based Clustering / K. G, N. S. // Proceedings of the First 

International Conference on Combinatorial and Optimization (ICCAP). 3 2021. 3 

%. 136. 



151 
 

52. Ibrahim L. Analysis and Detection of the Zeus Botnet Crimeware / L. Ibrahim, K. 

Hatim // International Journal of Computer Science and Information Security. 3 

2015. 3 &. 13. 3 %. 1213135. 

53. Sood A.K. Dissecting SpyEye 3 Understanding the design of third generation 

botnets / A.K. Sood, R.J. Enbody, R. Bansal // Computer Networks. 3 2013. 3 &. 

57, № 2. 3 %. 4363450. 3 DOI: 10.1016/j.comnet.2012.06.021. 

54. Lopes D.A.G. Botnet detection based on network flow analysis using inverse 

statistics / D.A.G. Lopes, M.A. Marotta, M. Ladeira, J.J.C. Gondim // Proceedings 

of the 17th Iberian Conference on Information Systems and Technologies (CISTI). 

3 Madrid, 2022. 3 %. 136. 3 DOI: 10.23919/CISTI54924.2022.9820318. 

55. Internet Assigned Numbers Authority. [�;5:B@>==89 @5AC@A]. 3 $568< 4>ABC?C: 

https://www.iana.org/assignments/ipfix/ipfix.xhtml (40B0 725@=5==O: 

02.03.2025). 

56. Graham M. A Botnet Needle in a Virtual Haystack / M. Graham. 3 2018. 

57. ipfixprobe. [�;5:B@>==89 @5AC@A]. 3 $568< 4>ABC?C: 

https://github.com/CESNET/ipfixprobe (40B0 725@=5==O: 02.03.2025). 

58. nfdump. [�;5:B@>==89 @5AC@A]. 3 $568< 4>ABC?C: 

https://github.com/phaag/nfdump (40B0 725@=5==O: 02.03.2025). 

59. Hsu C.-H. Fast-Flux Bot Detection in Real Time / C.-H. Hsu, Ch.-Y. Huang, K.-T. 

Chen // Lecture Notes in Computer Science. 3 2010. 3 &. 6307. 3 %. 4643483. 3 

DOI: 10.1007/978-3-642-15512-3_24. 

60. Hwang C. Effective DGA-Domain Detection and Classification with TextCNN 

and Additional Features / C. Hwang, H. Kim, H. Lee, T. Lee // Electronics. 3 2020. 

3 &. 9. 3 %. 1070. 3 DOI: 10.3390/electronics9071070. 



152 
 

61. Almutairi S. Hybrid Botnet Detection Based on Host and Network Analysis / S. 

Almutairi, S. Mahfoudh, S. Almutairi, J.S. Alowibdi. 3 2019. 

62. Alves P.A. HTTP and contact‐based features for Botnet detection / P.A. Alves, 

A.C.D. Resende. 3 2018. 

63. Hastie T. The Elements of Statistical Learning / T. Hastie, R. Tibshirani, J. 

Friedman. 3 2nd ed. 3 New York: Springer, 2008. 3 ISBN 0-387-95284-5. 

64. Scapy. [�;5:B@>==89 @5AC@A]. 3 $568< 4>ABC?C: https://scapy.net/ (40B0 

725@=5==O: 02.03.2025). 

65. Apache Parquet. [�;5:B@>==89 @5AC@A]. 3 $568< 4>ABC?C: 

https://parquet.apache.org/ (40B0 725@=5==O: 02.03.2025). 

66. NetWatcher. [�;5:B@>==89 @5AC@A]. 3 $568< 4>ABC?C: 

https://github.com/NocturnalShadow/net-watcher (40B0 725@=5==O: 02.03.2025). 

67. Garcia S. An empirical comparison of botnet detection methods / S. Garcia, M. 

Grill, J. Stiborek, A. Zunino // Computers and Security. 3 2014. 3 &. 45. 3 %. 1003

123. 3 DOI: 10.1016/j.cose.2014.05.011. 

68. Malware Capture Facility Project. Malware Captures. [�;5:B@>==89 @5AC@A]. 3 

$568< 4>ABC?C: https://www.stratosphereips.org/datasets-malware (40B0 

725@=5==O: 02.03.2025). 

69. Malware Capture Facility Project. Normal Captures. [�;5:B@>==89 @5AC@A]. 3 

$568< 4>ABC?C: https://www.stratosphereips.org/datasets-normal (40B0 

725@=5==O: 02.03.2025). 

70. Canavan J. The evolution of malicious IRC bots / J. Canavan. 3 2005. 

71. Álvarez-Terribas F. A Deep Learning-Based Approach for Mimicking Network 

Topologies: The Neris Botnet as a Case of Study / F. Álvarez-Terribas, R. Magán-



153 
 
Carrión, G. Maciá-Fernández, A.M. Mora García // Lecture Notes in Networks and 

Systems. 3 2023. 3 &. 532. 3 %. 2183229. 3 DOI: 10.1007/978-3-031-18409-3_19. 

72. Microsoft Malware Encyclopedia. Win32/Rbot. [�;5:B@>==89 @5AC@A]. 3 $568< 

4>ABC?C: https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-

description?Name=Win32%2FRbot (40B0 725@=5==O: 02.03.2025). 

73. Polish Takedown Targets 8Virut9 Botnet. [�;5:B@>==89 @5AC@A]. 3 2013. 3 $568< 

4>ABC?C: https://krebsonsecurity.com/2013/01/polish-takedown-targets-virut-

botnet/ (40B0 725@=5==O: 02.03.2025). 

74. Microsoft Malware Encyclopedia. Trojan:Win32/Donbot.A. [�;5:B@>==89 

@5AC@A]. 3 $568< 4>ABC?C: https://www.microsoft.com/en-

us/wdsi/threats/malware-encyclopedia-

description?Name=Trojan%3AWin32%2FDonbot.A (40B0 725@=5==O: 

02.03.2025). 

75. Microsoft Malware Encyclopedia. TrojanDownloader:Win32/Murlo.S. 

[�;5:B@>==89 @5AC@A]. 3 $568< 4>ABC?C: https://www.microsoft.com/en-

us/wdsi/threats/malware-encyclopedia-

description?Name=TrojanDownloader:Win32/Murlo.S (40B0 725@=5==O: 

02.03.2025). 

76. DataDome. What is Sogou Spider? [�;5:B@>==89 @5AC@A]. 3 $568< 4>ABC?C: 

https://datadome.co/bots/sogou-spider/ (40B0 725@=5==O: 02.03.2025). 

77. F-Secure. Trojan Kazy. 3 [�;5:B@>==89 @5AC@A]. 3 $568< 4>ABC?C: 

https://www.f-secure.com/v-descs/trojan-downloader-w32-kazy17907.shtml 

(40B0 725@=5==O: 02.03.2025). 

78. Europol. World9s most dangerous malware EMOTET disrupted through global 

action. 3 2021. 3 [�;5:B@>==89 @5AC@A]. 3 $568< 4>ABC?C: 

https://www.europol.europa.eu/media-



154 
 
press/newsroom/news/world%E2%80%99s-most-dangerous-malware-emotet-

disrupted-through-global-action (40B0 725@=5==O: 02.03.2025). 

79. CISA. TrickBot Malware. 3 2021. 3 [�;5:B@>==89 @5AC@A]. 3 $568< 4>ABC?C: 

https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-076a (40B0 

725@=5==O: 02.03.2025). 

80. Cloudflare. What was the WannaCry ransomware attack? 3 [�;5:B@>==89 

@5AC@A]. 3 $568< 4>ABC?C: 

https://www.cloudflare.com/learning/security/ransomware/wannacry-

ransomware/ (40B0 725@=5==O: 02.03.2025). 

81. Szegedy C., Zaremba W., Sutskever I. et al. Intriguing properties of neural 

networks. 3 2013. 3 Preprint. 3 DOI: https://doi.org/10.48550/arXiv.1312.6199. 

82. Geman S., Bienenstock E., Doursat R. Neural Networks and the Bias/Variance 

Dilemma // Neural Computation. 3 1992. 3 Vol. 4. 3 P. 1358. 3 DOI: 

https://doi.org/10.1162/neco.1992.4.1.1. 

83. Goodfellow I. J., Shlens J., Szegedy C. Explaining and Harnessing Adversarial 

Examples. 3 2014. 3 Preprint. 3 DOI: https://doi.org/10.48550/arXiv.1412.6572. 

84. Letteri I., Rosso M. D., Caianiello P., Cassioli D. Performance of Botnet Detection 

by Neural Networks in Software-Defined Networks // Italian Conference on 

Cybersecurity. 3 2018. 3 URL: https://ceur-ws.org/Vol-2058/paper-03.pdf. 

85. Zhang X., Zheng X., Wu D. Attacking DNN-based Intrusion Detection Models // 

IFAC-PapersOnLine. 3 2020. 3 Vol. 53. 3 P. 4153419. 3 DOI: 

https://doi.org/10.1016/j.ifacol.2021.04.118. 

86. Hu Y., Tian J., Ma J. A Novel Way to Generate Adversarial Network Traffic 

Samples against Network Traffic Classification // Wireless Communications and 

Mobile Computing. 3 2021. 3 P. 1312. 3 DOI: 

https://dx.doi.org/10.1155/2021/7367107. 



155 
 

87. Zolbayar B., Sheatsley R., McDaniel P. et al. Generating Practical Adversarial 

Network Traffic Flows Using NIDSGAN. 3 2022. 3 Preprint. 3 DOI: 

https://doi.org/10.48550/arXiv.2203.06694. 

88. Randhawa R., Aslam N., Alauthman M., Khalid M., Rafiq H. Deep Reinforcement 

Learning based Evasion Generative Adversarial Network for Botnet Detection. 3 

2022. 3 Preprint. 3 DOI: https://doi.org/10.48550/arXiv.2210.02840. 

89. Rumelhart D. E., Hinton G. E., Williams R. J. Learning representations by back-

propagating errors // Nature. 3 1986. 3 Vol. 323. 3 P. 5333536. 3 DOI: 

https://doi.org/10.1038/323533a0. 

90. Parr T., Howard J. The Matrix Calculus You Need For Deep Learning. 3 2018. 3 

Preprint. 3 DOI: https://doi.org/10.48550/arXiv.1802.01528. 

91. AsSadhan B., Bashaiwth A., Al-Muhtadi J., Alshebeili S. Analysis of P2P, IRC 

and HTTP traffic for botnets detection // Peer-to-Peer Networking and 

Applications. 3 2018. 3 DOI: https://link.springer.com/article/10.1007/s12083-

017-0586-0. 

92. �>@4єє2 ". ".  >45;ь O:>ABV >:@5<>W 28<>38 ?@>3@0<=>3> 70157?5G5==O / ". 

". �>@4єє2 // $04V>5;5:B@>==V V :><?9NB5@=V A8AB5<8. 3 2020. 3 № 2(94). 3 %. 

48358. 3 DOI: 10.32620/reks.2020.2.04. 

93. Gordieiev O. A Unified Approach to the Development of Technology-Based 

Software Quality Models on the Example of Blockchain Systems / O. Gordieiev, 

A. Rainer, V. Kharchenko, O. Pishchukhina, D. Gordieieva // IEEE Access. 3 2024. 

3 Vol. 12. 3 %. 1188753118889. 3 DOI: 10.1109/ACCESS.2024.3448271. 

94. Casadio M., et al. Neural Network Robustness as a Verification Property: A 

Principled Case Study // ': Shoham S., Vizel Y. (@54.) Computer Aided 

Verification. CAV 2022. 3 Lecture Notes in Computer Science, Vol. 13371. 3 

Cham: Springer, 2022. 3 DOI: https://doi.org/10.1007/978-3-031-13185-1_11. 



156 
 

95. Zhang J.M. Machine Learning Testing: Survey, Landscapes and Horizons / J.M. 

Zhang, M. Harman, L. Ma, Y. Liu // IEEE Transactions on Software Engineering. 

3 2022. 3 &. 48, № 1. 3 %. 1336. 3 DOI: 10.1109/TSE.2019.2962027. 

96. Odena A., Olsson C., Andersen D., Goodfellow I. TensorFuzz: Debugging Neural 

Networks with Coverage-Guided Fuzzing // Proceedings of the 36th International 

Conference on Machine Learning (ICML). 3 Proceedings of Machine Learning 

Research, Vol. 97. 3 2019. 3 %. 490134911. 3 DOI: 

https://doi.org/10.48550/arXiv.1807.10875. 

97. Yang Z., Shi J., Asyrofi M., Lo D. Revisiting Neuron Coverage Metrics and 

Quality of Deep Neural Networks // 2022 IEEE International Conference on 

Software Analysis, Evolution and Reengineering (SANER). 3 Honolulu, HI, USA: 

IEEE, 2022. 3 %. 4083419. 3 DOI: 

https://doi.org/10.1109/SANER53432.2022.00056. 

98. Yuan X. Adversarial Examples: Attacks and Defenses for Deep Learning / X. 

Yuan, P. He, Q. Zhu, X. Li // IEEE Transactions on Neural Networks and Learning 

Systems. 3 2019. 3 &. 30, № 9. 3 %. 280532824. 3 DOI: 

10.1109/TNNLS.2018.2886017. 

99. Liu C. Algorithms for Verifying Deep Neural Networks / C. Liu, T. Arnon, C. 

Lazarus, C. Strong, C. Barrett, M.J. Kochenderfer // Foundations and Trends in 

Optimization. 3 2021. 3 &. 4, № 334. 3 %. 2443404. 3 DOI: 10.1561/2400000035. 

100. Katz G., Barrett C., Dill D. L., Julian K., Kochenderfer M. J. Reluplex: An 

Efficient SMT Solver for Verifying Deep Neural Networks // ': Majumdar R., 

Kunčak V. (@54.) Computer Aided Verification. CAV 2017. 3 Lecture Notes in 

Computer Science, Vol. 10426. 3 Cham: Springer, 2017. 3 DOI: 

https://doi.org/10.1007/978-3-319-63387-9_5. 

101. Katz G., et al. The Marabou Framework for Verification and Analysis of 

Deep Neural Networks // ': Dillig I., Tasiran S. (@54.) Computer Aided 



157 
 
Verification. CAV 2019. 3 Lecture Notes in Computer Science, Vol. 11561. 3 

Cham: Springer, 2019. 3 DOI: https://doi.org/10.1007/978-3-030-25540-4_26. 

102. Singh G. An Abstract Domain for Certifying Neural Networks / G. Singh, 

T. Gehr, M. Püschel, M. Vechev // Proceedings of the ACM on Programming 

Languages. 3 2019. 3 &. 3, № POPL. 3 %B0BBO 41. 3 %. 1330. 3 DOI: 

10.1145/3290354. 

103. Elboher Y. Y., Gottschlich J., Katz G. An Abstraction-Based Framework for 

Neural Network Verification // ': Lahiri S., Wang C. (@54.) Computer Aided 

Verification. CAV 2020. 3 Lecture Notes in Computer Science, Vol. 12224. 3 

Cham: Springer, 2020. 3 DOI: https://doi.org/10.1007/978-3-030-53288-8_3. 

104. Guidotti D. Verifying Neural Networks with Non-Linear SMT Solvers: a 

Short Status Report / D. Guidotti, L. Pandolfo, L. Pulina // IEEE 35th International 

Conference on Tools with Artificial Intelligence (ICTAI). 3 2023. 3 %. 4233428. 3 

DOI: 10.1109/ICTAI59109.2023.00068. 

105. de Moura L., Bjørner N. Z3: An Efficient SMT Solver // ': Ramakrishnan 

C. R., Rehof J. (@54.) Tools and Algorithms for the Construction and Analysis of 

Systems. TACAS 2008. 3 Lecture Notes in Computer Science, Vol. 4963. 3 Berlin, 

Heidelberg: Springer, 2008. 3 DOI: https://doi.org/10.1007/978-3-540-78800-

3_24. 

106. Sapphire. [�;5:B@>==89 @5AC@A]. 3 $568< 4>ABC?C: 

https://github.com/wenkokke/sapphire (40B0 725@=5==O: 01.04.2024). 

  



158 
 

�"��&�� 

�>40B>: � 

%?8A>: ?C1;V:0FV9 74>1C20G0 
1. #0=GC: �. �8O2;5==O 1>B=5B-B@0DV:C =0 >A=>2V ?>B>:V2, 28:>@8AB>2CNG8 

,І // #@>1;5<8 ?@>3@0<C20==O. 3 2022. 3 № 334 (%?5FV0;ь=89 28?CA:). 3 

%. 3763386. 3 DOI: 10.15407/pp2022.03-04.376. 

2. #0=GC: �. ". �5=5@0FVO B0 28:>@8AB0==O 7<030;ь=>W 281V@:8 4;O ?@>B84VW 

CE8;5==N 1>B=5BV2 2V4 28O2;5==O =59@>==8<8 <5@560<8 (4> 100-@VGGO 7 

4=O =0@>465==O 0:045<V:0 �. . �;CH:>20) // #@>1;5<8 :V15@157?5:8 B0 

V=D>@<0FV9=8E B5E=>;>3V9. 3 2023. 3 &. 68, № 5. 3 %. 71385. 3 DOI: 

10.34229/1028-0979-2023-5-6. 

3. #0=GC: �. (>@<0;ь=0 25@8DV:0FVO =59@>==8E <5@56 3;81>:>3> =02G0==O 

// #@>1;5<8 ?@>3@0<C20==O. 3 2024. 3 № 233. 3 %. 2533262. 3 DOI: 

10.15407/pp2024.02-03.253. 

 �5B8G52Aь:89 "., #0=GC: �. #@>1;5<0 B>G=>ABV 2 A8AB5<0E ?@>B84VW 

:V15@0B0:0< B0 25@8DV:0FVO =59@>==8E <5@56 =0 ?@8:;04V 7040GV 

28O2;5==O 1>B=5BV2 // �V15@157?5:0 B0 V=D>@<0FV9=V B5E=>;>3VW. 3 2025. 3 

%. 3312. 3 DOI: 10.34229/KCA2522-9664.25.2.1.
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�?@>10FVO <0B5@V0;V2 4>A;V465==O  
=0 :>=D5@5=FVOE, A5<V=0@0E, :@C3;8E AB>;0E B>I> 

 

$V25=ь 70E>4C B0 9>3> =0720   VAF5 V 40B0 
?@>2545==O 

(>@<0 CG0ABV 

13th International Scientific and 

Practical Programming Conference - 

UkrPROG'2022 

�>2B5=ь  2022@., 

�8W2 

"G=0, 1 ?C1;V:0FVO 2 

<0B5@V0;0E :>=D5@5=FVW 
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�>40B>: � 
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�>40B>: � 

!86G5 =02545=> A?8A>: 7 50 >7=0:, >B@8<0=8<8 V=AB@C<5=B>< 

CICFlowMeter [21], O:8< 1C;> ?@54AB02;5=> <5@5652V ?>B>:8, I> 

28:>@8AB>2C20;8AO 2 5:A?5@8<5=B0;ь=8E G0AB8=0E 40=>W @>1>B8 ?> 

@>7H8@5==N 40=8E B0 D>@<0;ь=>W 25@8DV:0FVW. 

!><5@8 
"@83V=0;ь=V 
=0720 >7=0: 

&8? 
40=8E "?8A 

1 Flow Duration int &@820;VABь ?>B>:C 

2-3 
Total Fwd/Bwd 

Packet 
int �V;ь:VABь ?0:5BV2 C ?>B>FV 

4-5 
Total Length of 

Fwd/Bwd Packet 
int 

%C<0@=0 4>268=0 ?0:5BV2 C 
?>B>FV  

6-11 
Fwd/Bwd Packet 

Length Min/Max/Std 
float 

 V=V<0;ь=0/ 0:A8<0;ь=0/C
5@54=ь>:204@0B8G=5 

2V4E8;5==O 4>268=0 ?0:5B0 

12-19 
Fwd/Bwd IAT 

Total/Min/Max/Std 
float 

CC<0@=5/ V=V<0;ь=89/ 0:A
8<0;ь=89/%5@54=ь>:204@0B8G=
5 2V4E8;5==O V=B5@20;C <V6 

?0:5B0<8 C ?>B>FV  

20-23 
Fwd/Bwd 

PSH/URG Flags 
int 

�V;ь:VABь ?0:5BV2 7 
2AB0=>2;5=8<8 TCP 
?@0?>@FO<8 PSH/URG  

24-25 
Fwd/Bwd Header 

Length 
int 

%C<0@=0 4>268=0 703>;>2:V2 
?0:5BV2 C ?>B>FV 

26-33 

FIN/SYN/RST/PS
H/ACK/ 

URG/CWR/ECE Flag 
Count 

int 

�V;ь:VABь ?0:5BV2 7 
2AB0=>2;5=8<8 TCP 
?@0?>@FO<8 

FIN/SYN/RST/PSH/ACK/URG/
CWR/ECE  

34 Down/Up Ratio float 
�V4=>H5==O :V;ь:>ABV 

7020=B065=ь 4> 2820=B065=ь 

35-36 
Fwd/Bwd Segment 

Size Avg 
float 

%5@54=V9 @>7<V@ A53<5=BC C 
?>B>FV 

37-40 

Fwd/Bwd 
(Bytes/Packet)/Bulk 

Avg 
int 

%5@54=O :V;ь:VABь 
109BV2/?0:5BV2 2 :;0AB5@V 

?0:5BV2 
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41-42 
Fwd/Bwd Bulk 

Rate Avg 
int 

%5@54=V9 :V;ь:VABь 109B =0 
A5:C=4C 2 :;0AB5@0E ?0:5BV2 

?>B>:C 

43-46 
Subflow Fwd/Bwd 
Packets/Bytes 

int 
�V;ь:VABь ?0:5BV2/109BV2 C 

?V4?>B>FV 

47-48 
Fwd/Bwd Init Win 

Bytes 
int 

�V;ь:VABь 109BV2 ?5@540=0 2 
?>G0B:>2><C 2V:=V 

49 Fwd Act Data Pkts int 

�V;ь:VABь ?0:5BV2 7 E>G0 1 1 
109B>< 40=8E ?@540=8E 2 
=0?@O<:C 2V4 465@5;0 4> 

?@89<0G0 

50 Fwd Seg Size Min int 
 V=V<0;ь=0 4>268=0 
A53<5=BC C ?>B>FV 
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�>40B>: � 

!86G5 =02545=> A?8A>: 0B@81CBV2, O:V 284V;Oє NetWatcher 4;O :>6=>3> 

@5:>=AB@C9>20=>3> ?>B>:C. 

 

1.  5B040=V ?>B>:C. &8? 40=8E «string». 

!0720 0B@81CB0 "?8A 
id І45=B8DV:0B>@ ?>B>:C C D>@<V:  

 
timestamp +0A>20 <VB:0 (C D>@<0BV Unix), I> 2V4>1@060є G0A AB2>@5==O 

?>B>:C 
src_ip IP-04@5A0 465@5;0 (V=VFV0B>@0) ?>B>:C 
dst_ip IP-04@5A0 ?@87=0G5==O ?>B>:C 
src_port !><5@ ?>@BC 465@5;0 
dst_port !><5@ ?>@BC ?@87=0G5==O 
protocol #@>B>:>; B@0=A?>@B=>3> @V2=O (=0?@8:;04, TCP G8 UDP) 
termination_reason #@8G8=0 7025@H5==O ?>B>:C (FIN, RST, idle_timeout, 

activity_timeout) 
 

2. )0@0:B5@8AB8G=V >7=0:8 ?>B>:C.  �AV 0B@81CB8 <0NBь B8? 40=8E 
«float». 

� ?>;V «!0?@O<;5=VABь»: 

i. «→» E8@вB?і7Gє AаCDя@B> ві4 іAіFіаFBDа CBFB>G 

4B CGA>FG CD87AаG5AAя. 

ii. «←» E8@вB?і7Gє AаCDя@B> ві4 CGA>FG CD87AаG5AAя 

4B іAіFіаFBDа.  

iii. «4» 7=0G8Bь, I> 0B@81CB >1G8A;NєBьAO AC<0@=> 4;O ?0:5BV2 2 >1>E 

=0?@O<:0E. 

 

!0720 0B@81CB0 "?8A !0?@O<-

;5=VABь 

duration_s 
&@820;VABь ?>B>:C 2 A5:C=40E 
(G0A <V6 ?5@H8< V >AB0==V< 
?0:5B><) 

4 
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packets_count 
�030;ь=0 :V;ь:VABь ?0:5BV2 C 
?>B>FV 4 

payload_bytes_seq 
#>A;V4>2=VABь 109BV2 :>@8A=>3> 
=020=B065==O 4;O :>6=>3> 
?0:5B0 

4 

payload_bytes_total 
�030;ь=0 :V;ь:VABь 109BV2 
:>@8A=>3> =020=B065==O (157 
703>;>2:V2) C ?>B>FV 

4 

payload_bytes_min 
 V=V<0;ь=0 :V;ь:VABь 109BV2 
:>@8A=>3> =020=B065==O C ?>B>FV 4 

payload_bytes_max 
 0:A8<0;ь=0 :V;ь:VABь 109BV2 
:>@8A=>3> =020=B065==O C ?>B>FV 4 

payload_bytes_std 
%B0=40@B=5 2V4E8;5==O 109BV2 
:>@8A=>3> =020=B065==O C ?>B>FV 4 

payload_bytes_min_nonzero 

 V=V<0;ь=0 :V;ь:VABь 109BV2 
:>@8A=>3> =020=B065==O C ?>B>FV 
(A5@54 ?0:5BV2 7 =5=C;ь>28< 
:>@8A=8< =020=B065==O<) 

4 

payload_bytes_avg_nonzero 

%5@54=O :V;ь:VABь 109BV2 
:>@8A=>3> =020=B065==O C ?>B>FV 
(A5@54 ?0:5BV2 7 =5=C;ь>28< 
:>@8A=8< =020=B065==O<) 

4 

payload_bytes_std_nonzero 

%B0=40@B=5 2V4E8;5==O 109BV2 
:>@8A=>3> =020=B065==O C ?>B>FV 
(A5@54 ?0:5BV2 7 =5=C;ь>28< 
:>@8A=8< =020=B065==O<) 

4 

interarrival_time_s_seq 
#>A;V4>2=VABь V=B5@20;V2 <V6 
=04E>465==O< ?0:5BV2 4 

interarrival_time_s_min 
 V=V<0;ь=89 V=B5@20; <V6 
=04E>465==O< ?0:5BV2 4 

interarrival_time_s_max 
 0:A8<0;ь=89 V=B5@20; <V6 
=04E>465==O< ?0:5BV2 4 

interarrival_time_s_std 
%B0=40@B=5 2V4E8;5==O 
V=B5@20;V2 <V6 =04E>465==O< 
?0:5BV2 

4 

syn_count 
�V;ь:VABь ?0:5BV2 V7 2AB0=>2;5=8< 
?@0?>@F5< SYN 

4 

fin_count 
�V;ь:VABь ?0:5BV2 V7 2AB0=>2;5=8< 
?@0?>@F5< FIN 

4 

rst_count 
�V;ь:VABь ?0:5BV2 V7 2AB0=>2;5=8< 
?@0?>@F5< RST 

4 

ack_count 
�V;ь:VABь ?0:5BV2 V7 2AB0=>2;5=8< 
?@0?>@F5< ACK 

4 
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psh_count 
�V;ь:VABь ?0:5BV2 V7 2AB0=>2;5=8< 
?@0?>@F5< PSH 

4 

urg_count 
�V;ь:VABь ?0:5BV2 V7 2AB0=>2;5=8< 
?@0?>@F5< URG 

4 

ece_count 
�V;ь:VABь ?0:5BV2 V7 2AB0=>2;5=8< 
?@0?>@F5< ECE 

4 

cwr_count 
�V;ь:VABь ?0:5BV2 V7 2AB0=>2;5=8< 
?@0?>@F5< CWR 

4 

fwd_window_size_seq #>A;V4>2=VABь @>7<V@V2 TCP 2V:=0 → 

fwd_window_size_min  V=V<0;ь=89 @>7<V@ TCP 2V:=0 → 

fwd_window_size_max  0:A8<0;ь=89 @>7<V@ TCP 2V:=0 → 

fwd_window_size_avg %5@54=V9 @>7<V@ TCP 2V:=0 → 

fwd_window_size_std 
%B0=40@B=5 2V4E8;5==O @>7<V@V2 
TCP 2V:=0 → 

fwd_window_scaling 
_factor 

(0:B>@ <0AHB01C20==O TCP 
2V:=0 → 

fwd_initial_window_size #>G0B:>289 @>7<V@ TCP 2V:=0 → 

fwd_zero_window_count 
�V;ь:VABь 28?04:V2 =C;ь>2>3> 
@>7<V@C TCP 2V:=0 → 

fwd_zero_window_update 
_count 

�V;ь:VABь >=>2;5=ь =C;ь>2>3> 
@>7<V@C TCP 2V:=0 → 

bwd_window_size_seq #>A;V4>2=VABь @>7<V@V2 2V:=0 ← 

bwd_window_size_min  V=V<0;ь=89 @>7<V@ 2V:=0 ← 

bwd_window_size_max  0:A8<0;ь=89 @>7<V@ 2V:=0 ← 

bwd_window_size_avg %5@54=V9 @>7<V@ 2V:=0 ← 

bwd_window_size_std 
%B0=40@B=5 2V4E8;5==O @>7<V@V2 
2V:=0 ← 

bwd_window_scaling 
_factor 

(0:B>@ <0AHB01C20==O 2V:=0 ← 

bwd_initial_window_size #>G0B:>289 @>7<V@ 2V:=0 ← 

bwd_zero_window_count 
�V;ь:VABь 28?04:V2 =C;ь>2>3> 
@>7<V@C 2V:=0 ← 

bwd_zero_window_update 
_count 

�V;ь:VABь >=>2;5=ь =C;ь>2>3> 
@>7<V@C 2V:=0 ← 
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�>40B>: � 

!86G5 =02545=0 B01;8FO ?>:07=8:V2 ?>2=>B8 28O2;5==O <>45;59 

:;0A8DV:0FVW =02G5=8E =0 ISCX-CTU-Extended 4;O @V7=8E B8?V2 B@0DV:C H:V4;828E 

?@>30<. 

 >45;ь: iscx-ctu-extended/pca_12_rf_9 

�81V@:0: iscx-ctu-extended (testing) 

Threshold DonBot Emotet IRC Kazy Menti Murlo Neris 

0.51 0.931 0.904 1.000 0.410 0.931 0.283 0.514 
0.60 0.930 0.904 1.000 0.339 0.930 0.261 0.486 
0.70 0.920 0.902 0.996 0.293 0.920 0.246 0.468 
0.80 0.905 0.894 0.948 0.214 0.905 0.105 0.450 
0.85 0.905 0.860 0.840 0.137 0.905 0.103 0.427 
0.90 0.905 0.841 0.648 0.133 0.905 0.095 0.420 
0.95 0.278 0.823 0.220 0.096 0.278 0.093 0.322 
0.97 0.262 0.807 0.000 0.050 0.262 0.034 0.318 

 

Threshold NSIS 

.ay 

RBot Sogou TrickBot Virut WannaCry Weasel Zeus 

0.51 0.119 0.994 0.350 0.998 0.926 0.957 0.153 0.526 
0.60 0.065 0.993 0.250 0.997 0.913 0.955 0.152 0.523 
0.70 0.051 0.989 0.100 0.797 0.908 0.954 0.016 0.523 
0.80 0.049 0.972 0.100 0.419 0.898 0.951 0.013 0.283 
0.85 0.049 0.970 0.100 0.153 0.890 0.937 0.013 0.044 
0.90 0.016 0.965 0.075 0.129 0.887 0.911 0.010 0.044 
0.95 0.011 0.940 0.000 0.083 0.871 0.704 0.000 0.043 
0.97 0.008 0.922 0.000 0.069 0.865 0.664 0.000 0.042 
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 >45;ь: iscx-ctu-extended/dnn_24_24_24 

�81V@:0: iscx-ctu-extended (testing) 

Threshold DonBot Emotet IRC Kazy Menti Murlo Neris 

0.51 0.999 0.986 0.968 0.687 0.999 0.998 0.874 
0.60 0.999 0.986 0.896 0.668 0.999 0.998 0.856 
0.70 0.999 0.986 0.896 0.660 0.999 0.998 0.836 
0.80 0.998 0.903 0.876 0.635 0.998 0.975 0.802 
0.85 0.998 0.903 0.872 0.628 0.998 0.878 0.790 
0.90 0.997 0.903 0.840 0.618 0.997 0.711 0.772 
0.95 0.997 0.901 0.804 0.541 0.997 0.309 0.533 
0.97 0.969 0.901 0.788 0.525 0.969 0.304 0.515 

 

Threshold NSIS 

.ay 

RBot Sogou TrickBot Virut WannaCry Weasel Zeus 

0.51 0.792 0.999 0.850 1.000 0.974 0.795 0.625 0.047 
0.60 0.757 0.997 0.775 1.000 0.968 0.795 0.617 0.047 
0.70 0.651 0.997 0.600 1.000 0.962 0.718 0.610 0.045 
0.80 0.514 0.993 0.500 1.000 0.954 0.712 0.599 0.044 
0.85 0.486 0.989 0.475 0.998 0.950 0.650 0.590 0.044 
0.90 0.378 0.927 0.275 0.998 0.941 0.635 0.587 0.044 
0.95 0.295 0.926 0.225 0.998 0.924 0.634 0.586 0.044 
0.97 0.184 0.915 0.175 0.998 0.915 0.633 0.586 0.044 

 


